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ABOUT AMITY LAW SCHOOL

The School has been consistemtly ranked as one of the Top law Schools in the
Country since 2006. In the survey of the Indias Best Law Calleges by India Today
(THE INDIA TODAY NIELSON $URVEY), the National Magazine, Amity Law
School Delbi(ALSD) bagged 4" rank in India in 2017 moving up in manks from
Bank 11 in the same i 2076 In THE WEEK (HANSA RESEARCH SURVEY}
ALSD was tanked at 12* in 2016 and 11% in 2015, 'THE QUTLOOK {OUTLOOK
GHFK MODE SURVEY), ALSD was ranked 10* in 2016.

The Amity law School, Delhi(ALSD) has the distinction of being the first Law
School in Delhi to start a S-ycar integrated LLB (H) programme. in 1999, The
School was established under the Ritnand Balved Education Foundation (RBEE) to
achieve world-chss legal education in the country. Dr. Ashok K. Chavhan, the
Founder President of the Law School is a great philanthropist and a man of
extraotdinary vision. This great vision has been translated into practical reality through
the cstablishment of various educational institudons including the Amity Law Sechool,
His vision for the Law School is to provide excellence in legal education and to
produce quality lawyers with good moral principles and great human vakres The
President RBEL, De Atul Chauban has been providing dyammic icadership intervention
i strengthening the vision of the Founder President. Presently the academic values
ate being inculcated by Prof. (Dr) It K. Bandyopadhyay, (Former Vice-chancellor,
GG3IPU} Chairman, Armity Faw Schools.

Amity Eaw School Delhi has been granted affiliaton by the Gum Cobind Singh
Indraprastha University, Delhi for running a S-year lotegrated LB (H) programme
and the affiliation has been approved by the Bar Council of kndia. The programme
s designed to incorporate teaching methods for realizing holistic legral education.

The programme offered by Amity Law School Delbi seeks to promote multi-
disciplinary analysis of the socio-legal problems by designing/pursuing/giving effect
toits course-structure and teaching methods to realize these obiectives. The methods
of teaching in the Law School include lecture, discussions, case law analysis, moot
court training, projeet assignment and placernent programmes. o addition, the School
organizes seminars on contemporary legal issues, conducts chinical courses and train
students in Jegal research and legal writing By the timce a student complates the 5-
year programme he/she will he fully equipped with the required theoretical knowledge
and practical expetience in the field of law to become a fullfledged responsible
member of the legal profession.
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VALIDITY OF E-CONTRACTS
Ankit Purohi® and Sanyukta Saxena™

Meaning and Defmition of E-Contract
Introduction

The advancement in the technology has revolatonized the hirman life. Now a days
significance of pioneering technologies can be seen in every facet of life. “The recent
amelioration of Information technology, Telecommunications and Computer
technology has cansed the computer nerworks to gain immense popularity amongst
the tasses. These computer networks facilitate electronic trading across the globe.
Fleetronic trading etnbodiesuse of computer network to enter into contract between
twr human trading parthers and also inechedes such contracts which are contracted
between two legal entities (legal persona) together with the help of a computer
program which acts a3 an agent althouph it has no conscions of its own and also
acts as an Initiator.

What is E-Commerce and E-Contract?

Hlectronic Commerce {or E-Commerce) is the business conducted over computer
networks. The phrase “E-commerce’ can be defined as ‘commerce conducted in
digital form or an electronic platform’ or *selling or buying goods and services on
the Intemet”, E-commerce now serves as an integral part of the economic
infragtruciore. Companies are now dravn towards faclitating their tansactions
over the web by targeting every owner of 2 computer linked to the computer
netwirk. Flectromic conttacs can be cxeonted by such technologics as fonds transfer,
supply chain management, Internet marketing, online transaction processing, electronic
darz interchimge (BT, inventory management systerns and automated data collection
systems. Preseot day electronic commerce is found to typically use the World Wide
Web {wrerw) at least once in the entire transacton’s life-cycle, and it may encompass
z wider range of technologies such as e-mail, mobile devices and telephones as
well.

* 18T YEAR LI STUDENT, DEPARTMENT OF LAYE PANTAB UNIVERSITY
**  Hh YEAR BALLE (HONS) STTENT, AMITY LAY SCH{ M., DREIIHL
1 Fanpfei Wanp, E 2010). Law of cloctronic commorcial transactions st od. Routdadge, pb5.
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Contemporary clectronic commerce involves everything ranging from ordering
‘digital’ content for immediate online consmnption, to ordering conventional goods
and scrvices, to “meta services” to facilitate other type of electronic commmerce,

Business-to-business transactions play a vital tole in e~commeree market in a way
wherein big corporations and finsncial institutions exchange financial data with the
medium of internet to fadlitate domestc as well as international business, however
# large portion of revenue js generated from business to consumer transactions
which provides consumers with varied multiple benefits like availability of goods
at lower cost, wider choiees and doors step delivery optons which saves time and
energy. People bave the freedom to purchase goods with a tlick. af the mouse
button without having to move out of honsc.

An E-coniract is a contract modelled, executed and enacted by a software system
The busioess transaction administered by e-contracts is antomated by the computer
programs. E-contracts can be rnapped to inter-related programs, which have to be
specified carefully to satisfy the conixact requirements. Such contracts are not capable
of bandling camplex relationship that arises between the parties to an e-contract.
E-contract is any kind of contract formed during the course of e-commerce by
interaction of two or more individuals using electronte means such as e-mafi, the
interaction of an individual with an electronic agent, such as comoputer program, or
the interaction of two electronic agents that are programmed to rccognize the
existence of a contract.”

Essentals of an Offline Contract

lndian Contract Act, 1872 concerns itself with the law relating to contracts o India.
The act is based on the principles of English Common Law. The act deals with the
circumstances in which promises made by the parties to a contract shall be lepally
binding on themn

Meaning and Definition
The definition. of Contract is given under Section 2th)’, which provides "z comtraes ir
4r agrecment snforceable by law”.

Thercfore the definition of contract can be divided in to two elements: An apreement
and its enforceability by lawe

1. An agrecment is defined w/s 2 (€) as “ewery promise and coery set of promises,
forming comtideration for cach other”. Promise is the acceptance of proposal. Thuas

2 Morakhia, 5. (208} E Costractr aed Irsver Incelped. [online] Academia cdu.
hitp:/ fowacacademis edu/BT19077/F_Contracts_and_Issues_Tnvolred.
3} The Indian Conteact Act, 1572,
2
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an accepted proposal becomes an agrecment. Therefore, in order to form an
agreemnent there muost he a proposal or an offer by ohe party and its acceptance
by ather party.

2 'The second part of the definition deals with enforceability by kewe An agreement
is cnforceable u/s 10 if it is made by competent pardes, out of their free
consent and for lawful object and consideration. Thus all contracts are
agreements bur all agreements are not necessatily contracts.?

Eszsendal Elememas of a Valid Contract

Section 10 of the Act® envisages, lf agresmenty are comtracts §f they are made by free
wonsent of partics, competent to contract, for a lawpl consideration and with a gl object and
are #of bereby expressly declared tn be void”. The essendal ingredients of a valid conteact
are®

L Agreement

To constitute 2 contract there must he an agreement. There must be two
Parties to an agreement, i.e. one party making an offer {offeror) and the other
party accepting the offer (offcree). The terms of the offer mmst be definite
and acceprance must be absolute and unconditional. ‘The acceptance must be
according io the mode prescribed and must be communicated to the offeror.

2. Offer / Proposal

Ax offer is a proposal by one person, whereby he expresses his willingness to
cater into a contractual obligation in- return for a promise, act or forbearance.,
Section 2(a) defines proposal or offer as “when one person signifier to another his
mellingness fo do or abitan from doing anyibing with a view to eltaining the avent of that
other to sach act ar abriinence, de 5 said 9 mrke o propesal ”

3. Consensus-ad-idem (Meeting of Mindsy

To cci‘:is'u'tl.ltg: a valid contract, there must he meeting of minds ie. consensus-
ad-idem

4. Intention to create legal relationsbhip
The two parties enter into an agrecment, there must be an intention by hoth

parties (o legally bind the other as 2 result of such agreement. Thus, agrecments
of social or houschold nature are not contracts.

wwra lawnn, cont.

The Todisa {Ceuvace Ace, 1572,
ibid.

wanwcduconz.com

b BT R -
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5.

10,

Capacity of Parties {Competence):

The parties to the agreement must be capable of entering into a valid contraet.
According to Section 11, every person is competent to contract if he or she,

1. is of the age of majority;

2. is of sound mind; and

3. s not disqualified from contracting by any law to which he is subject.

Lawful Consideration

An agreement to form a valid contract should be suppnnz;l by egmsideration
Consideration means “somcthing in return™ (quid pro quo). It can be cash,

kind, an act or abstinencc. It can be past, present or future. llowever,
consideration should be real and Erwful.

Free Consent

To copstiiute a valid contract there must be free and gennine consent of the
parties to the contract. It should not be obtained by misrepresentation, fraud,
coercion, undne influence or mistake.

Lawful Object
The object of the agreement must not be illegal or unlawful. Section 23:

Arcording to Secton 23, the consideration or object of an agreement is
imartunl, unless-

. it s of such natare that, if pormitted it would defeat the provisions of
any law or is frauduient; or

- it involves or implies, injury to the person or property of another, or
- the court regards it as immoral, or opposed to public palicy.
Agreement not declared void or illegal

Agreements which have been expressly declared void or illegzl by lawr are not
enforceable at lavw; hence does not consttute a valid contract,

Certainty and possibility of performance

The terms of agreement must be certain and not vague. 1If it is not possiblc
to ascertain the meaning of the agreement, it is not enforceable at law. Also,
agreements to do impossible acts cannot be enforced
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1t. Legal Formalities

A contract may be oral or in writing 1f, howevcr, the law requires for a
particular contact, it should comply with all the legal formalides as to writing,
regisrration and attestztion®

Formation of E-Contract

li-contracts functions oo the same Principles and remedies of traditional
contract.Technological advancement has revalutionized the conventiornal paper based
contracts 1o online contracts.Business activities 2re now shifting from paper based
contracts to online contracts, leading 1o the emcrgence of 2 new set of contracts,
called, “electronic contracts”.” The simple understanding of the word suggests that
the word mcans a contract formed electronically.Electronic commerce can he
defined as “Electronic buying and selling on the intemet and includes ali the
activities that a firm performs ot selling and buying services and products using
computers and communication techoologies ™™,

The following legal requirernenss can be summarised upon legal contracis:
L. Clear identification of contracting parties.
Clear indication of the suhject of the contract.

{lear jndication of the time period of validity.

Ao

The conttact must bave valid signatures of the involved partics certifying their
acceptance of the liabilities laid down in the contracr. The date on which the
contracts validity commences has to be mentioned as well.

3. Clause of Non-Repudiation which means that under no circumstances will
the content of the contract be changed vnee such contract has been sipned.

Need for E-Comtract

The need-for quick, efficient and time saving mode of contracting is the hasic
premise for the necd of an H-contract in the 21 century. The obstacles of distance
and queving up can be easily tackled by parties enteting into a coatract over the
internet. In the elecrronic age, the whole transaction can be compleied in seconds,
with both parties simply affixing their dipital signatares 1o an electronic copy of the
contract.

£ Avallable at wwwreferabbleknowledge overblogeom

9 Eketooic Conttsces and the Law in Todia, Asian School of Cyber Law:

10 JogaRao, 8 (A5, Compurer contracs & informaton techoolopy law 20d ed. New Tielhi:
Wadbwa and Company, p182,

5
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An electronic comtract aims to';

To create a secured atmosphere of transacting online with alternative mnde to
paper and winng,

To create an electronic documentation system which wil safeguard the
contracting parties on par with the traditional mode of contracts.

To> create statutory status monitoring/verifylog authorities for such electronic
transactions.

To check frauds, intentional and unintentional transactons to promote and
build confidence in penuine online transactons. . -

To create necessary lepal structure to oversee such immsactions to establish
standard rules and regulations for smooth funcioning of online transaction.

To make Digital Signature Jegally valid and incofporating the same with the
existing legal regime of contracts, sale of goods, evidence and consumet acts.

Legal Validity of E-Comwracts in India

India has an internet uscr base of over 100 million users. The penetration of e
commerce is low compared to markets like the United States and the United
Kingdom but is growing at a much faster rate with a large pumher of new
entrants. The industry consensus is that growth is at an inflection point with key
dtivers being

Increasing broadband Internet and 3G penetration.

Rising standards of living and a burgeoning, upwardly mobile middle class
with high disposable incomes.

Avzilability of much wider product range compared te what is available at
brick and mortar retalers.

Busy lifestyles, urban traffic congestion and lack of time for offline shopping.

Lower prices compared to brick 2nd mortar retail detven by disintermediation
and reduced inventory and real estate cosis.

Increased usage of online classified sites, with more consumners buying and
selling second-hacd goods.

Fivolution of the online marketplace model with sites hke ebay, Infibeam and
Tradus.

"

: Rastopi, 5. (2013). Insights ntm e-contracts in India.
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E-commerce websites are Intemet intermediaries within the meaning of IT Aet,
2000. “Intermediary”, with tespect to any particular electroni¢ records, means any
person who on behalf of another person receives, stores, or transmits that record
or provides any service with respect to that record and includes telecom service
providers, netwosk service providers, intermet service providers, web hosting service
providers, search engines, online payment sites, online-auction sites, online market
places, and cyber cafes. The TT (Intermediaties Guidelines) Rules of 2011 regulate
the functioning of e-comunerce wehsites. Cyber law due difigence is the main
aspect that all e-commerce site owners should comply with,

The conventionz] law relating to contracts i.e. The Indjan Contract Act of 1872 is
oot equipped to address all the issues ther arise in electmnic contracts. The Information
Technology Act solves some of the peculiar issues that arise in the formation and
authentication of electronic contracts.Chapter IV of the Information Technology
Act, 2000 i.e sections 11, 12 and 13 covers the aspects of Astribution,
Acknowledgment and Dispatch of Tilectronic Records. According 1o Sec.l0A of
the IT Act, 2000, a cotnmunication or contract shouldn’ be depied or declared
vold merely because its in electronic form. It thereby acknowledges the legal
validity of e-contracts.

Sectionl0A of the act™ confers legal validity and enforceability on contracts formed
through electronic means. This provision wes inserted to clarify and strengthen the
legal principle enshrined in section 4 of I'T Act, 2000 that Filazrons: documents are at
par with traditional documents and e-contracty arc lgally recopnized ond wceeprabie in e Torce
of law will build the petizens confidence in e-commerce acovites thus facilitating its
growth.

Correspondence with Article 11 of Model Law on E-commerce adopted by
UNCITRAL

= The UNCITRAL Model Law on Electronic Commerce'’ instead of defining
an E-Contract, i, merely states that © a contract can be made by exchanging
data messages and when a data message is used in the formation of a
contzact, the validity of such contract should not be denied ™™

*  Aransaction formed by electronic messages in which the messages of one or
both parties will uat be reviewed by an individual as a routine step in forming
of the contract.

12 IT Amecodment fer 2008
1% Model law 1999
i4 UNKITRAL Model Law os E-Commerce, I99%6 Article J1.

7
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The Information Technology Act, 2000, defines ‘data’ as a representation of
information, knowledye, facts, concepts or instructions which are prepared or have
been prepared it a fisrmalised manner, and is intended to be processed, is being
processed or has been processed in a computer system 0r 4 computer network,
and may on any form (induding computer printouts, magnetic or optical storage
media, ponched cards, punched tapes) or stored internally in the memory of the
computer.’”

According to UNCITRAL Medel Law, ‘data messages’ means ° information
penerated, sent, received or stored by electronic, optical or similar means inchuding,
but not limited to Electronic Data Interchange(EID), clectrohic mail, telegram,
telex or relecopy ™ ) )

Forms of E-Contract
Electronic contracts can be executed by two ways:
1. Tirst is through the cxchange of Tilectronic Mail {e-mail}.

2 Second, is through the use of World Wide Web (or Website), which can be
further classified as -

. Click Wrap

- Browse Wrap

. Shrink Wrap
+  Electronic Mail

Electronic mail alse called as “e-mail”, is used as a method of exchanging
digital messages across the internct or other compruter networks across the
globe. 1t means the wansmission of messages over communication networks.

Anyone interested in communicatng business details through e-maill must
have an e-tmail address for which he has to register himself with the Ioternes
Service Provider(ISP) who runs a constantly accessible mail server. Ongce the
registration is complete by filling up the form which 15 electronically available,
an electromic mail box(inbox) along with the address is aBocated to the user.
The persen wishing to send an offer to another will type the desired contents
of the offer on his systern with an e-mail address of a party to whom he
intends to scnd the offer which is to be menticoed in the address column,

I5 &2{» of Information Techoology Act, 2000,
16 TINCITRAL Model Law oo B-Commeorce, 1996, Andcle 2 (a).

8
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The message then is electronically transmitted by pressing the “send’ buton to
the service provider of the sender and is then forwarded to the recipient’s
provider who puts it in the recipient’s mailbox whereit is saved. Placing e-mai
in the recipient’s mailbox does not enabie him to know the contents of the
tnessage. Stmilady, the scoder does not know whether the recipient has recetved
the message'”. An email contract is read by each contracting party, rather than
processed automatically by an information system. It can assurnc any form
which the parties are willing to accept.

= Click Wrap Contracts

Alse called as “click threugh™ agreement or “click wrap license™, In common
parlance, these are the agrectnents that we generally stumble upon while
surfing the internet such as “T AGREE” to the terms or “I DISAGREL” 1o
the above conditions. Click Wrap apreements allows the user to be well
versed with the terms and eonditions of the agreement before accepting it
The enforecability of the click wrap is through the act of “clicking”™ the
“accept” button thereby giving his assent without any requirement of signature
and without any opportunity to amend the conditions. These ype of contracts
arc extensively used on the Interner, for either granting permission to access 4
site or downloading of a seftware or selling something online by way of a
website. The case of click wrap agreement is different from that of other
contracts because these contracts are executed instantaneonsly “lThe main
difference between click wrap contracts and emails is that the communication
berween web clients and servers, unlike e-mails is instantancous”, 1o case of
Click Wrap agreemcnt, a party posts terms on its website pursnant to woich it
offets to seli goods or services. To buy these goods, the purchaser is required
to indicate his assent to be bound by the terms of the offer, by his conduct
Le. typically the act of clicking on a button staring “T agree”. (dnce the
putchaser indicares his assent to be bound, the contract is formed on the
posted terms, and the sale is consummated No papet record s created nor is
the signature .of the purchaser requited. ‘The product cannot be obtained or
used unless and uatil the icon is clicked.

A web-wrap license is considered as an Iaternet contract that asks the user to
accept the terms of the license by clicking a “yes” or “no” button before ot afer
seeing the complcte agreement. A “yes” gives the user complete access to the
website, A “no” prevents the user from gaining access o all or some of the
information on the site. This is also known as a dick-wrap license.

17 Ahmad, F {2005). Cyber bow in Todis. Dolhi: New Era Taw publicitons.
g
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Types of Click-Wiap Agreements: -

Click wrap agreements awe of two types-

Type and Click: In this case user must type “accept” or othex specified words
in an onscreen box and then click “submir” or similar button to indicate
acceptance of contractual terms. Without such action, the user cannot proceed
to access the targeted Web site, downlovad the desired software, or purchase
the desired product or service.

Teon Clieking: In this case the user must click on an “ok”, “T aggee”, or similar
icom to signal acceptance of the terms. Access is denied uniess the button is
clicked. A user indicates rejcction by dicking “cancel™ or closing the window.

They are “take it or leave it” agreements in which the user. is not made aware of
the terms of contract until late in the transaction (just befote the use of the
product) which is diffcrent from a traditional writien contract.™,

Browse Wrap

In 2 browse wrap agreemcnt, the terms and conditions of use for a website
or other downloadable product are posted on the wehsite as a hypertink, at
the bottom of the screen. Browse wrap agreement do not appear on the
scteen, ‘The uset is also not compelled to accept or reject the torms as a
condition of proceeding with further computer operations. Browse wrap
aprecment does not require the express manifestation of assent. Rathet, 4

website user purportedly gives his assent by simply using the product.

There is uncertainty of enforceability with browse wrap agrecments because
is it unclear whether the person using the website has sctually accepted the
terms of the agreement or not. The courts® have held the validity of 2
Browse Wrap agreement. It is primarily hased on whether the user of website
had actual or constructive notice of the terms and conditions prior to using
the website or the product.

Sbrink Wrap
Shrink Wrap contract’ rcfers to license agreements or other terms and

condifions of 2 contractual nature. Such terms or license agreements can only
be tead and accepted by the customer 2ftex opening the product. In this the

18

19
20

Lemly, M. (2006). Sofiware and inictner law, page 382, [ooline] Berkely Taw
hitp:/ fwwwelaw berkelpedu /56738 heel

Liwbbart 7 L3edl Corp [2005] (Appellate Coure of IlinoisFifth Disioce).

Raghvendm 5 Sheivastavn, {dnline contracts.,

10
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people agree to the terms by using the softwnic which they have already
purchased. When software is licensed, it is packed in such a way that a note is
attached at the top of the packaging which contains the terms and conditions
for the use of such software. Once the package is opeped by the user, the
user is deemed t have read such conditinns and will be bound by them.™

The term Shrink wrap describes the plastic wrapping which is used to cover
software boxes but that docs not mean that such contracts are limvited to
software industry only. The license is contained inside a plastic shrink wrapped
box contzining the software. The logic behind this is that by breaking the scal
ic pulling off the plastic wrap, the user agrees to the tenins of the license.
Vs, a Shrink Wrap license can be defined as an nnsigned agicement between
the purchaser of a mass market computer software program and the compurter
software company that developed the concemed software, Uhis license purports
to define the terms of the transaction as well as placing contractual conditions
oty the purchaser’s use of the software. The license is normally connected to
the software in such a manncr that the purchaser should notice and read the
license prior to using the software.” The terms of the contract mwust be
commmracated to the wser otherwise lawyers can easily argue that they ate nog
binding The opening of the shrink wrap confirms that the cmstomer has
accepted the terms of the license. The acceptance of the agreement is inferred
by opening the package or using the softwatc even without the license terms
being read.

Computer software companies rely a great deal upon the shrink weap license
agreement to guard their percetved intetests in the roass market discibution of
their softeare by retaining title to the copy of the software- the software is Licensed
and not sold to the purchaser. By domng so, the Computer Software Company
theoretically attempts to imposc conditions upon the licensee, the purchaser, that
arc not otherwise permissible under copynght law

The principle termas of shnink wrap license® are:

prohibition on making unauthorized copies of the software,
prohibition on rental of the software,

prohibition on reverse engineering and modifications of the software,
limiting the nsc of the sofrware to one central processing unit,
disclaiming warranties; and

hmiting Fability.

21 hap:/ flibdary fodlav cormn.
22 ihad,
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Shrink Wrap contracts usually read something like, “By ovetling the packaging on
this box you agree to the terms and conditons of the license™ The terms and
conditions of the license arc generally located inside the box. This way an indirect
E-Contract is formulated

"The shrink-wrap license agreement purperts to creare a binding legal agreement (so
it szys) between the software vendor and the user. The agreement is usually found

msicde the box containing the software, printed on the envelope containinyg the (-
ROM or disks, or stated in the user manual. Useal Scaternent appears at the
beginning, warning the user uot to open the software envelupe or use the software,
it be or she does not agree with the terms and conditions of the agreement. Use
of this type of agreement has becorne the legal licensing pmc'hgm of the software
mdustry for consumer mass-market software. The term “shrink-wrap” derives
from the fact that such agreements used to be included on the owside of the
software packaging, visible through the dear plastic shrink wrap with which the
package was scaled,

"These are adhesion contracts and hence share procedural and substantive aspects. 1i
particular, each of them sharcs the following three characteristics. Firstly, these
contracts are not entered into berween the parties as a result of tncaninginl
negotiation. Secondly, the agrecments are: impossible to change. Thirdly, the buyer’s
Ot user’s assent to the terms may be either absent or ambiguous. These are the three
distinguishing traits that form the legal basis for challenging the enforccability of
such agreements. Contracrs of adhesion differ significantly from the traditional
process of contract formation. In an adhesion contract, the partics do not negotiate
because the terms and conditions that are presented to adherents are non-negotiable.
The lack of mraningful bargaining between the partics leaves the adherent in the
position that the deal is either accepted or theee is uo deal.

Evidentiary Value of E-Contracts

Proper evidentiary value has been accrued o any recorded or stored evidence
which is ohtained with the help of electtonic devices. A tape recorder recording
voice, digital-voice recording by secorders, digital cameras, digital video cameras
and video conferencing are some of the most newly added resources having
evidentiary value. The status of video conferencing™, cellular phones® call records™

23 David Oallan, Hew Gk Wrap Cowtrmts bngfit over Shrink Wrap aomiracy, hp:/ Mhsperintlcom,

24 Srate of Mobarasheea v Praful B Ihesai AR, 2003 5C 20530 2003 (2 ALY (Cel) 118 (50,
where examination of witnesses in cminal cases thtough video conferencing wag approved,

25. Seare v, Nawjot Sandhu, ATR 2005 SC 3820, Call records relatiog to oelluke phones are
admizsable and relable
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necessary under this provision that the demand for a secured recort] can be made
only tll a specific time. Morcover, the assumption in such. cases is that the affixation
of eleetronic signature is clearly indicative of the intent to sign and approve the
electronic record. Moreover, it is stated that the provision must not be misconstroed
a5 ome which draws any presumption regarding the integrity or suthentcity of the
electronic record or clectronic signature in questor.

Section #5C7; With regard to the clectromic signacure cerificate, it shali be presumed
by the court that the details provided in the certificate are correct and true. Elere
again the words “shall presume’ is used to indicate that the court doesnt have any
disctetionary powct. .

-

Section $8™: Section 88 talks about the presumption as to telcgmi:nhic message,
whereas Section 83A™ 5. 88A reads as: Presumption as to electronic messages- The
Court may presume that an electronic messayr, forwarded by the ordginator through
an electronic mail server to the addressee to whom the message purports to be
addressed corresponds with the mossage 25 fed into his computer for transmission;
but the Court shall not make any presumption as to the person by whom such
MESSage Was sent.

Explanation- For the purposes of this section, the expressions “addressee™ and
“orpinator” talks abowt presumption in case of electronic messages. In light of
these provisions, it may be presumed by the court that an electronic message that is
forwarded to the addressee by the originator is analogous to the tnessage that his
systern has stored with an inrention to transmit with the help of clecitonic mail
server. However, the court shall not presume anything relating to the sender of the

29 Supra aote 27, Sec. B5C, Prosumption as 10 Hlecnmnic Sipnatane Cerificags.- The Conart shal
presurne, unless contrary s proved, thar the information listed in a BElectronic Signature
Cerificate is currect, except for information specified s subserber mformadon which has not
been verified, if the certificatrs was accepied by the subscriber. Ine by Act 21 o £2000, ser 2
and Sch 11 {w ¢ £ 17-10-2000).

3G Supra wewe 27, Sec. 85, The Court may presume that a message, forwarded from a tdegraph
office to the person o whemn such message purpotts (o boe addressed, corresponds with a
meszage delivered for ransmission at che office from which the message pamons fo he seot;
but the Courr shall nor make any presumption as to the person by whom such messape was
delivered for transnuission,

31 Supra note ZJ, Sec. 884, Presumption as to clectronic measages- The Court maay presuroe that

an electrroic messages, forwarded by the odgmaror theough an electtonic mail semver w0 the
addecssee to whom the message purpont: to be addressed cormesponds with the mewsage as fiod
intes hix comuter for transmission; but the Court shall nor make wny presumption as ro the
persan by whom such rocssage wasz senz.
Explanation- For the purposes of this soction, the cxpreszions “addressee” and *odginator™
shal]l have the same mepnings respoctively assipned oo them m clanses (b)) and (z3) of subseetion
(17 of section 2 uf the lnformation Technology Act, 2000. Tns by Act 21 o {2000, scc 92 and
Sch. 1T (we € 1712000 18




TSSN 22494421 UG{: Approved Jouroal No. 42016

message. This provision is in jtself very clear as # claims to emanate the fundamental
rules of a valid agreement inr the hard copy form. The phrase ‘may presume’ gives
the power 10 the court that in respect of presumption, discretionary powet can he
used by it. Sections B5A and 85B consist of the phrase ‘shall presume’ which, in
cxpress manner, doesn’t inciude the power of the cowrt which is diseretionary in
nafare.

Secton %0A*: Where an clectronic record is five years old and it is proven that jt is
in proper custody, then it may be presumed by the court that the e-signature was
affixed for the putpose of suthenticatng the validity of the apreement. Here, the e-
signature can be 2ffived by any authorized person. For this provision, when clectronie
records are in the custody of the person with whom they will nacurally be, they are
szid to he in proper custody, except when the dreumstances of a given case makes
its gencsis cortain,

Sectons 65A™ and 65B* extensively talk about evidence which is related to clecttonic
records and the admissibility of such records.

Sectien 03B states that within an c-record, any information that is ptinted on a
paper ot recorded, stored, copied on optical or magnetic media and produced by
a computer shall he taken as a document and as far as its evidentiary value is
concered, in any procecding, it shall be as admissible without any proof or
production of the orginal.

Forthermote, it iz piven that in case of any proceedings where evidence of n
electronic record has to be produced, a certifieate consisting of the essentials wiven
by Secdon 65B of the Evidence Act, 20d which is signed by petson holding 2
tespectable official position relating to the functioning of the given device or the
management of particular activides will be considered sufficient evidence as far as
the matters given in the certificate arc concerned.

32 Presumpdon as i clectonic records five years old - Where any clectronic rocord, purpondng o

proved to be five years old, is prodoced from any custody which the ¢onrt in the particalar
case comiders pi:n[;cl:.'thac {Lourt may presume that the dectrontc signature which putpotts o
be the clecrronic sigramte of aoy particular parson was s affited by him ot any person
aurhotized by him o this behalf,
Explanadon: Flecteonic tecords are said o be i proper cusoody if they are in the place in
which, and wndet the care of the persen with whom, they saturally bes bt oo costody is
impreper iE it is proved e have had o legitimate orgin, or the ciecumsmaces of the particalar
casc arc such a5 to render such an ongin probable. This Explanadon applies also to sccton
B1A. Ins by Act 21 of 2000, sec 92 and Sch 11 (o e £ 17-10-20000,

33 Supra note 27, See. 654, Spedal provisions as to evidance rebitag to dectoomic seoond. The
cuntents of dectonnic reoonds may be proved maccordance with the provisions of section
658 Tnz by Act 21 of 2000, sec 92 and Sch. T fw e £ 17-10-20003.

34 Indian Evidence Act, Neo 1, Acts of Parliamene, 1872, Sec. 65B.

15



IS5 2249-ﬂgl THGC Apprewed Journal Mo, 42016

The Supreme Court in the caze of State v Navjot Sandbn ®while anmalysing the
provisions of recenily added secton 65B, held that in a particular case, it may be
that the certificate copsisting of the details under sub-section 4 of section 65B
tright not be filed, but that doesn™ imply that secondaty evidence cannot be given.
It was held by the Court that it is allowed by the law that such evidence can be
produced in the circumstances mentioned undet sectons 63 and 65 of the Todian
Evidence Act. According to Section 63, secondary evidence means and includes,
including other things, copies made from the original by processes mechanical in
nature, which by itself ensures the awthenticity of the copy.

Section 65 allows secondary evidence of the contents of a documcnt to be
produced i the onginal cannet be casily moved. Therefofe, printeins obtained
from computers by a process which is mechanical in natore and which 2 reputable
official of the service providing company has attested, may be presented as evidence
with the aid of a2 witness who is familiar with the certifying officer’s signarures and
can thus, recognise them or if he, based on personal knowledge, can speak sbout
facts. In spite of followning the essentials of section 65-B, which is a section relating
to the admissibility of clectronic records, there is no restriction to produce secondary
gvidence under sections 63 and 65 of the lndfan Evidence Act

The value of an exvidence of an clectronic record solely relies upon its quality. The
Indian lividence Act discusses the evidentiary value of the electtonic records in
detail. According to Section 3 of the Evidence Act, evidence means and nchudes all
documents which include documentary evidence meaning the elecronic rocotds
which are produced for the mspection of the court, Consequently, the provision
throws light on the fact that documentary evidence can also be in electronic record
form and is ar an equal pedestal to the documents of the conventional form,

According to the IT (Armeadment) Act 2008, Section 79A of the 1T Act gives the
power to the Central Government to appoint any department, body or agency to
examine electronic form evidence and ghve expert opindon on it before any coure
ot authority. As far as this section is concerned, ‘electronic form evidence’ mcans
any informaton or probative valne which is cither stored o trapsmitted in electronic
form including computer evidence, digital audio, dipital video, cell phones and
digftal fax machines.

While concluding, we can say that ¢-contracts are similar 1o paper or hard copy
contracts when we talk in texms of its evidentiary value. All the c-contracts arc
valid contracts as legitimised by the IT Act as well as by the amendment of 2008
and, hence, in case of any violaden of cerms and conditons, 2 person can be made
liahle.

35 AIR 2005 S0 38
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Jurisdictional Issues

The effidency of 2 legal system relics on the core of regnlations- regulations that
exemplify every facet of the functioning of a system and chicfly its jurdsdiction. A
court should have jurisdiction, location and suitable processes must be served in
order to adjudicate upon a case and give an cffectual judgment. Jurisdiction is a
legal word enumerating which law is in operation at some specified period of time
and decision of which court decision will be binding, Jurisdiction is primarily the
aunthorised power with the help of which cogpizance is taken by courts and matters
are adjudicated npon® 1t s the legitimate power of the court to hear 2 case and
resolve a dispute berween persons, property and subject matter.” Any decision of
the court which is devoid of jurisdicdon can be called ineffectual and fruitless. The
term jutisdiction has been imported completely, and touches upon every form of
judicial act. This jurisdiction is mainly of two ypes: subject macter jurisdiction and
personal jutisdiction, and both of these should be fulfilled together and only then &
judgment will be held valid. Subject macter jurisdiction includes the ability of a
given court o hear the kind of case that is there hefore it. Personal jurisdiction
inclndes the ability of the court to deliver a judgment against a party to an action or
a proceeding ¥ 1t is because of the jurisdiction that the coutt cxercises, which grants
it the enforcement power and if such power is not there, the dedision of the court
doesn’t hold any significance. Furthermore, only principles of jurisdiction accepted
generally would warrant that foreign courts also implement other judicial bodies®
orders.™ QOne of the biggest legal difficulties posted by electronic commerce taday
is 2 result of one of its biggest benefits of the internet, which is that it traverses
national and jurisdictional boundaties [his in turn instandly raises challenges relating
to the domain of Private International Law or the Conflict of laws. Particularly,
two instant challenges we have 1o deal with in this context are: {2) which law will
govern any contract; (b} would the Indian couris exercise jurisdiction to take up an
action on the basis of such a contract. In case of the world that exists cutside the
realm of the online werld, cases are solved using the conventional process which is
licigation in the courts, essentially constructed on the hasis of territory, ie. every
nation consists of its own laws and courts that solve disputes within their jurisdiction,
essentially based on the implementation of local laws. Till the partics to an oaline
dispute are part of the same jurisdiction, the problem is none since the dispuie here
will be solved like it in the casc of offline contracts. lor instance, ABC enterprises

M 8K VEEMA & FAMAN MITTAL, LEGAL DIMENSIONS OF CYBERSPACT {Tndian Law
Institaee), Chapeer 10, Reslatian in Cyber Space ; Datermining jurisdictional and appiicable fove

37 Valkul Sharms, Infbrasaioe Techuobgy Taw and Praciee Cyber Taw & F - Commerce, Universal Law
publishing {o. Pyt. Tad, Mew Dolhi, 20035

38 ihid,

32 NANDAN KAMATIL, LAW REELATING TO COMPUTHRS INTEENET AND k-
COMMURCE (A GUIDE Ty CYBER LAWS & THE INFORMAITON THECHMNOLOGY
ACT).
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which is based in Delhi and having its costomers in Delhi, manufacrores certain
kinds of goods and through their web site, sells them. 1f there is any dispute
between ABC enterprises and their its customer, it will be resolved with the laws
applicable in Delhi. Bug the issuc ariscs in cases where their its customers belong to
sepatate countries and transacton takes places between them on their web site. This
dispute resolution mechanism, tertitory based, is plagued by a number of issues
when its application is made on the disputes that arise on the Internet. The internet
is, by its very definition, internatonal in nature whose access can be gained from
almost any part of this planet and therefore it can be called as multi-jurisdictional
Digitised data om the internet can mowe from one couptry to ancther and in
difterent jutisdictons so that it can trawel to its destination. For instance, an issue
might fake place among two parties of different coumtries Whe confracted with
each other on the internet. The question that arises is the courts of which country
can exercise junsdicton to solve this issue? Which country’s laws must be considered
to resobee the issue? What laws must ke taken into account to tesolve a panicular
dispute? These questions which ate baffling arc at present being encountered by
oourts all over the world due o internet’s transnational nature by which people can
transcend borders readily and rapidly. While most laws have territorial nexus, the
internet Aouts the idea of remitonality.¥

Position in the US

As far as the positon in US is concerned, there is uniformity in the two state acts
which have been brought about by the National Conference of Commissioners on
Uniform State Laws (NCCUSLY in order to establish jegal certainty to transactions
made cicetronically. These are: the Uniform Computet Ioformation  Transaction
Act (UCITA) and the Unitorm Blecttonic “fransacton Ace (UIETAY The UCITA
deals with contracts or transactions in ‘computer information”* A contract which
involves computer information, like a software license, may be made clecironically
of may be completed in persom or by any other means. Thus, the UCITA is

4t Sapwa ootc 36,

41  Inwodecton oo the Oomoizmtion, The Nadonal Confetence of Commissioners on [Foifoemn
State §aws, hip:/ /e nccusl org/pdate/Iesktop Default, aspx? tabindex = 0) & tabid =
L

42 (emment 2 to THITA Sec 03 The scope of this Aot tems initially on the dehoition of
compurer information transaction. Sec. 102{11). Computer information transactions arc
agreements that deal with the creation, modification, asccess to, leenre, or distibution of
comprater informaton, Sec. 102() (11). Computer information is infomiaton m a foren dirccliy
capable of being processed by, o1 cbraincd from 2 eompurer and any eopy, assoctared
documentation, or packagiop Scc. I02(z) (100, As stated in subsections (b)) and (o), if a
trnsaction is a computer information ransacton bur also invaolres other subjocr matter, this
At orclinarily applics only to the aspects of the transaction that lowvolve computer information.
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concerncd with informatien technology, and 15 not endrely concerned with e-
contracting, On the other side, the UETA has a relatively extensive application,
emphasising on every kind of e-transaction. The above acts, uniform in nature are
not hinding in a parficolar State dll it is the adopted by the State through its
respective legislative process. 1lowever, these Acts formed by NCCUSL have been
adepted by all or many States and arc cssennially highlight the present and futore
trend. For instance, [JETA has boen adopted by 48 States® On the other hand,
UCITA has been adopted by osly two States- Maryland and Virginia, where
seftware and internet related businesses are located ™

The US Congress has also passed the Flectronic Signatures in Global and National
Commerce (‘1-5ign7) Act n 2000, The Acr acknowledges the validity of contracts
furned in an clectronic form with the inclusion of electronic signatures in them. The
undetiying purposc of this Act was to give e-contracts validity which is at par with
the conventional paper based offline contracts.

Conclusion and Suggestions

In this paper, the researcher has madc an attempt to study the meaning and
definition of e-contract and to understand the essentials of e-contract vis d-vit the
essentials of an offline contract giveo under the Indian Contracts Act, 1872, The
researcher thus rezched a conclusion that just like an offline contract, oaline contract
of c-contracts are also legally valid as they fulfil ali the essentals of a contract. Their
lepal validity is given under Information Technology Act which is made in consonance
with the Model Law on E-Commerce adopted by UNCITRAL. Moreover, the
rescarcher has discussed the vations forms of ¢-contracts and thetr validity in detail.
Further, the researcher has delved into the evidentiary value of e-contracts which is
somewhat similar to that of traditional contracts, as cnumcrated upder the Indian
Evidence Act, 1872, In consonance with the above discasson, it 158 more ot less
clear that e-contracts, in varied forms are valid and epforceable. This assertion is
rightly supported the decisions by the courts and the actions of the legislature. The
click-wrap, - shiink-weap and web-wrap agreements and their enforceability is 2
domain which is imﬂ'ﬂﬂing rowards growth and development. ‘The rescarcher also
looked into the jurisdictional issue that often creeps in the domain of e-contracts.
The rescatcher has discussed iaws, tules and regmiations, as well as necessary

43 Lepishtive Fact Sheet on ULITA, The Nadonal Confereoce of Commissioners on Unifonm
State Faws, httpe/ ferorwnecus] onyTipdatefuniformact | facesheers fimiformacts. f3.uctaasp.

44 Sylvia Mercado Kicrkeganed, I3 Comircr Uorntasion (7§ amdHl IPerepactioes, 3 Shidler ). [ Com. &
Tech 12 (lieb 14, 2007), ar heepy/ forwrwr Ietjoumal washingron.cdu/ Vol 3 /201 2Kicrkegaard
Fuml,
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amendments brought about in India to govern e-contracts in contrasi to the
position in US. The basis of the legislations relating to e-commerce in US is that
they validate e-coniracts thus, creating legal certainty. And cerminly, their laws are
broader in scope

Howevet, in India, one suggestion with respeet 1o the validity of -contracts can be
that although, the concept of offer and acecprance made electromically to form a
contract has been acknowledged by the courts, the provisions of the Contract act
must deal this more extensively and for that, an amendment to the act is necessary.
A law roust edapt itself to the dynamic nature of the socitty and this is alse
applicable o contractiral laws. And therefore, it is the necd of the hour to frame a
definite and specific law governing e-contracts and their regilations in India.
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REGULATING CRYPTOCURRENCY IN INDIA BIT
BY BIT

Anjali Agrawal”
ABSTRACT

The carrency that e use today i referred 1o as Bat girreney”. The Latin mord Fat’ Sterully
aeans Yot it be dowe’ Thus, the termy Foaf curvemcy’ meant a carrency whose pafuc Iy deereed by
@ goscrument, and the government promises fo pay the holder of tuch cwrvendts an equivalnt
amount in pold, i weeded. Thus, such a curvency iv calied “cenirafived’ becawse i i pewerally
irsaed by @ comtral body.

A orypiacwrrency, oF the otber hand, ir a medinm of exchange that wses oryplography io
manage the ceation of mem wpmiy ar well ar recare the tranractions. The oryptocurrency
meimork dipmnishes the peed of o trasted third-party mch ar governmental agency, bank, k.
The irypiocierrensy System i o peer-do-peer, chient based, completely dirtribnted currency that
doet mo! depend on centralived isoming bodies {a sovercign') to aperate. The palue i1 croated by
users, and the opergdion iv dvivibuied using an open source et that ran be ingtalied on axy
compputer or mobile devtce, Naumerows orypocurremdes are currently acive juch ar Bitcoin {the
miost widely known onc), Lithorewms, [iteCoin, Bapple and others. Today, the fundamental
systers on which most cryplocurrendes are based war creaied by an amomymons developer gotng
by the preadvmym of Satothd Nakamoto, the alleged oreator of e Bitovin,

Ulnicke fiat currencies, nbose valie it devived through regulation or lur and wndermritten by
the riale, cryprocarvoncicr devive their pafue through e prindples of tnpply and dewvand —
they have wo intrinsic palve and wo backing, and their value deponds entirely on what people are
willing fo thuds Jor Hem. A crypiocarrency thas mirrors the coonomiic marke! where the
invisible hand of the market detersrines and regulates ity vakue. One coudd thur go on fo argue
that a STyhocHrroncy iF o contingemt carvency which can operate a5 a medism of exchanpe only
if ffat curremcicy exird

*  3nd Year, BE.A LIB (L)L Uninroity School of Live and Legal Studies, Gurn Crobind Shugh
Indraprastha Utiversigy, Dhwanks, New Delbi
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The paper il attempt lo anpver the fundamentad question raited abowt cryptocurrency — iv 2
kgally ralid? In kght of the prevalenco of coonemic systemes whers the staie bas am abrolute
monopoly over curremcy, many have decrecd cryppcurvency lepal This paper will ecomine the
different plobal perspeciives o the ixtue and subsequently disouss ihe possibilities for India to deal
with ihe lepality of cryptocurrency. In addition, isswes related fo crypiocurremy swch ar tax
amplications, dealing nith intellectual property, privacy, and data protection will be analysed in the
Daper. Given the cleciromic and networked nature of the ntanner in which erypiocurrencies aperate,
cerfaiin rsks, in addition to risks borme by fial tervences, are inkerent fo the fystem against which
the network mwst be protecded. These wclude, but are not Emited fo, cyber-attacks, hacking,
mioacy Lindering, drap frafficking and terrovist fimancang. Agand aff odds, oryptocurrency bas
wranaged o spread and becons the medium of exchange for numereus prople. Thersfore, regulaiing
i of paramomnt ingortane.

Introducton

The currency that we use today 13 referred to as “far currencies”. Thus, the verm “fiat
cutrency’ means a curency whose value is decreed by a government, and the
govemment promises (o pay the holder of such currencies an equivalent amount In
gold, if needed. Thus, such a currency is called “centralised” because i is generzlly
izsucd by a central body™

A cryptocurrency is a medium of exchange that uscs ayptography te manage
the creation of new units as well as secure the iransactions.™ The cryprocurrency
network diminishes the need of a trusted third-party such as governmental agency,
bank, ete. The eryptocurrency systemn is a peer-to-peer, client based, completely
distributed cuntency that does not depend on centralised issoing bodies (a ‘sovereign™
to opetate. The value is created by vsers, and the operation is distributed using an
open source client thar can be installed on any computer or mobile device. Satoshi
Makamoto created the fundamental system on which majority of the cryptocumenaics
are based on.”

Satoshi Makamoto published a paper online describing the Bitcoin for the first
time. I[n his opinion, the major prohlem with conventional currency today is that,

4% Abba T Lerner, Mewey ar 2 Creadore of State, 37 {2), AER, 312 (1947),

46 Andy Greenberg, s Carrency, FORBRES (Now, 05, 2017, TEO0 PM), heeps:/ S
worw. Eorbes,com fforbaes /2071 /0504/ technology-prilocybin-bitcoins-gavin-andresen -coppto-
carrencyheml

47 Jerry Brito and Andrea Castilko (2013, Bétein: A Primmer for Polipmncber, MERUATUS (ENTER,
Coorpe Mason Unbversine It is not s whether Saposhl Nakamoto is the real nazme of the
persnn Or nnok
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trust is required to make the system work. But, locking at the history of fiat
currency, it is full of breaches of such trust. Satoshi further states that banks use the
ourrency entrusted to them to lend it out in “waves of credit bubbles’, with hardly
anyihing left in reserve®

And unlike fiat currencies, whose vahie js derived through regdation or law and
underwritten by the state, Bitcoin derive their value drongh the simple principles
of supply and demand — they have no mirinsic value and no backing, and their
value depends entirely on what people are willing to trade for them.
Bitcoin was developed in 2008 2s a coneept by an anonymous developer going by
the pseudonym of Satoshi Nakamoto, who posted a paper detailing the currency
o 3 cryptography mailing list ™ The paper details a decentralised systern with no
issuing authority that would serve as both a means of exchange but also as an
anonymous and fully open log of all transactions (known as the bluckchainy.
People ranning a client that would ‘mine’ value by verifying transactions would
create the value, which encourages vsers to sllocste processor tme o confirm,
trades. When the alporithm was created by Nakamoto, a Goite limit of 21 million
on the tumber of Bitcoin that would ever exist was set. Currently, over 12 million
are in deculadon.™

It is clear from Nakamoto's paper that this aurrency, unlike all the others, was
based on math/cyptography and not trst. Biteoin is simply allocating value arbitrarily
0 a program that petforms the mathematical equations necessary to support the
creation of a bitcoin. It is a self referental and drcular cutrency, and its only vahe
is that which penple givc it, just like fiat money, but wirth faith placed n computer
PIOZTamuning, not sovereign states.
Whar is blockchain technology?

The blockehain is 2 deeentralised public ledger, or hst, of all transactions of a
particular eryptocurrency, and is the technology uaderlying most cryptocurrencies.
It kceps a record of all transactions that take place across the ‘peer — to — peer’

48 8. Nakamoto, Bitmin: 4 peer-topeer slectvontic 2ath gyssens, BUVCOIN (Now 05, 2017, 11:00 BN,
hutps:/ bitcoin.org/ bitcoinpd €

29 Jiud,

0 Bcepjamio Wallace, The Fire and Faif of Briceim, (Nov. 05, 2017, 11:00 PM), htp: /S
wwwwired . com 2011711 /mi_Bitcon /.

51  Samantha Sharf, J18: Ore Pogpative Un bt Bisin Wil Br Wordh In 2014, FORRES, (Mow
05, 2017, 11200 PM}heps:/ forerscforbes.comsites Ssamanthasherd/ 201 4/01 /157 10-0n0c-
perspoctive-on-wha-bircoin swdll-be-wortb-in- 2014 /3% Tad {62944 ba 7.
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network. Users contribute to the network by providing computstional power to
azsist with the vedfication of transactions in real-fme (known as ‘mining’) 25 shown
in figure I.

The blockchain technology allowrs the users to transfer assets across the internet
without the need for 2 central third-party. All personal information 1s encrypted;
thus, no informanon is shared. However, a transactdon record is created which is

known as the ledger. For this reason, transactions are considered pseudonymons,
NOT anONYIMOus,

Ways to nbtain the Bivcoin

There are three primary ways to obtain Bitcoin: first, mining new ones. Second,
buying oo exchange and third, accepting them for goods and services.

Mirdmg' 1 discovering new Bitcoin. In reality, it's simply the verification of Bitcoin
transactions. [u order to make sure a Bitcoin is gemuine, miners verfy the transaction
There are many transactions that individuals are trying to verify and not just one.
These transactions are gathered into boxes with a virtnal padlock on them which
make up the ‘block chains”. *Miners” run software to find the key to open that
padlock. {Once the computer finds it, the box pops open and the transactions are
verified. [lence, it can be said that while Bitcoin are ‘mined’ by individunals, they are
‘issued’ by the software.

Figure 1: The Blockchain Technology™

Broadcast

to P2P Mining Block
Reqnest nehwork Walidaliom added to -
of algorithms blockchain oo
coapnters
‘modes’

Tracking the transaction

Today, real currency is being used to purchase and sell Bitcoin ar the cutrent
cxchange value. Ounce the purchase has been made the value of the particular
amount of Bitcoin i3 transferred from one wallet to another, Since every waller has
its own umique 33 characters and all Bitcoin wallets are synchronized, thus, a false
entry by any single person being made is almost impossible. Although pseudonyms

52 PWU, Making semee of Bitwin, orppooversenck and blackeharm, W, (Mo 05, 2017, 11400 PM),
brips:f fwww pwecom/us fenf Aoancial-seevices S lintech/hitcoin hlockchain -
cryptocurrency himl
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are used for trading purposes, the history of evety transaction in the form of
coptinuously updated block-chain information iz stored in the wallets.

Interaction of cryptocurrency with fat currency

L

Closed virtual corency scheme

This scheme has minimal link to the actaal economny. [n this scheme, the user
performs speafied online tasks by paying a subscription fee to earn virtual
cutrency. This currency can only be used to buy virtual goods and services
within such commumity.”

Virtual curvency schemes with unidirectional flose

In this scheme, real currency is used direcdy to purchase the virtual currency at

a specified rate. Real goods and services may be bought in such a scheme
using the virhml curreney™

Virtwal currency schemes with bidirectional flow

In this scheme, fiat or real money is used to purchasc cryptocurrency, which in
turmn is vsed to buy and sell virtoal as well as real poods and services. In this
scheme, the cryptocurrency can also he turned back into real money. Morcover,

in this method, the cryptocurrency can be bought and sold in the cxchanpe
marker. Bitcoin and most other cntrencies follow this scheme. 5

Supply and demand creation for crypiocurrency

The price of any aryptocurtency is based on the basic principle of economics
~ more the demnand higher the price. Thus, two variables on which. the price
of the eryptocurrency is dependent on are demand and supply. In 2010 when
the aypiocurtency — Bitcoin was traded for the first tme, the exchange value
was between $0.008 and $0.08.% Today, the pricc of the same is nearly
$7454.%. This clearly shows the increase in demand for aryprocurrency. Today,
there afe inote, than 1200 cryptocurrencies which are listed in the cryptocurrency

5%

a4
55
S

57

Europesa Central Bank, 1 Fsal Cerroney Schemes, EUROPFAN CENTRAL BANK, (Now: 05,
2017, 1120 PMy, bups:/ fewwech coropa.cu/pub/pdffother frrtuslourrencyschemes
2012 10cn.pdf.
Ibd.
Ibsd.
obpay, A Lok ar 2he major anliiones tinee the oreation of Beveodn, ZEDPAY, (o 05, 2007, 11:00
DAL, herps:/ farorm zebpay.combitcom-history,
Ryan Brovwmc, Bitroin jamipr F100 5t sne day and mary fo & mew record Siah, CNDC, (Nere. 05, 2017,
13:03 PM), heps://eroeobecomf2017 /11 /03 /bitcoin-price-hits-yet-another recond.
high homl.
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exchange market®® The sheer amount of trading that is happening with the
cryptocurtencics makes it an imperative of individual coumtries at 2 domestic
level as well as an international level to come up with a regdation to protect
investor and/or consumers (depending on how cryptocurrency is being treated)
all around the world.

Global Perspectve

Following arc the initiatives that have been taken by different countries trom. all
over the world for reguladng cryptocurrencies. This st is illustrative and not
cxhanstive.

L

"

anad . -

{lanada is the first country to implement a national law for Biteoin use.
Businesses dealing in digital cutrency are now subject to the Proweedr of Crime
{Mowey Laundering) and Terrorist Uinandrg et of 2000 (PCMLTE). Under the
PCMTE, ‘dealing in virtual currencics'™ has been subjected to the same reporting
requirements as other money-services businesses.

Dealers in digital cutrency in Canada need to register as “Money Services
Businesses” (M5Bs). Anyone that deals with customers will need to register as
an MSB with the linancial Transactions and Repotts Analysis Centre of
Canada (FTNTRAC). The process involves contacting FINTRAC to provide
ininial information and gzining access to the MSH registration mite; this requires
answering numercus questons regarding the business owners, scoior officers,
Lanking relationships and projected revennes. While undertaking the ptocess is
not costly, it can take time, cspedially if the regulator requires clarification.

There arc certain filings that need to be made to FINTRAL, which
include®®: Digital Currency MSBs arc toyuired to report every suspicions financial
trapsaction snd attempted suspicious financial {ransaction to FINTRAL,
Crucially, there is no monctary threshold rhat triggers the requirement to
reputt 2 suspicious transaction, A Thgital Currency MSBE must file 2 “tetronist
property report” with FINTRAC when it has property in its possession of

53

59

o

€ rypiocarrency Market Capitalraiions, (AN MARKET, (Now 05, 2017, 1100 PM), hepsf/
coinmarketcap corn/all fvicars fall /.

"Y'he phrasc “dedling in sirsa areage’ was not defined and it is not kocwn whar the defined
et will encompass in teoms of tansactions bur the goverament bas chrificd that it will apply
only o digital curcency exchanges,

Cheistine Duhaime,Carads fmpimtnt sveldd firve nartemal dgjtal cereency bney regrlaies woat faaniie!
ferhmalery  framraciioas, DUHAIME AW, {Now 05, 2017, 11:00 PM), h(tp‘.j‘rjf
warwduhaimelaw com /2014 06,/ 22 f canada-isplements -worlds . first -naticmal-bitcoin law/,
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contre] that it knows is owned or controlled by or on behalf of a terrorist or
terrorist group; and when it has property in jts possession or control that it
bas rcason to believe is owned or controlled by or on behalf of a listed
person. [digital Currency MSBs are subject to onerous record-keeping
obligations under the PCMLTEA, Digital Currency MSBs are required to
report to FINTRAC when they receive an amount of $10000 or more in
cash during a single transaction, unless the funds arc recetved by a public body
of a fAnancial entiey When a Dhpual Currency MSEH sends or recefves an
international money transfer of $100,000 or more, it must determne if i
involves a politically cxposed person (PEP) inside or outside of Canada.
Further, if it determines that the funds involve a PEP, it must confirm the
source of funds. Digital Currency MSBs are required to implement 2 compliance
program to mcet reporting, record keeping and client identification obligations
under the PCMLTFA. Thgital Currency M5Bs mnst undertake a 1isk assessment
to evaluate and identify, in the course of its activides, the risk of the commission
of monpey Jaundering offences and terrorist activity financing offenses.

Fallures to comply with certzin obligations envisaged in the POMUTFA are
criminal offences and can make directors, officers, employees and the Digital
Currency MSE liable to be on the receiving end of fines and even imprisonment
terms. Digital Carrency M5Bs should obtain compliance advice with respect
to their exposure and should understand the connection in Canada between
the compliance regime and 2 due diligence defence,

In Newember 2013, Canada’s Revenue Agency ((CRA) confirtned rules that
required users of Bitcoin to pay tax on transactons in the digital corrency,
based on two separate tax rules that are appiicable to barter transactions and
objects/products that are bought and sold for speculative purposes. It was
clarified that the matter will be dealt with on a case by case basis. Barter
transactions are allowed under Canadian kaw, but the CRA staces chat the value
of goods or services obtained by bartering digital currencies st be inchided
into the tagpayer’s income if they arc business related transactions®

Unite'.d States of America

The US Congress” Bifl 'HR 5777 proposed a five-year moratoriom. on
regulation of digital currency within the US. The Bill is titled “The Crypto-
curency Protocol Protection and Moratorium Act’ and would hold off any
‘starutory restrictions or regulations’ for a pericd of five years after 15th June
2015.% Additonally, the draft law proposes that ‘virtual enrrencies” he classified

Gl

G2

Is Bitcoin LagaffCOINDTSE, (Mov 05, 2017, 11:00 PM), htep:/ /awacoindesk com,/
information/is bitcotn-Jegal /.
Sen Higging, (I Congrescoan fo Swbneir Bigeoin Tae Bill COINDESE, Now 05, 2017, 1100
PM}, b fwersccoindesk.comy us-congressman -submit-Biteoin -tax-bill f,
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3.

In March 2014, the New York State Departmenr of Finaneal Services had
officially invited Bitcoin exchanges to apply to them, and published draft
regulations for virtual enrrency businesses. According to those, the businesses
would have to provide receipes of transactions, undertake disclosures of
risks, implement consumer coraplaint mechanisms, maintain a cyber-security
program, hire a compliance officer, and vetify details abont their customers
to effectively follow the anti-money- laundering rules, as per Fin(EN

Another US bill, AB 129, was meant to repeal the law that rendets any use of
alternative currencies illegal. 1t was signed into 2 law in June 2014 and came
intor effect from 2015, Besides Bitcoin, the alternative currencics that now fall
within the purview of the bill include gift cards, reward points, and virtual
wkens.™

Auvstralia

In Augrst 2014, a draft ruling of Goods and Services Taz {G5T), a guidance
paper, and four tax determinations on the treatment of Bitcoin and other
virhual currencies were issued.” Trom 1 July 2017, any sale or purchasc of
cryptocurrency is noe longer subject to GST because of the changes in the
(35T law. Thus, the guidance paper that was issued is under review at present.™

China
In December 2013, China’s central bank (People’s Bank of China), along with

four ministries 2nd commissions, issued a Notice on, Precautions against Risks
of Bitcomn.” The notice stated that the nature of Bitcoin is of a ‘virtual

469

n
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John WeruMuaing, 4B 128 — Caffrade Laody Aproser the U of Bricain, CRYPTOCOING
NEWS, (Nov 05, 2017, 1100 B, beps:/ /wwworyptocotosnews.com fab-129- california-
Yegally-approves-use-hitcoinf .
Securides & Huchsage Commission w Trendon 'L Shavers and Bitoodin Saviogs and Lrust, U3
DISTRIGT. COURT, (Now. 05, 2017, 1t:00 PM), hetps:/ /800904 us archive org/ 35 /itcms,/
govuscourts tred, 146063 / gorusconres. tred. 14606 3.23.0 pdf,
Tex ireatrmans of erypip-savmencies is Aseiraia — jpecificatiy Bitooia, AUSTRALIAN GUVERNMENT,
(Mow, 05, 2007, 1100 PM}, bips:/ /wwwato.govan/(General fien/ Tax-treatment of-crypio
currencies-in- Australis-—specifically-bitcoan /.
Thid.
N2 Ot veiw [Modice oo Precautions Apminst the Risks of Bitcoin] (iszued by the
Pecple’s Bank of China, the Minisery of Industry and Tnformation Technology, China Banking
Regulatory Commissicn, { hins Seourities Regnlanory {oomnession, and Chiva Tosurance Regulatory
Commisson, Pec. 3, 2003} Yin Fa, 2013, No. 289, hp:/fwwepbe gov.on fpublish/
goutongiaolin/ 524,/ 2013 /201 312051 53 1565832222251 f 201312051 53156832222 251 heml
{Ching}. Ao wnoifidal English summary of the Notice is available at BIC CHINA, hope/f
vip.bicchina, com/pape/bocaotice?01 3.
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commodity’ and not a currency. Thercfore, Bitcoin should not be traded as a
currency in the market.™ Furthermore, the notice alse prohibited the Tinancial
Institutions in China from trading in Bitcotn. The notice went on to mention
that overseeing of intemet sites that dealt in services relating to the Bitcoins
was to be made more stringent. The notice inchuded a general warning regarding
money laundering through the use of Bitcoin.™

United Eingdom

The United Kingdom has outlined the way tax will be imposed on Bitcoins™.
1t has becn indicated by the UK customs and tax depargment (HMRC) that
Bitcoins will be considered ‘single purpose vouchers”. ‘This clagsification will
render a levy of VAT extending up to [0-20% on the sale of Bitcoins. This
development has been at the end of heavy criticism by those involved in the
sale of Bitcoins, alleging that this would lead to 2 slowdown of massive
propottons in the tade of Bitcoins for those in the UK.

European Union

Insofar as the status of Bitcoin as a currency is concemned, no legislation has
been, passed by the European Union yct.

The Furopean Central Bank published detsiled report on virtual cutrency,
which also discussed the Bitcoin system and briefly analysed its Jegal status
within the T{U7" However, in the conclusion of the rport, the Bitcoin was
kept outside the purvicw of ditective 2007/64/FC since the directive does
not deal with electronic money and the financial institations are not allowed to
deal in it either.™ Yo Dccember 2013, Furopean Banking Authority (ILBA),
LU%s regulatory and advisory agency in matters of banking instimtions, &-
money tegulation ete. issued a waming about the dangers of using virtual
currency, and stated that the consumecrs might still be taxed when using virtual
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Rewenar and € ucoms Brief 9 {2014} Biavin and other crypeoewrremites, GO, (Mow D5, 2007,
1100 PB), kttps:/ femragoneuk/goveamsentf poblicaions tevense-and-customs-bact-9-2014-
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Eurepear Parliament aad of the Conndl Nov 13, 2007, Pawmen? Savaer in the Intersal Marke?,
Amending Directives ¥7/7/FC, 2002/65/TC, 2005/60/EC and 2006/48/1 and Repealing
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cutrency as Bitcoin is pot regulated in the European Union and is not the
subject of any specific legislation,™

7.  Germanoy

BeVin (Bandesansialt for Vinanydienstlotstangrauftichh, the German Federal Finandal
Supervisory Authority issued a communication on Bitcoin on Decernber 19,
2013.2 In (rermany Bitcoin have been classified as a financial instrument but
not any form of currency.® The Federal Miotstry of Finance discussed briefly
the tax treatment of Bitcoin in some statement. The ministry, among other
things, discnssed the possibilicy of levying valne-added tax Bability for Bircoin
transfers, lack of long teron capital gains fiability for Bitcoin that are held for
mote than a year®

Position in India
At present, there is 0o law regulating cryprocutrency in India. Although, RBE has
izsued a press release cautioning users, holders and traders of virtual currendes,

mchxding Bitcoin, about the potentizl financial, operadonal, legal, security related
risks that they are exposing themselves 1o

If cryptocurrency is treated as a currency then the Central Government will be
allowed to Iegislate according o Entry 36 and 46 of List 1 of the Seventh
Schedule of the Constination.

The possible laws that could govern cryptocurrency are:
1. The Constdtuton of India, 1950

2. The Foreign Exchange Management Act, 1999

79 Jons Minzer, Bitoir: AsfiichificheBenerizng and BictkenfirMNotger (Biteoin: Sapermory Hroluation and
Rirgs for Urers), BAFIN, (Mow 05, 2017, 10100 PM), hap:/ fewwbafn.defSharedldocs/
Veroefentichungen /T /Bachareikel/ 2014/ bj_14H _Bitcois htol

Bl Krcdirwesengesers (BANKING ACT), Bundesgesczblate [ ar 2776, (Now 05, 2017, 11:00
PM;, htepe/ ferwegesetre im-internet.de/kredwy/ indexhiml ((Gech.

81 D'rane Mesder, Davirchiond erbemstBitcainals privarer Geld aa (Germamy Pragries Bitvein o Privete
Moazy), TRANKFURTER, ALLGEMEINE ZEITUNG , (Now 05, 2007, 11:00 PR, hepe /S
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82 Chares Arthur Béiwsz sor wmit of soowsl; i Germrapy, THE GUARDIAN, (Nov. 005, 27,
LL0) Ph), htms:ffmth:gu:njinn,cmnhechnnlugﬁZUIifau.gf‘l?,.-’him;in-mit of account-
germany

83 Press Belease 2006-17/2054, KBS Canifons wsers of virtuat Crresces, REIL, (Mow. 05, 2017,
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Cryptocwrrency and Contracts

The cssentials of a contract arc; competency of parties, liwfi consideration and
object and free conscat. At best, the cryptocurrencies can be considered as lawful
consideration or lawful object. According to Section 23 of the Indfan Contract
Act, certain considerations are unlawful in namre and cryptecurrencies do not fal]
under it. Since, cryptocurrencies cannot be considered as currency as seen ahove
they can only be considercd as goods, hence, they can be regarded as consideration
under the Indian Contract Act and not as congderation under the Sale of Goods
Act.

Cryptocurrency and Intellectual property

The advent of technology coupled with the advancements in digital spece, the
concept of intellectual rights has now bocome dynamnic. Big businesses are out
there to protect their intellectual assets at any cost in every jurisdiction. At present,
MeGox, the world’s most promineat Bitcoin exchanged based in ‘Tokye holds the
trademark for Bitcoin.® The question is can the same be registered as 2 trademark
in India? According to the Trade Marks Act, 1999, aoy mark which is capable of
bemng represented praphically and which is capable of distinguishing the goods or
services of one person from those of others can be accorded trademark protection ™
Thus, Bitcoln maybe covered under the trademark law of India However, today
the term ‘Bitcoin® is used interchangeably with eryptocurrency thus, it may be
difficult for the people to mark the uniqueness of ‘Bitcon”.

Cryptociarency and Privacy

At present, in India, the right to privacy is considered as a fundamental tight post
the decision of the Supreme Court in the casc of Jusir K 5 Puttasnury (Retd) n
Union of Indid”. Thus, a citizen may enforce this right against the State but pot
against any private individual The concept of cryprocurrencies is based on a
decentralised network, hence pin pointing one person for institmting a case will be
EXT ter inlfﬂfssible: Therefore, it is suggested thar there be a data protection law in
place which will not only protect the blockchain technology but also the private
wmformation of the users of the same.

3% ML Geex ro Self Bitvein Trademark, But Cudd # Baywr Enfores 18, COTNDITISE, (Now 05, 2017,
1100 PM} biap:/ Sawwcoindesk.com /me-gox-scl-bitooin. rrademark -buycrenforce/,

M Section 2 (m) of the Trade Masks Act, 1999 defines mark to include 2 “device, brand, beading,
labed, ticker, nome, wgnature, word, leer, aumerl, shape of poods, packaging or combination
of colours or any combination thereof ™

1 Writ Peritien (v} No. 494 OFf 2012 decided an 24 Aupust 2007,

33



IS5N 2249441 CGE Appooved Journal Meo 42016

Risks associated with Cryptocurrencies

Cryptocurrencics have numerons advantages associated with it Some of them
inchide cost cffective way of storing, spending and receiving digital money, radacally
lowering the cost of retail pagment as well a8 ¢cross border trapsactions. Although,
there are advantages but there are mmmercus issues related with cryptocurrency.

Some of the risks associated with eryptocurrency inchade; firstly, the volatility in the
price of the cryptocutrency. Recently, when the Chinese exchange BTCC anoounced
that it will stop offering trading services, the price of the Bitcoin went down by
$500 in one day.”® This clearly reflects on how velatile the price of the Bitcoin really
is At present, there is more cause for concem, since most of the countries are not
sure of how they are going o regulate the cryptocurrency as is evident from the
above discussion, thus, each and every announccmnent of any country relating to
eryptocurrencies or blockchain technology has a great impact on the price of the
CLyptOCur tencies.

Secondly, cybet attack is another issue that makes the users of cryptocurrencies gt a
high risk of losing maoney. There have been numerous cases of cyber-attacks on
Bitcoin wallets. The most highlishted case is that of Mt. Gox, a Bitcoin exchange,
whete $400 million were stolen from the system. The high-end secunty of the
system was breached and people Jost their moncy. Moreover, since there were and
are no regulations in place for such a happening, the possibility of recovering the
stolen money is next to impossible.”

‘Thirdly, cryptoartencies open the gates for laundenng money 35 there is no centralised
autharity keeping 4 watch on how this moncy is being transacted or uwsed by
individuals. The famous example of the Silk Read, which was a popular website
for buying narectics anoaymously was taken down by the Federal Durcau of
Investigation (FBT) when the FBI arrested the administrator of the same. Bitcoins
were being used for the purchase of drugs™Thus, the issues of money Javndering
and drug trafficking also need to be Jooked into while regulating cryptocutrencies.

Faurthly, cvery bitcoin transaction is uot entirely anonymous. Since very entry on the
blockehain is publicly shared and stored forever, people who intend to defraud or
who have mala fide intentions will be able to link one transaction of a particular
person with another and siowly and steadily even connect the public key with one’s
computer IP address. Thus, this highly motivated person with mala fide intcotions

92 Stan Higgins, Biteain’ Priss ir Down More Than $500 Taday, COINDESK, (Now. 05, 2017, 11:00
PM), hitps:/ /wwwcoindesk com/bitcoins-price-fallea- 500-roday./.

93 Russell Brandom, Whe Sak §400 Millon from Mt Goxg THIZ VERGE, (Now. 05, 2017, 11:00
PM;, hrips:/ farswthoverge.com./2014/2/26/ 5450206/ who stole-400-million- from-me gox.

94  Andy Greenberg, find of #e Sik Boad FBI Sop i Basted The Wibly Biggea Ansmymons Divag
Black Markey, FORBES, Wow 05, 2017, T1:00 PM), https:f/wwwforbes.com/sites/
anudyareenbergs 213/16/02/ end-of-the-silk-road-fhi-busts. the webs bipgest-znonytanus-disg -
hlack-matkerf #1021 34450409,
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will then be aware of how much money you have stored in the Bitcoin and where
vau Ive amongst other things ™

Fifthly, ne computer in this world is immunc from hacking. A highly motivated
pergon if intercsted 1n your details, may just hack your compuicr or phone and get
access to your private key which will in wurn give him/her complete access to all
your funds stored as virhzal currency. Moreover, if onc has linked their bank
account with their digital wallet, they might also be at a risk of losing their money
from their bank accoune aod their idenddes. Today, with the linking of Aadhar with
one’s bank account, one’s personal details — place of birch, place of residence and
many more will also reach in the hands of the hacker, thereby purting an innocent
uscr at the tisk of identity theft.

Sixtbly, there are no regulations in place for cryprocurtency. thus, making it the best
way of iwesting and avoiding taxes.

Seventhly, keeping in mind the advent of technology and the offect of the Blue
YWhale game, chances of someone blackmailing you over the imiernet for your
private key are alsa very high. Thus, not only are you prone to blackmailing and
identity theft, you might alse be asked to do ilegal activites.

CONCLUSION

Cryptucuttency, most notabiy identified in its iteration of Biteoin, is gaining popularity
globally at 4 very rapid pace. Despite the attendon it has receved from business,
customers, and entrepreneurs, the amount of attention aryptoourcncies has received
from governments is dismal. Very few countrics in the world recognise
cryptocuttencies, or an iteration of cryptocurrencies (such as Bitcoin or 3thereum)
as a commodity, much less 2 currency. While a few countries have made progress,
legal recognition of oryptocurrencies or even the technology that drves them — the
blockchain - is lacking This means that the potental secunty concerns that the
technology maises as well as the potential positive uses it may be put to are largely
disregarded. This is indubitably problematic, and policymakers need to direet their
attenticn o the idea of virtual cutrencics n the form of the newly cmerging
cryptocurrences bt i a matter of facr thar laws are wnable to keep pace with
technological developraents, and the speed with which advancements are made is
incredihly bigh and this makes it tough for legislators and advisors Coupled with
the wary approach of law-makers approach instances of tochnology and the wast
amounts of input reguired to put into place a well thought vt policy, it 1s no
wonder that governments have fziled to canfy the position of cryptocurrencies.

Despite the scepticism and irrespective of the specnlation regarding the eventual
position of eryptocurtencics and their wability in the Jong run, it is itrefutable that
cryptocurrencies need a repuiatory framework in cvery country.

95 Coasumer Advisory, Rike b cowssmserr pesed by sirfwad corvemaes, UOMNSUMER TINANCIAL
PROTECTION BURIIAIT (Nov. 05, 2017, 11200 PM), hrip://files consumetfinance gone/ £f
201408_cfpb_eongumer-advisory_vinual-cuercncies. pdf.
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DEMONETIZATION : A PUSH TOWARDS
E-GOVERNANCE

Mahima Ahuja™ and Archit Aggacwal™
Introduction

Demonctization is the act of strpping the starus of a country’s currency as its
legal tender. According to the Black’s Law Dictionary, demanetization is “The
disuse of a particular metal for purposcs of coinage: the withdrawal of the value
of a mctal as money™ Interpreting this definition it can be accordingly said that
the disuse of a particular Currency which was being used as a country’s legal tender
and replacing the same with the other is known as demonetization. Money, “in
usual and ordinary acceptation, means gold, silver, ot paper money used as dreulating
mediom of exchange”™” and Currency is “Coined money and such banknotes or
other paper money as are authorized by law and do in fact circulate from hand to
hand as the medium of exchange.™®,

Demonetization is the pracess in which a current form of cuurency is pulled out
of circulation from the country’s ceonomy and reduced with a new form of
cutrency notes and coins. Demonctzation in any country can take place by the
order of the government of that parccular pation as it had taken place in India. In
India, IDemonctzation had taken place thrice and twice in India post-independance
is the years 1978 and 2016 respectively and was done keeping in mind the vatrious
objectives and goals of the (overnment of India. (On November 5 2016 the
Prime Minister of India Mr Narendra Modi announced demonetization which
derceognized the two depominations of the Indian currency, ie. Rs 500 and
Rs 1000 paper currency notes and introduced pew Rs 500 and Rs2000 paper
currency notes. Demonetization in India was done various motives but majorly it
was to cuth the nation’s black wealth and to reduce the nation’s share in the black
market opetations. The demonetization had impacted the population to the core
whether it was a resident of the country or a tourist in the country- Ditficultes

#*
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were faced by all. Therefore, to reduce the impact of a sudden decision of the
government which resulted in commercial collapse, a 50-day petiod ensued where
the people could exchange their demonetization legal tender money for the new
legal tender money it into 1heir or otherwise deposit it into their respective bank
accounts.

The then President of India, Mr. Pranab Mukhetjee in his speech on the oceasion
of nation’s 68" Republic Day ie. on 26™ day of Japuary, 2017 also mentioned the
Demonetization drive by the government of India. He said that “Demonetization,
while immobilizing black muney and fighting corruption, may have led to 2 temporary
slowdown in economic activity. As morc and more transactions becorne cashless, it
will improve the transparency of the economy”™ These thoughts can be scen as
positive words for demonetization and encouraging the peaple of the country 10
take demonetization drive as 2 positive initiatve 1aken by the governmem of India
and promoting the eashless ceonomoy and country’s digitalization drive.

E-Governance is an initiative of the govermnent for providing its services and
Information through the Lilecironic medmm (information and communication
technology) .o through the way of Digitalization of the government depattrnents.
For a developing nation like India, the step to implement L-Governance at all the
levels of the government and also to popularise this system among the public is
very important for the country’s growth, [3-Governance has vatious parts which
include E-Government, I Industry, E-Innovation/R&D, E-Icarning, E-Security,
E-Inclusion and Intemet (Governance. Now, these are the parts which collectively
form the concept of the E-Governance. The aspect of [-Industry covers the
promotion of electronic hardware manufacturing and software development and
Information & Technolopy-Information & Technology Finterprises industry in the
countty while the aspect of E-Innovation/R&D covers the Implementation of
R&ID) T'ramework - Linabling ereation of Iunovation/ R&D Infrastracture in
emerging arcas of ICT {Information Communication and Technology) &
Establishment of a mechanism for R&D translation. H-Learning provides for the
development of e-skills and linbwledge nerworks. E-Security covers the area where
the government works to securc India’s cyberspace. Ii-Inchusion promotes the use
of informadon communication technologies for more inclusive grvath

Interner Governanece enhances Indias role in Global Platforms of Internet
Crovernance. {oing by the mission of Ministry of Flectronics and Information

9%  President’s address on the eve of Republic 13ay 2017, The Hindu, (Jan. 27, 2007 11:23 am),
]'.I.ttp:_.IIrj'lMt]I'IE']I'Ii'FIdl.LE!l'll'lll'r'FICw’ﬁ-_lllrI.'l:St11.IIC(:Elll'lPl'\eSid;eﬂt5..addrcsg_tm_ﬂjc_c\rg:.{]f_ﬂcpub]ic_Dﬂ‘}r_
217 aradiel 71017 16,00
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case of demonetization the government through its legal mechanism can derecoenize
the nation’s currency as a legal tender,

Demonetization is 2 push towards E-Governance. The basic idea to support this
statement can be made clearly observing the countrys situation afer the night when
Demonetization was announced by the Prime Minister of India, Mr. Marendra
Modi on 8* November 2016. ‘The effects of the demonctization were observed
un a macre scale as the money held hy the people in the form of Rs. 500 and Rs.
1000 paper notes was derecognised and they were told 1o deposit their maney in
their bank accounts. Further, old notes were allowed to be exchanged through the
banks providing new notes issued by the RBI {Reserve Bank of India) but it too
had a cap of Rs 24000 per week which was increased 10 Rs. 50000 per week. The
problems started when most of the ATMs were not calibrated aecording o the
new system and people did not have money for their day to day activities. The
queues ontside the banks were increasing day by day as the banks were nat able to
give new cutrency to the public. Then the government, in order to have a better
handle on the siation started developing and promoting its digital services and
cther digital platforms which could be used to make the day to day activities
simple. The govemment announced varions schemes and profects to push E-
governance to a new level be it the digital platforms wo make payments and funds
transfer, to the promotion facility like E-Stamping where non-judicial e-stamps ean
be purchased online through the government websites.

The Government has made the filling up of varous forms more easy and the
process for the same has been made available online so that the people can avail
the cnline services. For example, eatlicr for applying for an Indian Passport the
pecple had to go to the passport office and purchase a form which had to be
filled and submmitred as hard copy/ physical copy along with the copy of the
documents which are necded for venficadon in the hard copy too. But now the
process has changed, the form for the passport can be filied caline and by paying
the necessary fees which had to be paid digitally, the form can be submitted easily
and the docutments needed for the verification are also submmitted o the form of
soft copy/ scanned copy of the original document which has made the process

applying for an Indian passport easier.

Post demouetization, the government started to give a push to the digital modes of
the payments and funds transfer. It started taking steps to make the people of the
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nation aware of the adwantages of the digital modes of the payments. The
government encouraged vatlons modes like Internet Banking, Mobile Banking,
Various banking apps, third-party payment websites, payments through credit cards
and debit cards and provided varions discounts to the users if they make payments
online. Even the taxes were vaived by the government which were levied before
un the consumets who made payments through the digital modes of the payments.
The government tricd to bring the previous misson te. Final Inclusion mission into
the picture in the support of Demonegzation Vadons B-Comrnerce websites like
Amazon, Flipkart, 8papdeal, Oyo, Ola et have applauded the move of
demonetizaton stating that the consumers are now using the digital modes of
making payments and thus making the process simpler and -faster. Companics like
Paytm and Freecharge saw & sudden increase in the number Users of L-wallets to
make the payments in their day to day lives after the demonetization.

The Government also launched BITIM, which is a Unified Payments Interface
application developed by the National Payments Corporation of India (NPCID.
NPCI is an umbrella organisation for operating retall payments and setdement
systcms in India, It is an initabve of Roscrve Bank of India {RYI) and Indizn
Banks' Assodation (IBA) undetr the provisions of the Payment and Settlernent
Systems Act, 2007, for ercating a robust Payment and Settlement Infrastructure in
India."™ A Unified Payments Interface (UPT) is an instant real-tine systemn developed
by NCPI facilitating transactions between the banks. V'he interface is regulated by
the Reserve Bank of lndia and works on the pladform of IMDPS ic. Immcediate
Payment Service by msiantly transferdng funds berween two baok accounts on a
digital platforms.

Demonetization also affected the role of e-governance in the lncome tax depariment
of the country. Tor a person to file an income tax retirn he needs a Permanent
Account Numbet(PAN). There are two ways in applying for PAN: one is an old
method which is a physical methad and the ather is the online method which is
faster and mote convenient. The services like TDS (Tax deducted at source), Filing
of Income Tix Returns (F-Returns), Making tax payments, and checking the status
of the refunds were drcady online'™, but duc to> demonetization it was observed
ihat the people started using these online scrvices more. The e-filing of returns for
the fiscal year 2016-2017 may have faced some technical glitches, therefore, the
deadline for fling the returns was exicnded to Sth August 2017 which was carlier

101 Whe we are, BIIMURL, wisited 01-11-2007 5224 pm,,  hopss//bhimuplogrin/ who-we-are.

N2 L-{rovernance inibatves, Tncome Tax Deparonent Coveenenent «f Iodia, Last updated 0409
24, vigited M1-11-2017 0300 pom., btips/ e inoometaandia goeean f Pagres fe-provermanse.-
ininiatives.aspx.
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31st July, 2017." The techmical glitch was making the nation question the
government’s initative for digitalizing India but the cxtension of the deadline can
be vicwed as an initiative by the government to promote the E-governance in the

imcome tax department.

The effect of demonetization can be seen in various operatons of public sector
Undertakings. Taking the example of railways, the government encouraged the
people to book tickets online through the raltways website (IRCTC) and offered
incentives in the form of reducdon of tmzes on booking of c-tickets. Also, the
government installed swipe machines ac the railway booking counters so that the
travellers can use their cards 0 make the payments for their railway bookings as
this optivu was pot earlier availabic to the public before Demonetizadon. Furthet,
all railway passengers who bought an online ticket were given free accidental
imsutance cover of upte Rs 10 lakh,

Afier Demonetization, the electronic transfers with regard to E-(3overnance has
mcxcased significantly. The transactions such as commercial taxes, utility payments,
and E-courts have shot up. (Pcople now prefer to transact through the digital
modes of payment than cash). On the basis data avaible for some stats From a
leading newspaper, the initial days after demanetization, Gujarat has registered 3.58
crore digital transactions, followed by Telangana and Andhra Pradesh where 2.06
crore and 2.02 cxore such payments have been made.!™

Advantages and Disadvantages of Demonetization

David Suzuki said “Humans are distiguished from other species by a massive
brain that enables us to imagine a future and influence it by what we do in the
present. By using experience, knowledge, and insight, our ancestors recognized they
could apticipate dangers and opportunities and take steps to exploit advaprages and
avoid bazards™™. This is the basic phenomenon on which decisions are taken and
how they are iater analysed. The step of Demonetization was one of them.,

The main motive of "the NDA government for pursuing demonetization was to
eradicate corruption, black woney and put a stop to the counterfeiting of currency
and terror fumding, But this is something that was aimed at. Now the question that

13 SamiksehaParaik, Snag hits income tax ofling websitc Twitterand questions Modis Digiml
India, Hindustan “(imes, (Oet. 30, 2017 540 pan), bep:f fewecbindustantiones.comindia-
news/wnag-hits-website-on-last-day-of - fling-tas-remms-twitter questions-modi-s-digital india/
story-{ A4 Inha Bh4 K T2 Epq K1 heoal

104 SurabbaLlectronic transactions sec sharp rise in 2016, The Hindu {Pusincss Liae),
MNow, 02, 2016), hop:f Aeerwthehindubusinesshine com/ coonotry felectronic -transactions-sec-
shatp-mise-1n-201 6/ article 411940 cce
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has agiscn hefore us whether the aims have been hulfilled or net? Let’s start with, the
positives aspects: the ameount of fake currency that was being circulated has been
controlled as the number of fake notes that were being circulated and used in a2
mumber of illegal acovitics have the samne value as 2 piece of paper now.

Secondly, there has been a control in the rate of inflaton'® as the scarcity in the
amnount of curtency led to a decrease in demand, which led to fall in prices leading
t> a positive impact on the economy.'™

Thirdly, the step of demonetization helped in recovery of tax and disclosure of
black money to a larpe exient as 2ll notes of higher denominagion of 500 and 1000
bad to be deposited and brought under the radar due to which thirc has been 2
inerease of 17.3 per cent in the percentage of filing of mx retums in the year of
2016-2017 when comparcd to the previcuas year

Fourthly, the deposit of the bank notes led o high liquidity stock for the bank,
leading to a decrease in the rate of interest as the lending capacity of the banks had
increased'™,

l4fthly, the combinaton of low infladon and a low lending rate of interest makes
a pood combination for the Gross Domestic Product of the nation but dus is not
something that the Internstional Monetary Fund agrees vpon. [dectronic payment
has been promoted by the government rather than vse of cash through different
opline mechanisms such as Payll India.

{Mther advantages of Demonctization include eradication of the funds that arc
hidden from the government in an atternpt to evade their liability to pay ras ie
black money. (ver two lakh of shell companies have been shut down as they werc
treated as a mechanism to launder money. Lastly, several accounts have been
opened under the Jan 1Dhan Yojna Scheme leading to creation of safe savings for
the major chunk of the populaton®.

105 Demonetisaton: The Nielsen View; Insight (November 15, 2016} hop:/ Swoneniclsen.com,/
in/en/insightsf reports,/ 2016, demonensarion - the-nielsen-viewhtml,

106 Reserve Bank of India, Inflation, Macro Impact of Demonetisation (March 10th, 200T) biips:/
{thi.orgin fscuipts/Publications Viewaspyurid - 17447,

107 (ush deposits of ' 289 kb crore prst demonetisation vader I17 dept. radar, The Tiindu
fAugust 3, 2017 1709 ) bhops/ Swesethehindu.comBusinesys/ cash-deposica-of-rs - 289 lakh.
crore post-demonctsagon-under-i-t-dept-tadar farticle ] 9594442 occ, )

108 Reserve Bank of India, Financial Sector, Macr Topact of Demonetisafdon {March 10,
2017) https:/ Skt otz infsetiprs / Publicadons Viewaspxr Td=17447.

109 Une year of Jdemonctisation: [ive podtive impacss on economy, 1Imes now, (ceber 26,
2007 14:59) http:/ feratimesnowaews.com, business-connomy Sardele Slatest-news - ome vear
of demeonetization: fve-positve-impacts-vn-ceonumy £ 113360,
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Secondly, an epormous amoeunt has been spent on the development of online
portals which have been placed ro slowly but efficiently replace the corrupt system
bur the problem present is that India basn™ developed to that cxtent in the area of
cybersecurnity and data protection laws leading its major step towards e govemance
to be a vulnerable ground or an open wound.

‘Thirdly, the rural, the elderly and the individuals in cur counry who are below the
povetty line as they are not cven able to make ends meet would not be able 1o
access the online portals duc to certmin factors like lack of financial support,
lhiteracy and the face that they need face to face assurance that there work is being

done,

Fourthly, it has boen stared in the earlier point that e-governance is not for all but it
also needs to be established that since the system is new and there are no such
particular guidelines being provided it can lead te creation of corrupt practices
through middlemen and there could be lack of transparency and accountability as
the government would coly upload the information on its portal online thar it
wants the public to acerss leading to lack of quality in public access.

Critical Analysis Between Demuonetisation & E-Governance

8 November, 2010, was the day on which demonetization was announced and at
first, it was 2 move towards eradication of black money but later, another objective
was highlighted and promored by the WD government, 2 cashless sodety Rome
wasn't built in a day and similardy an economy in which 98 per cent'™ of the
transactions took place through cash cannot just ovemight become a cashless
economy. Demonetization cannot be the only step towards 2 cashless economy ar
a corrupt system through E-governance, but it is the people of the counuy who
have to adapt and accept different mediwms and shapes through which payments
can be rmade. From the moment demonenzaton was announced nll midnighr,
which cighty six percent of the currency in our country ceased to exist, which lead
to the promotion of e-povemzance through the trinity of Jan Dhan, Aadhar,
Mobile, Bupay Card and the Unified Payment lnterface by the government'’. The
MDA gowernment had formed the National Payments Corporation of India in
rcpard to the unified payment interface where promotion of usage of debit cards,

115 KR SRIVATS, Demonctsaton: & baby step oo 2 Jesz-cash’ econvay, The Hindo: Busdness
Line {December 23, 2016) hep:/ foeracthehindubuzinessline com fspedals /demnnetisatinn -a-
beby-step-to-a-lesscash-eonnomy fanticle 94423 1 b.ece.

116 Tmpact of Demonetizationn o B-Commerce, DDeccan Chronadey (Mar 5, 2017, 12-41 am)
bt/ forsrwdeccanchronicle com/business/ coonomy /03031 7 fimpact- of- demonetisation -on-e-
comnerc e bl

117 Raja Gopal R w. State of Tarnil Nadu, {1994) & S0 632, 649 : AIR 1995 SC 264
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Legality of Bitcoin

Bitcoin-peer to peer and cryptographic currency is legally a vexed wsue. As due to
its volatility and lack of regulation, countries are hesitant to legalize its usage. B
stll there arc sotne countries like Germany, which wicw Bitcoin transactions as
financal transactions that must fulffl strict standards of obscrvatiou.  Stanee of
India is quite clear when it comes to virtual currency, as with the press release of

2015 BB, coutioned it uscts that any usc of virtual currency is not authorized by
central bank nenher any monetary organization.

Thus, in order to understand the legality of Biteoin, its stance as money or instrument
of financial exchange needs to be looked into. Word has seen evelution of mode
of exchange from barter system, fat currency to virtual currency. Fiar currency ic.
the notes, coins or visible form of cutrency 1s legally recognized. Further Bircoin
comes into existence when high end users mine them wherein gold is used to back
fiat currencies, but still Bitcoin can be used to exchange traditional eurrency, can be
used to purchase goods, can be stored online, so it resembles some of the featares
of cutrency which is lepally recognized like plastic momey i.c. credit cards.

Further it {5 alse nged a5 a mode of itrrestment, due to it volatle nature, Government
of India is responsible for minting of coins as per Coinage Act and to issuc bank
notes under the guidance of RBL whereby Bitcoin is not regulated by the lndian
government due 10 its decentralized nature. Though Bitcoin is able to fulfill major
funetions of money like medivm of exchange, measure of value, standard of
deferred payment and store of value bur stll it cannot be included in money
supply of the country, as it s quite difficdr to determine money held by public
with reference to Bitcoin.

Bitcoin 15 certinly not the Arst attempt towards electronic payment system, carlier
too sttemps were made like companies made the efforts to creatc dipital curreney
ie. Idgicash, GoldMoney, Pecunix and Web-Money, but these attempts went 1o
vain, as companics like Digicash asked for credit card details though they promised
high anonymity unlike Bitcoin which did not ask users to furnish. their credit card
details. Further GoldMoncy and Pecunix denominated in gold and many users
wete not interested in shopping in such unfamiliar curreacy . The most important
takeover point of Bitcoin over these currencies fs is low transaction cost. Also
there are virtual currencies being used in games like Vacmyille, as facebook came
up with credit points to be used in Farmville, But they can fail due to lack of
systemn poverning fraud and further these currencies are centralized, Bitcoin can
cover up for them like it can be a de facto standard for these virtual parne
currencics and also then nsers will not have to worry about the inflation of the
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The third catzgory comprises of the country which imposes tax on Bitcoin, for
cxample tnited Kingdom, though Bitcoin is uoregulated in UK but it has been
reported “that Hler Majestys Bevenue and Customs has classed biteoins as “single
purpose vouchers,” rendering any sales of them liable to a valueadded tax of 10—
204"  whereas in Spain, Bitcoins are conzidered 25 digital goods under thoir civil
code and thus the ones who deal in them are fequired to issue an invoice with value
added tax in euros. While in Finland Bitcoin is taxed as per inish income taxaton
Act.

Thus it can be concluded thar opinion and status of countries with: respect 1o
Bitcoin is dispured and still many arc in a phase of andlyzing this new coinage.

Condusion and Sugpestions

Bitcoin has come vp in the virtual currency wodd te facilitate the monctary
transactions, though it has faced a lot of opposition, but still i has occupied a
posimtion for degling in financial transactions, Certainly Bitcoin is favorable when it
comes to plastic currencies like credit and debit cards, as Bltcoin remeowves the
middle man which is otherwise there, like banks in case of plastic currency, further
it has Jow cost of transactions as other payment modes have higher transaction
costs due to government tregulation, monopolization of certain systems and
implementation of certain frand protection schemes, While e-wallets like Paymm
and Payl'al ate alse not devold of third party and are just facilitator of exchange
of money, but Payim 15 accepted by RBL and it alse got the permission to establich
payment banks , which certainly was a good lead of indis towards recogpizing
electronic mode of payments. But despite of Bitcoins advantapes and favorable
character over other mnde of payments, it suffers from cenain inconslstencies and
defects. [ue 1o its unregulated nature, Biteoin can be used for illegal purposcs like
can be used by terrorist organization, can be used in drup: smupghog, and for
ciminal use on silk road and thus giving way to an Ulcgal market. Aaother
disadvantage of using Bitcoin 15 that 1t is pronc to fraud and the most apt example
of this is of Mt Gox, which was 2 Bitcolo exchange launched in Japan in 2010 and
was controlling almost 70% of Bitcoin exchaoge transactions by 2013, but it was
alleged that over $450 millicn of userkbitcoin were stolen by unknown hackers.
Thus in ¢wder to minimize or reduce the effects of these inconsistencies there are a
tew sugpestions like:

= Countdes where It is regulated must come up with 2 system to try cases of
fraud and counterfeiting, as it was done in SEC v Shavers, wherein SEC
{Secwuities exchange commission, L5) charged the organizer of an alleged
ponzi scheme involving Bitcomn with defrauding investors. , thus countdes like
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RIGHT TO PRIVACY V. NATIONAL SECURITY IN
THE FORM OF COMMUNICATION
SURVEILLANCE

Anushka Sachdey’
D - " --

Communication surveillance is performed by many states o ensure narional secaority.
This interception of communication must be lawful and duly authorized across 2l
jurisdictions. 1t interferes with right to privacy of individuals and henee the laor that
allows for it sbould be in accordance with human rights paneiples. "1t should meet
the minimum standards of heing both necessary in a democratic society to achieve
& legitimate aim and propottionate to that aim. It should not be arbitrary and
individual’s right to communicate pdvacy should not be interfered with unless it is
in accordanee with a clear and transparent law

Thete ate many laws in place both at international and natenal level which provide
for lawhil surveillzoce i.e. survelllance done by taking into account the dght to
privacy of the indwiduais but most processes around this remain nnelear. {Mten
these laws are interpreted broadly by courts and secret surveillance authorized by
courts and the concerned individuals are not notfied of the same.™ Some of these
lepislations have lost their relevance in light of new technologies which are dearly
not waiting for the legisladons to catch up. Thus there is an urgent need of new
and improved laws in this area to pave way for the courts to interpret them such
that due importance iz given to individoals prvacy rights even at the advent of
new and powerful technology.

This paper will first firstly highlight certain important internations) human rights
principies in this regard and will then analyse cases on this issue from varous eras
and jurisdictions in light of thosc principles.

*  5Sth pear BRALLE {JIons}, National Taw Tnivessity, Telhi

122 Privacy Internavional, Commaniation Sureeiflonc, available at <hops:/ farawprovacyineer
national orgf nede/ 10> zccessed an 10% T, 2016

I12% Toran Righis Council, Reporr on the Twenty seventh Sessdon, 27th Sess, UM Doc, A/TIRCS
27737 (2014)
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¥ Anonymity of communications is a recent phenomenen enabled through internct
and facilitates free expression by individvals without any fear'™

‘This Hght to prvacy of individuals is held in high regard under international hurmnan
rights law and any intetference with it is permissible only when such interference is
neither unlawful nor arbicany '™ Thus no interference is permissible wnless speafically
provided in the law and if such law 15 arbitrary in its applcarion and allows for an
inttusion that is against the provisions of the International Covenant on Civil and
Polirical Rights, it would come under the ambit of arbitrary and would not be
pertnissible.® Thus the exceptions provided in natonal laws should be in acecrdance
with homan rights principles for them o be valid vader international law. "The law
must alse be reasoable such that “any interference with pﬁw:cjr must be proportonal
to the legitmate end sought and be necessary in the circumstances of any given
case”. M National scourity for prevention of terrorism or any olher ¢rme comes
under the ambit of “legitimate aitm™ as per article 17 of ICCPR if the degree of
interfereuce is proportional to the purpose and necessary to yicld desired resulis. ™
The prolection measure songht must be least intrusive amongst the instrumenis
available to the state and the staitc has thc onus to prove fhe necessity and
propottionality of such 2 measure '™ Thos article 17 of ICCPR is subject to the
same limitations test as described in other gencral comments of the Tluman Rights
Cotmittee,

To cater to the nepative impacts of communication surveillance on humnan fghts
and o account the concerns of member states, the (zeneral assembly adopted a
resolution on tipght to privacy on digital age in [ecember 20131 Anather measure
in this dircction was taken by civil society groups and Internationa) Principles on the
Application of Human Rights to Communications Surveillance were launched in
2014,

Case Analysis

One of the first cases that dealt with the importance of fght to privacy when
woighed agzinst the security of the state through communication surveillance was

I30 Jéwd

L31 Sufwem nowe 3

132 Jhid

13% Ik

134 Ihid

135 Japew note 7

136 Cieaeral Assembly Resolution 63/167 on “The dght o provacy m the digiml ape®™

137 Tnternztional Poocples oo the Application of Hamnan Rights to Commvnications Surveillance |
<htrps:f Ferarwefforg/ Tles/ necessaryandproportionare foal pdf =

138 United States v Unived Stares Ddetrics coun, 407 115, 297 (1972}
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CONVENTION ON CONTRACTS FOR THE
INTERNATIONAL SALE OF GOODS AND INDIA

— RATIFICATION V. ABSTENTION
Bhavana Asthana™ & Nehul Sharma™

ABSTRACT

The (156G & o selffrocmting mulilaoral treaty that governs fransnagional trade in goods, i
binding upon the sigratries, and provides standadiced lows around the international rake of
goods. The treaty nuy merated and acecpted by the UN Commission on Internationa! Trade T aw
and put in place in Uiene, in the year 1980. As of 29 Decomber 2015, UNCITRAL. has
textifted that 84 States have ratified and adapeed the Convertion on Internationat Sak of CGoods.

S0 ar to attract & subsianiial number gf couniries I join the irealy, there werc RHCrONS
concessions made nithin the terms and segpe of the CISG. These included rescrvations made by
some of #he signing comivies as their conditions towards ralifying ibe C15G. More ofien than not,
Hhese comcessions are said b0 hare added nrany complications to the isswes that the C15C originally
aimed to resolve. Nonctbeless, most of the prominent Global players are signatories fo this
convention. India, interestingly, har abticimed from ratifying this Consention. Otber nptabls
abstainers inclnde Bragil Britatn, ef celfova.

India’s ratification to the Conveniion suwld imiply thet the CISG nonld grerride the fumiliar
rukes of the Indian Sale of Goods Act 1930 and direct 2he riphts and ditier of both Indian
buryers and sellers, whilss fransacting internattonally. White this may seem Ske o total diveourse
Jrom what is aidely accepied, mell-practiced and intvinsically enirenched i Indian Commeree, ihe
Jact that over two-thirds of the nafious are party fo s Convertion speks wiumes of the
positives tn favowr of rgiifiation. The ater of this paper fr fo underriand and erafuate the
tnplications of abrientton and ratification of CISG by Indiz and apprive the major eptions that
siand in the best interesty of Indie v o player in the morld market.

OVERVIEW

The United Nations Convention on Conrracts for the International Sale of (Gaods
is casentially of the namre of 2n overlay Le. it rests upon the national sales code of
each of the member nations that have adopted it. In most of the situations, this is

*  5th year, RALLB(Hons) USLLS, GGSIPU
*  5th year, BATLB (Hoos) USLLS, (GGSIPI
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a dixmestic regime which may either be of the nature of 2 cvil law of commoen
lrwe This multilateral treaty governs the transnational sales contracts in cases where
both the parties to the contract are housed o Copiractog Stares or the norms of
prvate intemnational law operate such that the law of contracting state is the one
that is reasoned 10 be applcable.

The Preamble attached to the C1SG signposts the intent of the drafters - “the
adoption of uniform rules which govern contracts for the international sale of
goods and take into account the differcnt socal, cconomic and legal systems would
contribute to the removal of legal harriers in intermational trade and promote the
developrment of international trade™" ‘o the tune of this, thé drafters proceeded
t0» chart out the reyuircments in detail for the same to be met‘thrmglftht formation
of 2 sales contract, along with the various rights and oblipadons of parties to the
contract.

The primary objective and foundation of this convention iz to guarantee a
considerable degree of party autonomy. The parties are authorized to, by means of
an agreement, override any rulc so stipulated by this Convention or further, even
exclude the applicabilicy of the CISG in its entirety, replacing the same with any
other law that may be in place. When the 180 is adopted, even then it does not
oversee each and every issue that can arise out of an inte mational sales arrangement.
Vior tnstance, complications with regard to the validity of the contract or the
applicability of the arrangement on the property and goods in question, as stpulated
by the CIS(, cutside of the ambit of the Convention in question, are lcft to the
law applicable as per the arcangement and the rules of international low As a
matter of penersl practice, questions relating to the matters overlooked by the
C15G, however not directly attended to therein are usually decided in conformity
with the general principles of the Convention, and in fieu of the same, as per the
law applicable vide the rules of privatc international lave™?

EEY PROVISIONS AND STRUCTURE OF THE CISG

The Convention on lnternational Sale of Goods is bifurcated inte cssentially four
parts which are further divided into numercus sub-dimsions. The major parts are:

A, Scope of Application and General Provisions

tél Harey M Blechmer, United Navtons Conveation on Costraciy for the Initrmafioral Sake of CGoods,
Andicarizual Jibrary of Internatinnal Law {1980, htp:/ flegalun.org/avlfhafccsg/coisg bl

162 Uxplansiory Ioze by the UNCITEATL. Secretarial an the {Tnited Maitsoms Comrvensivar on Contracis for the
Imternational Sale of Goedr, United Manons document V.ED-53836 (198%), hrp://f
wrw.cisg awpace. edn/ csgSrext/pEi hml.

64



TSSN 22494421 LIGH, Approved Joarnal No. 42016

B. Eormation of the Contract
. Sale of Goods
ID.  Final Clavses

The head of Scope of Applicadon and General Provisions is forther divided inte
sub-heads of Scope of Application, Party Autonomy, Interpretation of the
Convention, Interpretation of the Comract and Form of the Comract. This head
cssentially stipulaies the scope of applicability of the Convendon and consistent
mterpretation of the convention across all major legal systems ¥t further clarifies
that the Convenrion per ¢ doesn’t instmct 2 mandate as to the form of the contract
5o eptered into by the parties, howcver, there is an enabling provision which, if
endorsed by the parties, makes it necessary to have the contract and any amendments
1o it in writing

The Yormation of the Contract head deals with the various questions that may
arise in the process of entering into an atrangement. When the formation of the
contract takes place in accordance with the provisions herein, the contract is concluded
when the acceptance of the offer becomes cffective.

The third part that governs the Sale of Goods under the Convention and is sub.
divided into eight parts, viz. Obligations of the Seller, Obligations of the Buyer,
Remedies for Breach of Conrract, Passing of Risk, Suspension of Peformance
and Anticipatory Breach, Iixerption from Liability to Pay Damages and Prescrvation
of the Goods. As intrinsically indicated by the sub-heads, this part enumerates the
various fights, obligations and duties of the partics to the Contract and the vagous
remedies and provisions vis-d-vis the sale and purchase of goods and any situation
that may arisc in the event of nonconformity or anomaly.

The fourth and final secdon of the C18C; spells out the final clauscs which include
the usual provisions associated to the Secretary-General in the capacity of depositary
and announcing that the C15(3 is subject to ratification, acceptance or approval by
those States that signed it by 30 September 1981, that it is open to accession by all
States that are not sipnatory States. ™

CONCESSIONS UNDER THE CISG

S0 as to attract as many as possible countrics to join in and conclude the treaty,
there wete mmnerous compromises which were made in the terms and the scope
of the €18G in order to make it 2 flexdble document, These COMPTOMISEE Were

163 What Ir The Parpose Of (156G, Vaw Teacher, hitpe//wondawicacher.ner/ Free-low-essays /
internativmal-taw,/ what-is-the-purpose-oF-the- cisg international law-essay.php,
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vastly in the nature of revocations and reservadons made by certain members as
their precondition in arder to agree to the (13 More often than not, these
concessions further difficultics to the guestions that the Comvention aitns to cater to,
adding up to the various limitations which the CISG is inflicted with,

Particularly, Article 98 of the Comvention authorized the comtracting parties
0o make reservations a5 preconditions to joining the CISG. Specilic instances
include:

1.

Article 92 of the Convention on [ntemational Sale of Goods allows the

_exclusion of Part 11 {which deals with the formaton of contracts) and Part

111 {which is related to the obligations of the buyer and seller and remedies in
the event of breach). For instance, Scandmavian Stares have professed that
they, by virtue of this article, won’t be bound by Part 1 of the Convention.

Article 93 of the {onvention suthotizes a Contracting State wherein two of
mate regional units pracuse distinct regimes of law in erder to declare that
the Convention doesn’ extend to cach of the territoral parts. or mstance,
Australia has stated thar the Coovennon is not to extend in application to
CErtain, termitotics

Article 94 of the C18G authorizes any State which mzy have an ongoing
contract in relation to matters overseen by the Convention in order to announce
that the (lonventon on lptemational Sale of (Goods wouldn’t extend to
partics having a place of busincss in such territory. By wirtuc of this Article,
inter-Seandinavian trade is excluded from the application of ClSC.

Article 95 of the C1S( instates that Astcie 1{1)}{b) of the very same can very
well be excluded. Article 1{1}b} of the Convention deals with the conflict
rules whilst defining the jutisdiction of the Convenfion. Notable countries that
have stated that they won'’t be bound by the said provision include China,
Singapore and the USA.

Article 96 of the Conventipn authenticates the actions of a State to exclude
any provision of Ardcle 11, 29 or Part II {(providing for the contract to not
nccessatily be in writing under the Coovention), given that their law requires
contracts to be in writing, Notable countrics that have made dechrations
under this article inchrde Argentina, Chile, Russa and China

Mow the issue that arises out of this fleability is, to 2 point, the negation of the
undetlying pringiple the CISG operates upon. The intended uniformity across

164 Arthar Rossett, €l Rffedions am the {nized Naifons Conrention on Conirasls for the Internationad

Salr of Cioods, 45 (hio Smic Law Jouroal 265-30% (1984).
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jurisdictions vis-a-vis sale of goods is compromised and there ardse complicadons
iy unvarying applicadort.
INDIA’S OPTIONS — TO RATIFY OR NOT?

Amongst notable couniries which have abstained from ratfyiog the Convendon on
Internadcnal Sale of (roods are United Kingdom and interestingly, India. It only
makes sepse for a country having recently opened its market to the world to opt
for a muldlateral treaty as far reaching as the C15(x 1lowever, it is Important to
nerte that every opton comes with pros and cons. lndia approval of the application
of the CIS( by ratification would signify CIS(; being the overriding set of norms
in international sale of goods and not the widely recognized (although, domestically)
rules of the Indian Sale of Goods Act 1930, which would oversee the privileges
of the buyers and sellers, when trading internationally (that is to say, the lndian
buyers and scllers).

The Indian trading community apd the associated legal personnel, aided by resilient
casc law and precedent, can precisely forecast the plausible result of an algorithm
emnploved in the buying and selling {of goods). Ior 2 country like India, radfying
the C15G would be wise only in the case its advantages outweigh the disadvantages,
when employed in a practical situation. Space consideration prevents full disenssion
of them: however, the following paragraphs disenss some Impottant ones.

ARGUMENTS IN FAVOUR OF RATIFICATION

The primary agenda behind concluding this Conveniion was to achieve simplicity
and uwmfy the degal positon vis-i-vis internadonal sale of goods About two-thirds
of the natons have ratfied the CISC, contributing to its unparallcled populadty. Ir
is alse contended that various matters, when uldmately resolved as per the provisions
of (156 are ultimately compiled under {iase Law of the UNCITRAL text which
would ereate a cohesive body of precedental law, only making the Convention
stronper with every going day.

When we E:JIIIP‘:IIE the ongoing repimne of domestic lawr with the CISG, it proves
to he relatively obsolete and the new mngernational Convention definitely appears o
he a more recent, flexible and viable set of rules to be able to govern the modem
day complex trade relations between buyers and scllers of goods. Murtber, the
{1505 plays a pivotal role in the ‘gap-filling’ whilst a cross-border agreement is
entercd into by phooe, fax, telex ot cotera. Morcover, in an event of entering into
an internatonal sale of goods apreement, there is a possibility that the Indian buyers
and sellers may have to play by the rules established by the foreign party as per
their own ke In any such scenarko, it always helps to go by an established inteinational
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body of pronciples rather than an unknown foreign legislation. The nature of
Convention law is intdnsically neutral, which makes it eagier for both the parties to
accept its operadon in buying-selliog of goods. It is ope of the hetter drafted
convention of modern day and also assists i avouding tocky simanons which may
arisc doe to conflice of laws !

Accounting for the mote practical and subject-matter related aspects of the 156,
it is important to note that the Convention accounts for the modemn realities and
crnerging trade practices It is drafted in simple language, making it easier for the
parties 1o understand cven without massive involvement of legal personnel. The
need for practical rationality reflects in the provisions of this Convention as it caters
tr real world scenarios with repard to purchase and sale of goods, for instance,
requiritg the partics to the comtract to preserve goods in their possession which
ultimately belong to the other party. Owing to the uniformity in transactons that it
confers, the Convention facilitates effective and efficient cross-horder trade, saving
money, tme and effort.!®

ARGUMENTS AGAINST RATIFICATION

It is of common knowledge that any and cvery time a new legal document is
introduced, it brings along with itself a set of complexitics and uncertainties with
regard o the applicaion of pew nules, Such uncetesinty atises due to there being
novel undefined terms and phrases which haven’t been interpreted catlier by courts
and tribunals which demand to be developed in the international domain. (dfen,
the complications that atise in course of purchase and sale of poods arc basic and
farniliar. 1laving to apply an entirely new and global repime to such recognizable,
cven domestic prublans can prove to be an unnecessary complication. Further, the
option to be zbie to exclude partial application of this Convention contributes to
its redundancy in entirety,'?

The ecssential oature of the Convention on International Sale of Goods is
accommodatng and compromising, which often gives lopsided solutions and
dodges real world issues in the process. Further, the Convention is subjeeted to
muldple methods of interpretation across the globe and in process, the integrity of
this document is threatensd by varded interpretadcnal techniques and traditions.
Courts atound the globe, practising vared legal traditions, partly due to vague

165 FLowis ¥ Dl Duce, Practice Dinder the Comvention on Iskermafional Sale of Cisodr (CLVCG} A Prizmer jir
AAforsgrr ard Tesersations! Traders, 27 TWCC Taw Journal 331-370 (1950).

166 Adotition of the [N Comvension on Intornatiomal Sale of Goods in Semth Africn, (1999 116 SALL Pr
11, 323-370. wwwcsglawpace.cdu osg/biblio/ csclen.html,

167 Aride 55, Cooveoboe oo Intemations] Sale of CGoeonds, 1980
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haven’t yet explored international laws m the lind of depth that may be required to
truly become an aware body of professionals Not raiifying to the CISG may
provide a tnuch wider scope to be abie to explore the laws of other nations and
expand our own horizon and koowledge basc.

CISG per se is not an all-inclusive code like many other documents. 1t primarily
seeks to accompany specific aceas of the Jaw, overlooking al! of the issues which
may fall within its amhit of operation. There were certain matters which were held
to be way too contentious in order to be included within the Convennion because
the domestic laws of various matons differed too much on the subject matter,
makityy it hard to accommodate all the approaches. In order to attract as many
signatoties as possible, the makers of this document left these issues‘outside of the
purview of C15C. They instead chose to go forth with 2 more widely suitable
document instead of an all-inclusive, self standing complete bur contentous
conventon.

For any tradidon of law and the systemn following the same, it is pivotal to
differendate among cases and sihmtions wherein the contract continues to be
operational irrespective of its breach by one of the parties and those cases wheren
party that is affected is to be allowed to terminare the same, putting an end to the
contractual obligations and recovering whats lost. The CISG iz not guitc as
gccommodating in this aspect for it lays down the provision of temedy of avoidance
quite apathetically and the same policy is recognised by the judges,

The Conveation on Intemational Sale of GGoods definitely has a big potential to be
adapted into something of the nature of the dominating international sales law, and
it’s right on the bandwagon. It is entitely upen us to confirm thar joining in would
accclerate the agenda that leads the Indiac sales and purchases in the world market.
If not, ghstention is the way to g
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MAJOR HASSLES OF CLOUD COMPUTING
CONTRACT AND THE LEGAL FRAMEWORK

Richa Mishea® and Aparna Tiwan™

ABSTRACT

Cloud computing as @ means fo replace the buliey and oxpensive hard drives it the meed of the fast
miorEny iformalion lechmolbey sictor, Siaviing from an indiidual 1o seall awd large orgeniyations,
clowd computing it ssed by everybody. Oming o its boundless nature and lack of geographical
corformidy, varions kgal ipoer arise ot of the fervice of clawd compuiing and £t s oflew seew that
the kpal framesork of amy éndividwal country is mof yet Tafficent ig tackic these irswer. A8 these
fegal ivsuer shrink dowy dp the contract af clowd compadting befuven the clond service provider and
the end aser. Therefore the contract plavs a pivetal rele in anderifanding and caring the nudsanc
of chowd computing. Thir artich: tries to critically analyze the conirac? of vlowd computing and
Jorws on 2he major irvues which are detrineenial to the ripht of customers. The artich alio dizeusses
e Lol framenork of Some conmtrier and bow this framenork lacks in catehing wp with the fant
mrorany world of clowd compaiing

A. INTRODUCTION TO CLOUD COMPUTING

A working paper was developed by The Furcpean octwork and Information
Secugty Agency (IINISA}, which was based on secugties feature of clond computng,
‘The definiton which ENISA formulated was based on recommendations from
the MNatcnal Insttute for Standard and “Technology (INIST), the Vaquero definidon,
and others: “Cloud compirting is an on demand service model for IT provisions,
often based on virmalizaton and distnbuted computing technologies.”

“The term (Jdud Computing is inspired by the cloud symbol which is often used
to represent the Internet in flow charts and diagrams.'™ Nataral Cloud holds water,
the internet cloud holds maramoth amount of data the analogy thus results in
coining the tenn cdoud computing”™ It works as a substitore for hardware and
software as it is made to share a pool of information, resources and data As

*  3d year, BCom LLEB{Tons}, College of Legal Stadies, Unirersity of Petroleum and Tncrgy
Studies.

* Trd year, BAL LLE, Collepe of Legal Smudies, Unipersity nof Petrolowm and Inergy Sudics,

170 The National Institate of Standards and Techoology (NIST), Available at -ktep:/f
wweeaist gow it ?clond*upload?cloud-def-w 15 pdE.
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defined by MNIST “Cloud Computing iz a model for enabling ¢onvenicnt, on
demand network access to a shared pool of configurable computing resources{e.g.
networks, servers, storage, applications and scrvices) that can be rapidly provisioned
and released with minimal managecment cffort or scrvice provider
interaction.” ™ Cloud computing means 1o sharc resources freely and convenientdy
from the nebula of computers.

B. CLOUD COMPUTING CONTRACE: COMPONENTS

Just like another click wrap agreement where the tetms and conditions of the
contract is already written and there is very little room left for nepotiation in the
contract cloud computing, contract in the other count on that list-Tn dlick wrap
agreement the user either has to accept the contract terms as it is or avoid the
contract. The party first has to go through the entire terms and eondidons of the
service and then has to express its dedsion cither by chicking on “1 agree™ or “I
disagree”. Click wrap agreerments atc mainfy used with software hicenses and online
transzetions. {ontract of doud computng varies with different cloud service provider
and also on the kind of service onc is looking for. Some doud service providers
provide the option of customizaton of services according to the need of the end
nger. A contract of cdoud computing though varies from one serviee provider to,
however the main components of a contract of cloud service are:

1. Terms of service: It is also known as rerms of use It estoblishes the

relationship between the supplicr and the customer. It specifies the legal terms
and conditions related to the service of cloud,

2. Privacy Policy: This part of the c¢loud contract describes what all data
stored m the clond 15 accessible by the provider and bow they can use it. It
also mentions the kind of right the prowider is going to have on the dara
stored in the cloud on account of it being the service provider.

3.  Acceptable usage policy: It lays down the permitted and prohibited practces
one has to observe in the course of using the service of the cloud provider
Jike prohibiting hate speech or forbidding use of service to deliver spam.

4.  Service Level Agreement (3LA): A part of the contract known as service
level agreement dezeribes what all sorvice weonld be provided. SLA mendons
the period for whirh service will be available and when not It also mendons
the compensation provided in case of bad service. “lt verifies what

171 Mitehell Cochran & Paol T Woman, Geperwame aed Serviee Lest! clgreement Triaes oo (dbnd
Compontnry Environment, Journal of Inforeation Technology Management (2014),
72
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administrators have access to the data and if there are logs that arc retaining
personal logs.F=

The cloud service providers drafc their own contract suited to their service and the
kind of users they intend to scll and thus the contract vary. For example the
providers whose buyers are commercial banks will be forusing more on their
privacy policy clause similarly whose buyers are interior designers will be focusing
on. the IPR clange. Some clavses which are pretequisite to a coud service conbact
are discussed below:

Liability: This clause settles the right and Labilities of the partics to the
contract. It discusses mainly the responsibility of the scrvice prowider in case
of service vutage or data loss and other types of losses. Most of the service
providers use this clanse to shed off their Lability. 1lowever the customer can
negotiate depending on their status if they want unlimited Bability in case of
breach of data protection, privacy or confidentiality

Intellectual Property Rights (IFR): This clanse makes clear the stand between
the service provider and the customer as to who owns the intellectusl property
tight over the material which is devcloped by using dre cloud services.

Termination of the contract: This clavse discusses the minimum service
pedod of the contract, consequences of ealy termination of the contract etc.

Governing law and jurisdiction: ‘This clause clears the jurisdiction of the
court that would be ¢ntitled to enforce the terms of the cootract. Jurisdiction
clanse may provide to resort to arbitratton or mediajon before going to any
court of law and the name of the arbitrator. Or it may restrict the jurisdiction

to a particular geographical area.

Lock In/Exit: This clause is considered to be an important one as it provides
the dudes of the providers post termination of the contract. This clausc may
impose g duty on the service providers to ensure that the data stored in the
cloud is dcleted after the termination of the coatract. This clanse also mentions
if the cloud service provider would provide transition-out assistance and if
yes at what cost. It also mentions the transition —out assistance If provided by
the provider at additional cost.

172 5.00 Koyoro, Elhilonle& 00 Awnodele, “Cload Computing Secority Issues and Challeoges™ £201 13

Vol. 3(5) Interaationsl Journal of Computer Networks 247,
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€. MAJOR IS5UES RELATED TO CLOUD COMPUTING
CONTRACT

C.1. ISSUE OF DATA PRIVACY AND SECURITY

Dioing wonders for all users be it 2 large multinational company or be it an
individual who stores his data on the cloud just to avoid the cost of hard disks,
coud computing holds its major drawback in its contract which decrease the trust
of the users. Though the demand of cloud computing scrvices is increasing at a
very fast pace yot the customers feel reluctant in using cloud services, privacy issues
being the top fear of all'Clenerally an individual would be less relnctant in sharing
his data with the service provider hut a large organizaton would think twice
before sharing its proprietary data with anyone. Information leakage is likely to
ke phice when informatdon of one user is given to other as a very large pumber
of users share their information on 2 single plaHonn Orgamizations in some
specific sector are forbidden by law to share cortain data like hospitals through
their privacy policy are bound not to disclose medical imformation of their clients,
RBI has issued guidelines for banks 1 follow a code of conduct when they give
their services to 2 third party.™ Cloud compudng in its very natute is designed such
1o store and make copics of the content we upload in order to make it available
wherever the customet wants it to be. The increasing usage of the services like
google drive, drop box etc. makes it a concern for the advocates of privacy 10
citicize the cloud computing model a3 most of the clowd compuling contract
explicitly provides in ome of its privacy policy that they own the right to monitor
the data om the cloud at its own will.'™ For example, given is one of the clauses of
poogle diive cloud computing contract:

“When yout sipload or otherwite submnit content %o our Serwices, you pive Google (and those ne
work with) @ sorldecde Seense fo wse, hort, store, reproduce, modify, reate derivative works (such
a5 these resulting from dransiations, adaplations or other changes me make 5o 1hai Your conlent
norks better mith our Services), commmuricate, pubfish, publich perform, puablicly display and
dirtribate soich comtznt.”

173 A. chhibbes, “Secarity Anafusis of Clowd Compreting” (2013) 2 (3) Fternations? Journal of advanced
Research in Engincering and Applied Sciences 2278-6252. Rerrieved 27.2.2015,

174 Nishith Desai, ¢ kud Computing Risks/Challenges Tagal & Tax Tssues (March, 2013), hup://
sroracmishithdesai.com,/ leadmin,/ user_uptoad fpdfs/Cloud_Computiog pf.

175 Michelle Mahais, Who owos your stff in the doud?, Los Angeles Thoes (Apr. 26,201 2t/
Jardicleslatimes com/ 2012 fape/ 26 fbusinessfla B ech sanry-clond-services- 20120426,

176 PT1B, Lagal Framework for Clond Cormputing in India, Perryd Law Organictions Bigg (Wednesday,
Cletober 17th, 2H 2, b/ fpecrpdlaarocg/blog/tp=118.
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Cloud computing contracts fly might in the face of much wanted nght in the
current jurisprudence of India ie. right o privacy to which the Supreme Eourt
recently nodded in affiomative. Adding to it, hackers can get an enormous amourit
of data of different companies and individvals frum the cond with 2 single attack
known as “hyper jacking”. Moreover through cloud computing Indiz is becoming
endemic to e survelllance in absence of dedicated laws. Por example companies
like Research in Motion through their cloud service provide e-surveillance to the
Indian intelligence agencies.'” Cloud service providers are obliged by law ro hand
ower all the sensitive data of the uscr in case an order has been made by guvernment
or its apency without our consent and even without our knowledge. So ene ncver
gets to know what the government is looking for and what they extracted from
the cloud.'™ We dor™ even come to know that a third party had accessed to our
data.

Now Iet us look into the kind of laws we have enforced to make onr cleud safer.
Section 72 of Information Technology imposes a deterrent punishment for those
who breach confidentiality and piivacy of electronic record, book, repster,
correspondence, information, documnent or other material without the consent of
the person concerned 1o any other person.'” Keeping in mind the urgency o
develop some legal obligation over the cloud service provider especially 10 those
service providers who deal with monetary transactions, Information Technology
(Intermediarics Guidclines) Rules 2011 introduccd the concept to due diligence
requirements for the cloud service provider companies as well as the inccrmediarties
t0» ensure that privacy is maintained and respected in the cloud so as to save the
data stored in the cloud from any kind of unauthorized access"™

Easturika Sen

Though our statutes somehow attempts 1o secure our data on cloud yet these nules
become tedundant at the moment we sign a contract with the service providers.
And the scrvices providers can easily cscape the rest of the charges like due
dilipence by simply showing that they did all that could bave been done owing to

177 1he Informaton Technology Act, 2008 § 72

178 Vanya Rakesh, Clwd Cmmprting in fndia: ‘The correet Ligal regime and the muatn Liser and § ballengrs,
b/ forwwcindiatewiournal oy archivesfvolume 7 fissue |/ artided homl, (Jast visited Scpr 11,
2017

179 Hasturka Sen, Privaey Essues in Cloud {ompuring With Reference To India (e, 4, 2013},
htip:/ /wwwmoudag.com/findia /a /279070 /Data+ Protectiond Privacy/
Privary+ [sgues+ T+ Cloud+ Computing + %With + Reference # To# India,

180 PILE, (bad Computing Legd liswer in India, Porepd Law Orgatizations Blog Jewe 24, 2014},
hoped f pereydaacorg/ cyberlawsinindia /2p=119.
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the very nature of cloud computing environment. Contract of cloud computing
are made in such a way that the user is left with no other option than to either
accept all the terms of the privacy policy or not to use the service. A very little
bargaining can be done by large organizations but small organization and individuals
have oo power to bargain on the privacy polides. The cloud serviee providers take
advantage of their upper hand over the users and contitme to trade on these terms
only.™ 1t has been seen that the issues relatng to cloud compurting are yet to be
satisfactonly dealt by Indian laws a5 compared 10 other countries.™ Clond computing
is a vehement no in governrment organization. Even Infosys and Confederation of
Indian Industry have doubted the use of clond computing for governmental
projects and public services till suitable and appropriate safeguards arg-made in this
rﬁﬁpcﬂ.ts,"

C2. ISSUE OF JURISDICTION

Jutisdiciion is the extent to which a certain power that can be enforced The
Jutisdiction of the courts of state is limited within the boundaries of that state and,
it 15 where the problems comc in case of services that are received through the
wordd wide net. lutemet is huge network that has crossed all the borders and
boundaries.

Many thinkers of the modemn have commented that the network and its far zod
wide reach have diluted and if not diluted then, it has definitely posed a threat to
the concept of the sovereignty of nations at least in the eyber space. In case of
internet there has often, arose an ambiguiry so a5 to which jurisdiction can apply in
case of a criminal activity that occurs in inter twinkled web of data that is setup in
multi-junsdictional space. As the problem which always arise is that an act which is
considered a crime in cettain territory might not be 2 arime in the other therefore
the law of lands which has been establish and working since ages seems useless in
the cyber warld.™ When talking about judsdietion three itaportant elements exists
Which are firstly, the power to prescribe that is establish by law, secondly, the power
i1y adjudicate that is exercise by the couris and thirdly, the power to enforce which
iz the application of compliance.™* In case of cloud computing where the scrvices

181 PTLB, Clowd Computing: Legal and Rapuiztory Iiaer in Indis (Feb 5, 2015, hatp:/f/
wwrwelectrontcconr iz in/blog / fp=617.

182 Crectaldalal, Lege! Fromeword For Cloed Compuiing I India, Inteenational 0T Policies and
Srrategdes(lune 25, 2011, 4:17 AM), hetp:/ ferps blogipet.in /2011,/06/lcgal Eramewrock- for-
cloud-computing in.himl

183 Alan Iaeris, The Lagal Standing of Date s o Cloud Computing Finvironment (31 May 2012),
wars. comp.dit e/ dgordon/ Research / disserra tions / Alaal T rris. pudf,

184 Reetn Sony, Date prodion seger dond comgputing: & jurisdictional atpectLave)ournal of Fligher
School of Heonomics, Dec 201%, . 81, 91,
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are provided to the user who is in various coroers of the world huge dispuies anse
regarding the jurisdiction to proceed with the legal action. The clowd computing is
cstablished as domestic and trans border clouds. 1o domcstc system, the coud is
established within the jurisdiction of the same nation state it is alse koowo as the
mono-judicial system. whereas in ttans border systemn, the complete cloud system is
not limited to one or same junsdiction of a certain nation. Therefore, clond
computing including both national and international elements which gives fse
various questions like which law and which jurisdiction would apply to this huge
amount of data that is broken into various parts and stored in storage center which
can located anywhere in this rouliz-jutisdictional wodd .** The difficulties that anise
in the doud computing is that this data trawel across that the net therefore it
becomes vory difficult to locate this traveling data and even if it is located anather
set of problem. that arise that to whom does this datz belong, by whom is this data
processed and who would be responsible for the data leskage and the security
issues."™ In clowd computng envirogment the cloud the user is in country A, the
cloud service is based in country B, and the data center can be located in country .

Usually the law of the country which receives the services is applied. Some of the
recent issues that have come up are that, what happens when the data center iz
located in some country that does not provide adequate law for data protection,
what happens in a country that does recognizes the user’s right. There are multiple
copics of the same data is made and if the service is over then which law govern
theses copics and how arc they destroyed arc given back to user and in case of
some natural disaster and what happens if there information leakage " Therefore it
shows that the Just the nationazl laws B not sufficient and there is need for global
inidative to govern the cloud computing enviromment.

Presently the cloud user accepts the jurisdiction in case of conflict by dlicking on the
standard form contract, and in most of the cases the responsibility is on the user
organization instead of the cloud provider. And in a research done it was found
that 15 out of 31 big cloud providers does not mention the locadon of the data
center and what steps would be taken to protect this moving data.” Therefore the
uset otigination should properly negotiate with the cloud provider, which should
inchude detailed clause for the jurisdiction, data protection and data ownership.

186 Somy e note 76,

187 See Id

188 W Kuon Ilnn, Chrstopher Milard 3& Inn Walden, MNegatfating (b Contracty - Fsaking o Clandr
from Beih Sides Mowy 16 STAN. TECH. . REV. 79 (2017 btip:/ fatlystanbord edu/pdE/
clovdeontracts.pdf.
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C3. ISSUE OF OQWNERSHIP OF DATA

The ownership of the datz on the cowd 15 also one of major concerns that have
attracted hupe attendon. In reslity, cdlond is nothing but various servers that are
housed on thousands of acre of facility thar arc owned by seme multple national
corporate. Thereby storing the dat on some computer 1o which we cannot have
direct access.™ When we agreed o store our data on the cloud, then basically agree
to give acress to your data to the third party. ™The contenton lies at the poiot
where we believe that, as the data stored by us, therefore it belongs to us and we
held the ownership to it, but the cloud provider has the possession of the data so,
uow the question atises that docs the cloud provider also holds’ ownership to your
data There are various arguments that as the data has been transferred therefore
new the cloud provider has right 1o it as they the wetainer of the data and secure
them and the other argue that the only role played by the provider is of the care
taker where he takes care of the digital data,™

There are two categores of data stored in clond Firsdy, the produced by the user
before storing it on to the cloud and second category is the produced on the cloud

iesclf 12

The orenctship is governed by thtee kinds of law that is the contract, copyright
and comfidentlality and the details of these laws may be different acconding to
different countrics therefore data produced and stored in diffcrent countries are
subjected 1o different Jaws™ The dat that is produced before using of doud
service and then stored in cloud is subject to the copyrght law of the country
where they were created whereas when the same user created a new data on the
cloud itself it is subjected to the laws of the countries where the data is stored.

There is problern when the laws of all covntries might not be so advance in order
to detect the muisance of cyber world. There are laws of certain countries that ave
much strict to tackle the cyber uwisauce and are capable of ackoowledging the
rghts of the people in the virtual woirld as well Therefore, when there iz clash
between the legal systems which are far away from each other in terms of their
advancement issues are bound o happen In thiz present state of confusion, all the

190 Rick Delgad, The Onsing Onerion of Diats Onmorsbip in the Chind, socPub Frrmerly CMS
Report, bups.f S werasocpub.com fardcles/ the- ongoing -questnn-of-data-renership-in-the-
clowd §374% (asc visibed AuglQ, 2017,
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right and duties concerning the coud service comes down 1o the contract that is
accepted by both the parties."™ There arc sotae providers that reserves all the rights
te> access the data with them only while some other reserve noly cortain rights in the
dara. There is also a2 practice whete the provider reserves their dght to the data as
a way to lock in their client so that the user might aot have an option to switch
their clond service. After entering into the contract power of ncpgotating with
cloud prowider last and the contract is often more biased toward the provider.

The sitiation can be avoided by certain iniatives and by been more cateful while
contracting. In otder to avdid the hindrances due to different law and different
parameters of sternness there should be a global initiatlve for a standard law for
amount of ownership and authority that can be guaranteed by the cloud prowader
1o their user,

The most important precaution that can be taken is to carefully anaiyse the terms
of the conttact that is entered with the cloud provider Careful comsideration
should be dune, before accepting the following terms of the dond contract.

Tlirstly, the contract states the procedure through which the data would be returned
to the user 4t the termination of the conttact or ending of the contract midwar,
the data should be in a format that is easily accessihle and commenly used by the
user aud not in somc inaccessible form; the contract should clearly define the time
peticxd within which, after the termination of the contract, the data would be made
available to the user; the contact should mandatorily provide for the destnuction of
all the other copies of the data after the contract of scrvice is over as well as the
process and the time by which it will be done. In order to authenticate thesc actions
there should also be a certificate of destruction should be given to the user. ™

The solution ti this problem is also given in the form of data cryptoptaphy which
is scicnce of writing and solving code therefore it basically can be used for sceret
communication. This data encryption should be used be by the secret key and not
through the secrecy of algonthm™ By having the encryption service the user will
have the right to audit the secutity and storage center of the data, the encryption
can be used to provide notification in case of any security breach.™ This cnsures

195 Thomas | Vrappler, Bl sonr deaef #0 the cddd, &5 22 10 yonir ddad, COMPITITRWORITY {Jan
17, 2012 %58 ANG PT https:/ ferwrsccompuectoasld confarticle /2501452 data conter/when
your-data 3 in the clowd —is-it -still-yoar-data- html.

1% Kd {iclbgtein, and Viktor Polic, P2t Owmerr’ Becpomsibifizicr Wien Migrotns 2o the Ched, 6
ISACA Jouroal (2004} hipe/ fersnacisaca ong/Jouroal/archives /2004 f Volume -6/ Pagees. S Yaea.
Cremers-Responsibilities-When-Migrating-to- the-Clond.aspx.

197 Pawrick iray , Legaf Trees fo commder with clowd compeiing, T MREPUBLY. (March 5, 2013), hap:f
Fwaractechrepublic.comf blog/ tech . decision maker/legal-isanes o -conutder-with-cloud-
computing/ .
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that daca is readable and accessible only by authorzed people.!” There are also
certzin concetn related to the cneryption as it increases the complexity and required
cyber professional to establish this system,

The hybrid model can zlse be solutivn to the problem of ownership in cloud
computing. In hybrad model, 2 big enterprise can store the most important and
crtical data on their private clond which is present on their premize and the less
trnportant data can be stored in the public cloud. Therefore, the ownership of the
crtical data is in tacked.

C4. ISSUE OF CHANGE IN TERMS OF CDNTRAC:T

LeCs suppose that the eustomer being 2 vigilant one carefully kept :m-e_ve over all
of the clanses and fetched for himself an appropriate and less risky cloud comprting
contract, but then he come to the last clavse which mendons that the abovementoned
contract terms can be changed at any point of time unilaterally by the cloud service
provider. A large oumber of contract contained the terms providing that provider
could amend the contract simply by postng an update of the service. No consent
other than mete continning to use the service is essential and would ameount to a
deemed acceptaoce. The cloud providers play very safely as they give a notice to
the customers to check their lengthy and complex terms and condidons line-by-
line. The providers do not even highlight the modified clauses nor do they even
provide the date of revision. So one must be very watchful and need 10 constantly
ook up to the contract to see if the almighty doud provider has done anything to
ir. I we take into consideration the law on this point, a valid modificetion can
happen only if the parties to the contract give assent to the subsequent changes if
any party disscnts, the changed modifications are not enforceable.

D, LEGAL FRAMEWORK TN SOME COUNTRIES AND INDIA

The igsue that the lepislaon of most of the counirics tackle in ease of doud
computing is the privacy and security of the of the personal data and information
of the user that is stored in the dond service. Given below is major legislative
framework adopted by some of the countries around the plobe.

United States of America

There is stll no direct law in America to protect the privacy of the people. Sl the
right to ptivacy of American citizens iz protected through various other lepislations.
The law regulating the privacy depends upon the type of the privaic information
that is breached therefore it information specific.™

199 See Id
2000 Girav, seprr now 29.
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Under the Federal Information Security Management Aet (IFISMA), 2002 the US
Wational Institte of Standards and Techaology (NIST) have issued the pmidelines
to handle the privacy and security issues arising in cloud computng along with. their
safegurards,

Fow other major stamics that govern privacy right are io USA

The Federal Trade Commission Act **(FTC Act) — the decepuve or unfair practices
are prohibited through this law This law s used for online and offline data
secutities as well as privacy policies of USA.

The Financial Services Modemization Act ™ govemns the use, disclosure and
collection of finandal resource and infonmation.

The Health Insutance Pottability and Accountability Act ™G govern the medical

information therefore applying pharmiades, data process and health care facilivcs
and all the instnution that have any medical data.

The HIPAA Omnibus Role also revised the Security Breach Notfication Rule®™ it
provides for the notfication in case of breach of any health care information.

The Federal Trade Commission repuniate the business that nse the eloud technigue in
storing information and it hag alse given report to bring about changes to acourately
tackle the clond computing issues.™

THE EUROPEAN UNION

‘The Data Protection Directive 95/46/EC regulated the privacy and security of the
persomal data of the EU while free transmission of data. It has following major
Features where the subject need to be informed about their data collection; he
should be informed about the party collecting the dats; he should be informed
about the measures taken to protect the dats from theft, misnse, Toss; the sharing to
data with third paity should not be dene without pormission of the cwact; the
data should be used only for the stated purpose. *7

202 Gramnm-Leach Bliley Ace {(7;IB) 15 U5 §46801-6827

203 {HIPAAY 42 TLAC. §1301 o seq,

204 45 {CER. Parr 164

205 MR, Srcenivaza Murcthy, and D K. Syamala, fr Indfle gearing ap bo forr clord techrolngies? [aig
privacy € securily fsswes and regulalory fromeverk in Iedis, wredrew, 8 ML) 2006 heep:f/
warnlexisnexis.com/in/legal/search /homesubmitForm. do# | | BOGLEAN| || |.

206 Margmret Rowsse, T Date Prutection Directive (Dt 25/ 46/ B0, hope f fwhatis rechratyet com)f
definiticon/ FU-Data-Protectinn-irectve-Directve-93-44-14) {last updated in Jan 2008),
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Buropean Convention of {yber Cnime, the fitst intcmations] treaty on computers
and Internet was adopied in the year 2001, This covers the following nuisance of
cyhercnme like cyber frand, data and system interference, illegal interception and
misuse of the devices, **

Canada

Canada has a single legislation to govern the security and privacy of data which is
the Personal Information Protection and Electronic Docuaments Act (PIPLIDA)
2000. It is based on ten principle like consumer right to challenge compliance,
accuracy , individual access, limiting collection, consurner consent, data safeguards,
limiting use and retendon and openness. It governs the personal data of the
consumer that is held by private organizadon. * Canada has maintained office for
privacy commissioner which acts as the naponal regulator for the data for the
privacy issues."

India

India has only recently started pgiven importance to the internet intermediate habilities
therefore India hardly has any brw in regulating it as compared to the western
counties like USA | Canada, Horepean union and many more.

According to consultation paper on cloud computing by telecom regulatory authority
of India™ following were the existing law which would protect personal information
thercfore belp in data protection and privacy.

The definigon of ‘telecommunication service’ given under secton 2(k) of Telecom
Regulatory Autherity of India Act, 1997 can include the cloud computing which
covers “service of any description that is made available to users by means of any
transmission of recoption of sims, sipnals writing, images and sounds or intelligence
of any nature by wire, radio, visual or other dlectromagnetic means™. "

The breach of privacy and security by cloud computing can come within Informaton
Technology Act of 2000 which fizes the liabilities for the intcract intermediary.

208 Undersiandine Canada’s Trivate Sedtor Doty Secwrity Towe (PIPRIA o PIEA), varcnis hetpe:/ f
wrwranis.com). Jast visited Aog 12 3:00).

209 Alan areris, The Lenad Stonding of Dt in @ Clond Convprting Flavirenment(31 May 2012),
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Section 43 of this Act aims at the protection of the user computer system form
database theft, digital profiling, unautherized copying and extraction and it section
43A when read with the Reasonable security practices and procedures and sensitive
personal data ot information) Rules, 2011 protect the security of the porsoenal
information that is held and handled by a corporate and in casc of any negligence
i providing adequate sccurity by the corporate, which results in any kind of loss or
gain 1 any person then the body corporate would b Bable to pay compensation
to any affected person.

Section 65 of the IT Act provide the protection against the meddling of the
computer soutce document like alteringr | desiroying and concealing of the computer
source code.

Section 66 of the Act, provides punishment up to three years of imptsonment
and fine up to five lakh rupces or even both, for offence done under section 43 of
the Act. In case of hreach of the contract by the intermediary scrvice provider
Lke cloud compunng which results in loss or wronghul gain of the personal
mformation that is beld by them, the punishment for such breach is prven uader the
section 724 of the Act which imprisonment np to three years aud fine up to five
lakh.

The Section 732 of the Act, provide for extra territorial jurisdiction wherehy the
uffender can be hiable whether he/she is within the Indian Tettitory or outside with
condition the offencce include computer system or netwotk that is Iocated in India,

On Aungust 24, 2017 a landmark judgment on the right o privacy will pave new
way for the dara protecton legislatore in India. The Supreme Court in the case of
Justice K.S. Puttaswamy (Retd) vs Union of India passed the judgment on
making right to privacy as a fundamental right. This unanimous decision by a nine
judge bench has not only prorected the fghe to privacy in the physical world but
also in the electronic and virtual waorld ' Fven though the night is not absolute and
all the restriction that is imposed on the Article 21 (that is right to life and personal
liberty) are applicable to fight to privacy as well Yet this right can be used to
protect the atizen of Indin against the arbitrary end wnjustified breach of privacy in
digital world by government or even povate organization The future of the data
protection liez on how the interpretation of the judgment is done in the light of the
present clrcumstances.

213 Akhil Deno, {fow e Right o Privacy Jadpeeent Wil smd Won's Inmpact Indies Dute Prorection Rgin,
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D.i. GLOBAL INITIATIVE FOR DATA PRIVACY AND PROTECTION

The first ever legal framework on global level for data protection was in the 1980,
OECD Guidelines which aimed at protecting Trans boarder flow of data. More
changes were brought to this guideline in 2013 when it acknowledged the basic
value of privacy as wcll as the free flow of personal data as well as the intensity of
risk associated with it It recognized the need for better privacy framework and co-
operation amongst nations for ptivacy protection. Certain principles recognized
under it are Use Limitation Princple, Data Quality Principle, Collection Limitation
Principle, Security Safepuards Principle, Accountability Principle, Putposc Specification
Prneiple, Openness Prinaple, and Individual Participation Principle.

Anothet Initiative was seen in the form of prvacy framework by Asia-Pacific
Feonomic Co-operation (APEC) in 20047, the basic aim for his regulation was
toward the accountability the organizaton handling personal information.

E. CONCLUSION

Through this article, we can understand that the two major stakcholders involved in
a cloud computing service are the cloud service provider and the end user whaose
rights and Labilitics are dependent on the contract they enter. The issues arise out of
the coud computing contract mostly becanse the contract gives an upper hand to
one of the party while ignoring the reasonable rights of the other one. Theretory,
it is the need of the hour thal 2 legal framework is drafted which is common to
the countrics of the globe because this menace cannot be tackled by the law of a
particular nation owing to the very global namre of doud compnting, United
Mation sesms to be the appropriate organization for taking this initiative as it has
the highest membership of countries of the pglobe. IIN can pass a resolution
containing the mandatory guidelines to be followed by each dloud service provider.
Such a guideline would be the answer to every intricacies of cloud computing
service. Every country signing the resolution would get connected in the group of
countrics which will have common law for doud computing issue and thus would
create 2 platform where the nght and Habilitics of the parties to the contract will be
guverncd by some basic principles of justice and not just by the terms of contract.
On the other side, countties who have not signed such a resolution will be blocked
from providing its service ro this group of countries.

These are already groups sueh as Cloud Security Aliance (CSA) and Open Web
Application Security Project ({ WASP} who are gathering and analyzing information
about cloud computing related standards from solution providers and individuals

214 topra notedd
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to find out the best practces for the sceuricy of information on doud ™5 (RFASP
also maintains a list of vulnerabilities to clond computing service and $AS and
keeps it updating according to the change in threat. Some of the already
acknowledged solutions are piven below?:-

1.  Dats access control will check the access contol with the cloud service
provider each time the service is used by the consumer,

2. Cloud service prowider mnst check that the zccess devices are secured from
mabware and must be featured with advance authenticetion features.

3. The dond service provider will provide every informatien and audit report if
a guery has been made by the user

4. The dond service provider should meotion about the process a5 1o how the
data will be deleted from the cloud and such process must find a place in the
contract s¢ as to comply with it mandatorily. Also, they should verify the
deletion of data from the providers each time the drive is abandoned

Such a legal framewotk shonld be such that it ereates a balance of interest between
the providers and the customers so that the scope of cloud computing can be
expanded. Moreover the framewotk should address the present issues aud be wide
enough to cxpand to cover the issues of futurc also. The custorners should act
prudent and vigllant while negotiating the terms of the conttact and not just click
“I agree” like any other click wrap agreernent. Only then the hassle of coud
compmting contract will be in contral.

215 Prince Jain, Secity deswes and heir Solution im Chowd Compating, conforemce [-Sociy, Iniermational
Jesragl of Compeing & Busimesr Rewereh, hup:/ favwwirsezrchmanuscripts.com / socieny 2012/
1.pdf,

216 Pathal, P B, Mabwate Growing Cybercrioe Threat: Understanding 2od Combating Malvertsing
Attacks, 2016, Intemsticnal Joumal of Advanced Research in Computer Scienee
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DATA PRIVACY - CONCERN OF DIGITAL WORILD
Alkshat Shonak™ and Himanshi Hans™
INTRODUCTION

Cybercriminzls are constantly brilliant, quick, and unimaginably versatile and continually
searching of traps 2nd systems, chances to cause harm and bargain. Ransomware is
a type of infection or mabware that keeps or points of confinement “clients from
getting to their framework asscts. The infection extorts amount via some online
jnstallment techoiques in order to give cntty in their frameworks, and recover
information.?” Criminals basically concentrate on the refinement of current devices
and procedures. The threat is definitely advancing dynamically. {onscquently, it
becomes practically impossible for a uscr to understand the functioming of
Ransomware atd ascertain the most ideal approaches to prevent oncself from the
attack. Versatile Ransomware assaufts are relied upon in order to increment because
of the rclocation of business on convenient gadgets thus it ends up plainly
fundamental we ought to have the capacity to secognixe how, where, when, and
why a danger works.

The excmplary growth of social media in the last deeade has redefined the
communicatlon systems and framework via internet in the midst of individuals by
captivating it to new level all together. The technological innovation has made it
conceivable to go into a person’s home without thumping their entryway and
which is similadly conceivable in cooperation with the State and non-State actors.

LITERATURE REVIEW

Iilisa Bertino (uly 2015)™ rescarched on “Agenda for security and privacy in big
data” and addressed the problems related to confidentiality of the matter under
the ambit of big data.

Dr.EnginKirda® “Cutting the Gordian Knot: A Look Under the Huod of
Ransomware Attacks” researched on the behaviours of some of the ragsommware
samples and concluded that apparenty most of the ransornware types are basic.

*  4th Year, Aminy Law School, Delhi {Affiliated to G{3STPLT)
= 4¢h Year, Amity Law School, Delhi (Affliated ve GBI
217 Big Tt “(Bigllata Congress), 2015 IEEL International Congress 237077007
216 Amin Kharrz, William Roberesom, DavideBalmrot, Leyls Bilge, *{lutting the Gordian Knoe
A Lok Under the Ilood of Ransomware Attacks”™
219 Supta note 1
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DrPB Pathak™ “A Dangerous 'lrend of Cybercrime: Ransomwate Growing
Challenge™ after analyzing the types and working of a Ransomware concluded the
prevention mechanism.

RESEARCH METHODOLOGY

Being an informative and elborative sindy, it depends on secondary information
from scholarly work, writings, dally papers and magazines. Keeping in view the
aims and objectives of the cxamination, an expressive methodology has been
adopted to have more efficiency and thorough scruting of research work, The
reachable secondary data is used for research study.

WHAT I5 DATA PRIVACY?

Person, a5 citizens or purchasers require the mode in onder to exercise their privilege
to remain safe and prevear their files 2nd dara from being misused. To safepuard
our local laws and traditional culture, data laws have been put in force so that
information ramaing private and citizens remain secure.™

Data Protection laws have been enacted with the intent to protect onr files
and information and to prevent it from being a recording framework. In the
present scenario, the only way to secure and protect our own data is that basic data
protection laws curtail the powers and functions of the governmental organisations.
The povernmental organisations have ctnphasised thar untl the work of the dtizens
confine to their prescribed standards, they will contime to gather private informadon
withewt the citizens even kncowwing about the same ™

NEED OF DATA PRIVACY

Lvery opportunity and interaction with an onlwe server for exchange of information
via purchase or enrolment some data iz shared in the open space and dara is
thersfore provided. This dara is further manipulated by vatious organisations and
companies who tap it uoethically by data mining Therefore, there is 2 sevete necd
of an epactment aigning at information assurance and prevention by governmentsl
organisation.

Since the 19605 and the extension of dats iInnovation capacites, business and
government associations have been putting away this individual data in dacabases.
Databases can be sought, altered, ¢ross-referenced and information imparted to

220 “Thaniel Solove, 100 Beasons Why Privacy Matters pubbshed on Jaouary 20, 2014"
221 Chozana P Moniodis, “Moving from Nixon to NASA: Privaey s Sccond Strand- A Right o
Infurmational Prvacy™, Yale Jommal of law and Techoolegy (2023, Vel 15 (1), 159,
222 "Micha] [. Rustad, SaonaFulevska, Reconcoptuabizing the cipbe o be forgotoen oo enable
trangthntic dat flow, 28 Harv L. & Tech, 349°
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different associations and over the world™ Onee the gathering and handling of
information wound up plainly far reaching, indrviduals began making enguirics
about was going on 1o their data once it was turned over. Who had the privilege to
get to the date? Is it safe to say that it was kept peciscly? Is it accurate to say that
it was being gathered and scattered without their insight? Would it be able to be
utilized to segrepate or mishandle other key rights?

From this, and developing open concern, information assurance standards were
formulated throngh various natonal and global discussions. The German locale of
Hesse passed the main law in 1970, while the US Fair Credit Reporting Act 1970
addivionally contained a few components of information assurance, The US drove
advaneernent of the ‘reasonable data practices” in the mid 1970s that keep on
shaping information insurance law today.™ The UK likcwise settled an adwisory
group around z similar time to audit dangers by privately owned businesses and
arrived at copaparable conclnsions, Nadonal laws rosc soon thereafter, starting with
Sweden, the U3, Germany and France. Facourage energy was included 1980 when
the Organization for Economic Cooperation and Development (OECLY) buile up
its security rules that included “protection standards’, and presently the Council of
Furope’s tradition came into constrain ™

Currently, there is a scenario of distrust and an urgent need of a robust mechanism
or provedure is there in many countries with tegard to their data in the hand of the
government agencies. Contrary to this, abowr 100 countries have excepdonally
worked o formulace the laws and rules for the regulatlon of "data® Albeit most
nations have acknowledped information msurance is essential in chosen segments,
they have not yet created far reaching information security kow that applies to all
business segments and to government. ™'

RIGHT TO PRIVACY

The right to privacy is an inherent fundamental tight. This right secutes the imveard
circle of the person from impedance from both Government and prvate individuals
and enables them to take independent and self-sufficient decisions of their lves.™

223 "Michacl L. Rustad, SaomaKulevska, Reconceptualizing the rght 10 be forgoten to coable
transathotie dara Bow, 28 Marw L. & Tech. 349"

224 "Samwcl T3 Warren and Louis DL Brandeis, The Right To Privacy, 4 HARV, L. EEV, 193 (1890

225 (Gary Bostwick, ‘A ‘Tagonomy of Privacy: Repuse, Sanctoary, aod Intimats Dedsion (1976) 64
Colifomis law Review I8#7.%

226 “Jeffrey M. Skopck, Ressoaable Fapectations of Ancoyovity, Vigini Lew Review (2015,
Vol.101, 691-762"

227 “Hichard A. Pusoer, Povacy, Surveilbace, and Taw, The University of Chicagn Lawr Review
{20018), Val75, 2517

228 1973 4 SCC 235
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The most obvious example of such principles being piven effcet is PUCL
v Union of India®”, in which the right to privacy was recognized in light
af the “Intcrnational Covenant on Civil and Political Rights 1966 (Article
177%" and “the Universal Declaration of Fluman Righta 1948 (Article
12)M7, to which Indiz is a party, both of which recopnisc a right to
privacy. The ICCPR specifically have explicitly mentioned the commitment upon
the signatory states to sccure the achicvement of the norms. The judgment
also finds it relevant that while becoming a party to the ICCPR, India had
filed reservations against Articles |, & and 13, however, no such reservation
was filed against Article 17 and this indicates the acceptance of the rght to
privacy and a commitnent to respect and protect jt*

In an article “privacy was described as having an image problom™®. It is
contempiated, “old-fashioned at best and downright harmful at worst - anti-
progressive, overly costly, and inimical to the wwlfare of the body poline”™,

“When ptivacy and its purportedly outdated values must be balanced against the
Cutting-edge imperatives of national secarity, efficiency, and entrepreneurship, privacy
comes up the loser, The List of privacy counterweights is long and growing, ‘Ihe
recent addiions of social media, mobile platforms, dond computing, data mining,
and predictive analytics now threaten to tip the sealcs entirely, placing privacy in
permanent oppositon o the progress of knowledge ™

Massive concerns are as of now wioning as for the insurance of individual
information and data, generally the privilege to one’s security. ‘The union of
advancements has brought forth an alternate amangement of issues concerning
secutity rights and information assurance. Creative advancernents make individual
information cffordessly availabie and transferable.

229 "Ardele 17 of the PR stares
1. No ooe shall be subjected to arbitary or unlowful intcrforcnoc with his pIIvacY,
Bnily, homd or correspondence, nor to uwnkvwfal attacks oo his hoooor and TEputALion.
2. Diweryome hes the rght to the peotection of the law agsinst such inretference or
attacks ™

230 “Article 12 of the UDHE siates: The Right o Privacy. Nobody should wy to harm
our good oame Nobody has the dpht to come intw our home, open omr letters, wr
botwr s or cur family withow 2 good feason™

2M "Report of the Group of Fxperts on Prvacy (16 Oerober, 20123, Government of loudia,
available at hegp:/ / planpingeommission nicin/teperts/ genrep/rep_privacy pdf™.

232 “Jubic E Cohen, What Privacy Is For, Harvard Law Koview (2013), Vol 126, ar p 1904”

233 Thad.

234 TIhid, ar pages 1904 1905,

235 VondaBhaoudari and Reonka Sane, “Tuwards a privacy framework for Tndia in the age of the
intemer”, Oktaber, 2016, hetp:/ /macrofingee.nipf orgin /FF/BhandariSanc 2016 _privacypdf,
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DATA. (PRIVACY AND PROT ECTTON) BILL, 2017

Open talk around data protection s most likely at its apex in India today. 1o the
Supreme Court, a nine-jedge bench has also declared Right to privacy as a
fundarental fght of the privilege to life of a person under Article 2I uof the
Consttution of Tndia. Tn the mean time, individual from Parliament Bajayant Jay
Panda tabled the 1eta (Privacy and Protection} Bil, 217 in the lokSabha as of
late, proposing the privilege to secutity as 2 crucial ideal for Indian natives.

This isn’t the first run through 2 Bill proposing such a privilege has been: set
down in Parliament. Panda himself had introduced a Bill going back o 2009, dtled
““I'he Prevention of Unsolicited Telephonic Calls and Protection of Privacy Bill”,
whick went for restricting spontaneous phome calls by business promoters of
people to people who would not like to ger such calls. It expressed that each
individual shoukl have the independence to security and flexibility to lead and make
the most of his cxistence with no unjustfisble cncroachment.

The “Data (Privacy and Protecdon) Bill, 20177, stipends a legal Right to
Privacy under Scetion 4 of the Bill. Be that as it may, this Right to Privacy is just in
accordance with Articles 19 and 21 of the Constlution. Even though a legislative
acknowledgment of the Right t Privacy might be cheered on being an infant
footstep the correct way, it is basic to welcome the threats of connecting with
Fundamental Rights under Asticles 19 and 21 e

Nonetheless, it is indispensable to take note of that this Bill applies to private
organizations or body corporate, 2s well as is similady relevant io state clements,
government offices or some other people following up for their benefit. Indeed,
even the meaning of an “outsider” under this Bill mcorporates people in general
experts. This symbolizes a noteworthy transformation in legal sewup from the
current administration within the eurrent “Information Technology {Reasomable
security practices and procedures and sensitive personal data or informatian) Rules,
20117 (“SPDI Rules™).

‘I'ne Bill additionally aitns to make more efficient the information insurance
administration in the country hy giving an inclusive systemn and proposes the making
of the “Data Privacy and Protection Authority”. This specialist will go about a5
both the controller and adindicator of debate emerging from the At and will
likewise: have the ability to start suemoto activity against an informaton processor
or controller. All the more imporranty, the Bill propases 1o owverridingly have an
effect on the “Information “Technology Act, 20007, and the “Telecom Regulators

236 Bowen, B M, Hemshbop, 5, Keromytis, A T3, Swolby, 5 ). “Paiting inside atrackers using decor
documents”, Sptinger, {2009).
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Authority Act, 1997, and some other enactment tending to the accumulation,
handling and capacity of individual informadon.

Further, as per the definitions given im Section (2} of the Bill, the two information
processors and information regulators are characterized, giving clearncss on who
hoids information. Be that as it may, the Bill does not recognize the commitments
or liabiliies between formation processors or information controllers. The Dill
additionally has a squeezing roidpoint around the well informed and clear-cut
assent by a man giving individual data. With regards 1o sensitive and individual daca,
the individual raust give his or her express and positive assent for the capacity,
utlize, preparng of any such informadon.

Sectivn 10 of the Bill includes the “Right™ to look for rmaking out of
informaton. ‘Ihis Right to look for procuring of information will force a more
prominent obligaton on informaton processors/regulators wha are 1o expel the
information given inside the fixed penod The production of such a Right is Lable
1o awesome level headed discussion, as saw with regards to the Right to be
ovetlooked with regards to the Furopean Union Further, this Righe is fiable 1o
spedfic constraints, for example, shielding opcn intrigue or in encouragement of a
Judicial Dectee.

Secrion 14 of the Bill expressed that “while giving consent™, the individual
might have 3 “reasonsblc cxpectation” that the information controller/processor
will comply with tbe armangements of this Act, who must take all satety efforts
essential for shielding such individual information with “due diligence™. While the
goals of the Bill are o give a man 2 well being net against informartion insurance
ruptures, it is basic to clanify the trouble in coordinating such guidelines of assurance
as digital assaults and informaton busgglaries keep on evolving, regularly leaving
existing safety efforts repeddve. This right lead 1o conduits of case. The Bill
likewise presents the idea of pseudo-anonymisation of information, so a2 man can’t
be distinguished utilizing such data without the utilizaton of extra information. ln
any casc, psendo-anonymisation is failed to command but rather is just “empowered”,
expanding cscape danses particnlarly with regards tor 2ssurance of touchy, indrvidual
information.

Under Section 36 of the Bill, no individual can assist or direct inspection of 2 man.
Notwithstanding, an cxcepton is created for state organizations, conditional on
specific confinernents and earlier support by the DFPA. The time span for putting
away such information should be decded and no information which is aot any
mote vital for the Govesnment organization ought 1o he collected to following
365 days from the DPPA’s endorsement which guarantees the Governmetnt does
not forget about a man’s entitlement to security ceaselessly. (o 2 comparable note,
a1
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individual profiling has been deried hy the Bill and any occasion of profiling
would add ap to an attack of a mans Right to Prvacy Be that as it magy,
conceming delicate, individual information, Section 202) of the Bill gives that, no
sensitive information might be prepared for sere other reason separated from its
planned utilize yet can be utilized by welfare plans and social insurance laws. Thus,
this would sugpest that the Aadhsar plan of “BHIM (Bharat Intecface for Money)”
would Lkewise approach a man’s close to home, delicate data.

Ultimately, the Bill made all offenses within the arrangements cognisable
oifenses and has expanded all money related punishment and detainment time span
for all current ruptures. Furthee the idea of applying a high fiseal punishment on an
every day premise, in light of amount of days of infrinecment of information
secutity), has been forced, to gnarantee defaulters are compelled to tzke firtng
measures to cure the break on an auspicious premmise. Subsequently, while this Bill
presents 2 couple of much-required changes as far as prowing the cxtemt of
matcrialness information insurance laws and perceiving the Right to Povacy, such
euphoric arrangements are similarly shadowed by areas that empower use of
delicate, individual information for welfare plans, in this manner forcing statutory
impediment on the Right to Privacy. However, what stays certain is that an adjustroent
in the current system is the need of preat importance and if late occasions are
characteristic of this transformation, change is practically around the bend!

Highlights
*  Onc of the iaportant features is that the Bill has characterized phrasings and
in addidon “forms™ Like informaton handling, and profiling of people.

*  Clearness of definitions is one of the fundamental territodes of worry around
laws in India, as definitions have frequently been abused for implemendng the
state’s power by empowering clear speculations.

For instanee, Section 66A of the Information Technology Act, which was revoked
by the Supremne Court in 2015

»  Thc bill takes after a rights-bascd approach and commands the assent of a
person for accomulation and preparing of indmidual information.

= The tabled charge communicates that the last proper way is to change or oust
singular data from any database, paying little respect to whether open or
prvate, rests only with the individual.

*  All the more crtically, the “ezemptions™ against this prvilege are characterized
barely, accommodating a case-by-case thought
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Figure 1. Top threats to Sensitive Data

The first asymmetric Ransomware prototype was developed during mid ¥s. The
idea of using cryptovirology for atacking the system was introduced. by Adam
L.Young and Moti Yung in the 1996 proceedings of the IERL Symposium on
Secutity & Privacy. Lwven though the first prototype of malwares for ransom was
publicized, it had logistic prohlems due to which they were traced and arrested but
the chain continued for another attack and this time they were successful in their
getting huge ransorn™™ Due o this, the attacks increased rapidly, influencing the
eyber worid. The scam has evclved in past years enhaccing their techaiques to lock
the computer systems.

Ransommware which locked the computer for the first dme was seen in Russia
in 2009, befure which the Ransoraware were used for the payment for decryption
key. The next Ransomware used another technique by displaying the pornographic
image and demanding huge ransom to remeove that tmage from. their system. The
payment was done through messages. This shaming actvity made this attack a
successful as hmge ransom was rettieved from the ugers ™

Z40 "EHeater, B 2016, May). How aansomware conquered the word, PO Magarine Dipiral Lididon,
1049 118",

241 ™Mikolai Hampton, Zobair A. Baig, Raosomware: Emergence of the eyber-cxromion menace, The
Procecdings of [the] 13th Australinn Enformation Seeueity Managenent Conference, held from
the 31 November 2 December, 2015 (pp. 47-56), Lidith Cowsn Untversity Joondalup {Cmpus,
Pecth, Western Australia ™
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deniability”** The functioning of the Ransomnware fosters it to falsely and
unknowingly lead the operator t send of the asymmetric key to the attacker.

The toalware prompts user to send asymmetric key to attacker who will
decipher it and remarn the symmetric decryption key for free but the victim needs
the symmetric key to get the files back if there are no backups of them.

In order to secure the monetary benefit from the infected or the compromised
systern Botnets and Downloaders are brought into use. These acts as distribution
agents of the malwares. Once the malware infects the computer after entering it
further installs the secondary mualware in to the system to render it dysfuncroenal.

WANNACRY: RANSOMWARE ATTACK . -

On May 12, 2017 this attack has stricken around 104 countries, it has been one of
the largest cyber attacks. (wer 200,000 computer systems were affected. ™ In lien
of decrypting data Wannacry demanded arcund $300-$600 in bircoin

The feature of the Rapsomwarswannacry te jump and spread form Po to Pc
within the computer from the same network was exposed by anenymous group
“Shadow Brokers™. Therefore the spread of the malware extended via cxploiting
the known vulperability in the operating system.

The most affected cowntries were:

= USA
= UK

«  Jlapan
I

The process of execution was in three steps: the valnerability of main file was
ensured so that Wannacry may get ¢ntry, the installaton and then getting it run in the
victinn's systeim

But the vulnerability of this attack was Limited to new version of Windows as
Findow XP, Windows 2003 were outdated one 3o over there the attack was not
posssible.”

244 "Nolea Scaifc , Fonry Carter, Patick Traypor , Kevin RE. Butler "CryptoLock (and Diop Ity
Stopping Ransomware Attacks on User Data™, 2016, [REE 3th Internaticnal Conference on
Distributed Computng Systoms®

245 “Solander, A O, Forpan, A, 5, &filasser, M M. (2016). Ransormmoare—Give me back my
Alest Employee Relations Law Journal, 4203, 53-55"

246 "Kharraz A., Fobedzon W, Balmrotii T3, Bilpe L., Kirda H. |, “Caurdng the (rordian Koot A
Look Under the Hood of Bansomware Atacks™. In: Altagren M., Gulisane V, Maggl E (eds)
Dietertiom of Intrusions sad Malware, aed Valacrability Assessment. DIMVA. Lecrure Notes in
Computer Science, vol 9148, Sponger, Cham, 2015
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Figure 3.Displaying the ransom message

"The recent attacks has sct the tine limit that means afwer cortam period of tme the
ransom may increased if it is not paid at time. Due to this advanced technigue
used in this recent attack the profit has also increased by (7% than the usual
previous atarks which made it most disastrons attack in the cyher world.

REMEDY

The most recent pattern in cybercrime is the Ransomware assault—programmers
bting an infection info 2 framework which closes down the objective PO, at that
point the programmers request cash to discharpe the framework. Ransomiwares
mostly targeted individuals pe as they dow't have backup of their files. They also
tarzet instimations like school, colieges, hospital wo retdeve the data and encrypt it to
get ransom. Fhey attack on home users due to lack of cyber knowledge, more
prone to manipulation of attackers, Iess online safety awarcness, no updared
softwares, rely exclusively on antiviruses and rely on luck to keep them on imternet.
They attack on organization’s data due to thats where money is. They know
successful attack can destract the ogranization due to which they can easily pay the
ransom. Their sysiems are more prone to volnerabilitics which can be exploiwcd
casily. They know that organizadon will not fille casc in cyber security as their loss
and brand narme will get affected Seaff is not trained o spot the attack at puhlic
institution Ramspnrware docs not only atfect system but also servers and choud
based file sharing system causing huge darmage. The current WannaCryransomware
58
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CONCLUSION

Considering that the universal group respects the right to privacy and security as a

fundamental rght, the county might be under a2 good and addidonally lawiful

commitment to authorize protection and informatioo insvrance controls. There

cxist two ways through which controls are received: “Sclf-ditection and Government

direction™

»  Selfdirection - The country will consider advancing an activity in. the midsc
of its ventures, partcularly the ones keen on development of web based
business. Self-control by the business guarantees upside of an adaptable
approach prepared by the individuals who are aware about~the exchange
hones and are roused by the want of clients. Self-conrrol is additionally
fetched cffective to the administration, as implementation components reguire
not be built up. In any case, 2 vast and heterogeneous gathering of operators
tnay make self-comirol troublesome. 1o any case, thete is likewise the hazard
that seif administrative arranpement is set the most reduced standard

*  Government Regudation - Alternatively, the government can receive particular
cnactment to deal with security and infortnation insurance problems. Indeed,
even nations like the US that have principally adopicd a self-administrative
strategy in order to achicve sceure invernet usage nationwide.

Ransorrrware has resemblanee to the flse applications stating themselves as antiving
spplications which are mostly fake in parure. This has subjected the end users in the
past tew years to believe in misleading antivirus applications maling their cstimated
camning to millions of dollars. The spread and espansion of Ransomware has
begun from the Russian speaking nations and it further evolved in the Westcrn
Europe, Canada and United States. The established criminal ganps have played a
vital role in ts expansion over the years.

Therefore the profitable market of this fraudulent malware is likely to increase. It is
probable that there might be clashes between the conventional malware distributors
and Ransorrware gangs. Ransomware being an evident malware forces the computer
user to reboot the machinety severely in order to eliminating any sort of malware,
With the cvolution of mere sophisticated mechanism for the preventon and
detection of such malwares in form of Ransomware the operational busincss
mode] will experience a dent.
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Technology in today’s fast-paced era is not merely a word, but indeed, a way of
life. It is that indispensable force that has transformed lives and connected every
nook and corner of the world Nothing seems to be a distant dream now as 2
mete click can open up varied arcnas for one. Be it Face time with your near and
deatr ones or shopping the latest fashion trend Technology has got one’s hack
anytitne, abways. You game, you chat, you laugh on memes and you book tickets to
the most exotic destinations. All of this has become possible courtesy the leaps and
bounds taken in the advancement of technology.

Tt remains undoubted now that no modern day povernance system can be said to
be effective and complete without the aid of technology. Information and
Communication Technologies (ICTs) play a pivotal role in the Ldtw:lupment &
economic growth of India Political, Cultural, and socio-economic developinental
and behavioural decisions today rest on the ability to access, gather, analyze and
utlize informarion and knowledge. JCT is the conduir that cransmits vital information
and knowledze 1o the individual to widen their perspectives thereby transgressing
economic and social empowerment. India is the fastest growing economy of the
world; 25 a government it has an ambitious objective of converging the citizen-
government interacton from mere snail-paced and paper-based methods to
clectronic modes of governance {e-(Giovernance} by the year 2020.

‘The idez of povermance is not only 1 rule the masses and strengthen the state
against foreipn cnerny as it used to be in the ancient ames. The ideals of democracy,
social and economic justice and mixed economy are those which have been changing
the contours of governance over the years. Citizens all over the world wish a high-
guality governance with expectations of enrichment in their personal and gencral
pursuits. ‘The concept of “goverpance” is not new Tt is as cold as the human
civilization and spans ceatries, It has transcended into varied manifestations with
the changing times. [ndia is a country of villages and much of its population dwells
i tural India. Thus, o improve and sustain the overall ptosperity, growth and
devclopment in the global competitive regime, there is 2 nced to bridge the gap
berween the urban and the rural Tndia Sevetal e-povernance plans over the years
have been detnonstrating the role of Informaton and Communications technology
in providing the best of development in India. Some of the schemes undoubtedly
have improved the services and the shift towards an e-government has proved to
be boon for the government and the atzens,

The concept of “guvernance” is not now. It is a8 old as the human civilizatgon and
spans centuries. it has transcended inte varicd manifestations with the changing
tires. Simply put “governance” means: the process of decision-making and the
process by which decisions are implemented (or not implemented). In this new era,
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governance is not only lumited to the state players and the dozens and comprunities
are equaliy involved in changing the landscape of governance.

A govemment is said to follow the path of good govemancoe when it is transpatrent,
acconmtable, cffective and effident, cquitable and inclusive, partidpatory and
consensns eriented, egqual opportunibes to every majurity and minorty communites,
low level of cormpton and mle of law i followed ICTs are craficd to cnable
Electronic Governance through wireless communication and are inttinsically
interlinked and knitted. A snecesstul 1T application in e-Governance giving one-
stop solutons for rural community is the need of the bour.

Thus, in the changing times, it is important for an ideal governance system to adapt
to the needs of the era and only then can it sustain a great nation. The convergence
of governance and technology is a vital ope and without a union of the twe,
development would stll be a far-fetehed dream. The onus thus being not merely
heing reaching out to the wurban, but, being essentially on amalgamating the neeal
alike.

This paper further expatiates and claborates upon the interface between the
information and commmuanication technology and the governance.

E- GOVERNANCE: REVAMPED OUTLOOK TO GOVERNANCE

Globalisation and technophile behaviour of the world population led to a change
in how the popuiation is to be governed. The use of computer technology not
only helped in governance but also helped in eradicating a few issnes that piled up
because of the advancement of crimes by the use of technolugy. For the fulfilment
of the goal of good governance we resorted to an offspring of Information and
Communication Technology and governance which came to be kopown as

E-povernance.

Basically E-governance, smnds for ‘electronic governance’, which means using
information and communication technologies (ICTs) at various levels of the
government and the pubbc secior and beyond, for the purpose of enhancing
governance.' According to Keohane and Nye (2000}, “Governance implies the
processes znd institutons, both formal and informal, that guide and restrain the
collective activities of 2 group. Government is the subset that acts with authoriry
and creates formal obligapons, Governsnce need not necessarily be conducted
cxclusively by governments. Privete firms, associations of firms, nongovernmental
organirations (NGO)s), and associations of N((Os all engage in it, often in association

1 E. BEI, P] SINGH, 5 SRIVASTAVA (XWVERNMENT @NET: NI GOWVIENANIK
OPPORTUNITIES FOR PXIDLA, Sage Pobfishers, New Delhi (20010,
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with govemmental bodies, to create governance; sometimes without governmental
authotity.” Cleatly, this definition suggests that e-governance need not be limited to
the puhlic sectot. It implics managing and administering policies and procedures in
the private sector as well ? “Governance refers to the exercise of political, economic
and administragve anthority in the management of a conntry® affairs, including
citizens' arcoulation of their interests and excroisc of their legal Hghrs and ehligations.
E-Governance may be uoderstood as the performance of this governance via the
electrontc medium in order o facilivate an efficient, specdy and transparent process
of disseminating information to the public, and other apencies, and for performing
government administration activides.” Dr. AV] Abdul Kalam, former Presidens of
India, has visualized e-(Governance in the Indian context to mean:. A transparcot
smatt & {Tovermance with seamnless access, secure and authentic flow of nlormation
crossing the intcndepartmental bartier and providing 2 fair and unbiased service two
the citizen.™

It has now become 2 voty indispensable patt of govermance in any of the world
economics. [Jue to the glebalisanon process there was a demand of clarity in
administration and rapid/instant datz and information cxchange by the people and
organisations were pushed to change to electronic means for the success in their
cndeavours. In consonance with the same there emerged a need to innovative use
of technology in gpovernance as well. The advantages attached 1o e-governance arc
muanifold, ike improved access to services, data management, easier data mapping,
decteased opcrational costs, enhanced co-operstion between government agencies
and othetr otganization ot the people of the country. The application of ICT in
govemance generates hage potential for interplay between different crganisations in
the developing countries. 'The whole idea is to simplify the administeation of the
country for all parties- government, dtizens and players and acts as a support for
achieving good governagee and often tetmed as stnart governance.

According 1o an administrative reforms comoission report e-Oovernance initiatives®
tmplemented in past few years can be categorized into the following:

- Government to Citzen {G2C) is an initiadve which zims at extending the
reach of governance to have a major impact on the people at large.

2 Shaillendra €. Jaim Palvia and Sushil 5. Shasma, I3 Crovermmeny awd 15-Crovermanse: | eftnitionsy
Domtain Treseonrk and Stdtos around the Wordd, hitp-/ fororaciceg et/ 2007 fbooks 1/ 1_36%pdE

3 Digfinine B govermame, INESUO Wil Archives, hep:/ fwebarchive unesen org/ 206 1021003528/
htep://portal anesco.ntgfeifenfcecv.php-
TRL_ID=44048& UIRT_IMO=TH_TOPICEURL,_SLECTTON =201 hunl
loangural address ar 11" Pelha dusing Internanomal Conference on ¢ Coomerpance.

5 K Coovermampe Foitiofives im Indir, The Thans ladia heepe/ forewthehansindia.com /posts/index/
Younyg-§lans /201 6-02-01 /E-Goveraance-Inidatves - in-India f204109.
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Projects taken in this direction arc Computerization of Land Records
(Department of Land Resources, Government of India), Bhoomi Project:
Online Delivery of Land Rocords, Gyandoot, Lokvani Project, o-Mitra
Project, Project FRIENDS, eSeva, Revenuc Administration through
Computerized Energy (RACE) Billing Project, Admission to Professional
Colleges — Common Entrance Test (CET) ctc.,

. Government to Business ((G2B) is an initiative which deals with activites of
government which impinge upon busincss organizations. "The objective of
bringing activities like repistrations, Heenses and exchange of informatiog
between government and business nader e-Governance is to provide an
amiable legal envitonment to business, speed up processes and provide
relevant information to business. Some of the projects are e-Procurement
Project, e-Procutcment, MUA 21, etc_

- Government to Government {(32G) is an initiative which deals with large
scale processing of information and decision making within government
systems. This initative has been taken to help in maliny the internsl
government processes more efficient. Some of projects are Khajane Project
in Katnataka, SmantGov {Andhra Pradesh), ctc... ®

ICTs: SECTORAL AMNALYSIS
Education Sector

The incidence of technology in the education sector has been & premier addition
atid has alse emphasised that learning is not that difficuk as it seems to be.
Introduction of methods and tools which advance student learning in the education
process has been helping the people since long

One can recall of the cave paintings that were used as 2 method of teaching during
carly civilisation. I'ew decades earlier also documentatics and educational flms have
been used to_cducate people. The use of andio-visual leatning techniques like
streaming of videos, power-point presentations have taken away people from
books to a Jarge extent by providing ease and the influential learning effect they
have. Just like everyihing else has been affected by the advancement of technoiogy,
the education cacnot be indifferent to it. The education shified from books to
computer and now from computer to smati-phones and one cannot deny that
these mind-hacking devices have expurgated the necd of baoks znd note-backs to
a substantial extent. India has become the sccond lagest market for smart-phones

o Ik
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trailing just behind China® which shows the extent 1o how influenced the Indian
minds are with technology.

But all of this has barely helped India achieve a fect in the cducation rankings. The
paor condition of cducation can be underswood by the fact that India came g2nd
among 145 countries when it comes to educaton. This shows that there is a lot to
be achieved. Even as the previous government tried to bridge the digital divide,
Modis masterstroke offcrs a lot of positivity for the Indian cducation martket
which is estimated to be worth Rs 5.9 willion in 2014-15 against Rs. 3.33 tnilion in
2011-12. With nearly half the population of India below the age of 25 and
increasing penetration of Tntemnet and mobile devices in this temography which 15
expected to reach 250 million svon, dvalling the US and second only to China,
India’s potential as a hoge market for e-learping is enormous.®

Given below are some of the uscs of technology in the Education sector:

L Distance Education- The students or working professionals can learn
courses throngh online access and can even interact with the faculty from
far distance rcmote incations For people in remote areas whete education
is 2 drearn this can be of help. A report rclcased by the Ministry of
Human Resource and Development states that the total carolment of
students for Iistance education constitute of 11.7% cut of which 46% are
female students.”

2. Classroomn based learning- nowadays even the classroomn study is not
limited to books and notebooks. The classes are now furning into smAart
classes with the use of projector blackboards. Gadgets Iike the laptops and
the tablets are being used to take down notes and the handwriting of the
teachers are replaced with the power-point presentations.

3. Learning through mobile applications- nowadays there are a lot of
e-learning services which can be availed on your mobile phone by just

downloading ae application in your Android/IO5/Windows phone.
Newspapers, [AS preparation Classes, dictionary, NCERT bools are just 2
click away when you have the applications installed in you phones. One can
access them anytime and ar any place without many hassles.

7 ‘Yhe Hindu Net Desk, Idic now second-targest smariphone marke it werld, The hindu((X TOBER
30, 2017, httP:,.-',.r'www,th:hindu.cum,.l"sci-tcch,-'tuchno]ng}-findia-nuw-sccund largest-
smanphone market-in-world /article] 9926744000

§  Ms Swat Yaday, Dr. Anshija Tiwad, F-Lzarsing i Rarel India , IISET, beep:/ Swrwiiseting
wp-cuntentfulﬂ{mdﬁfZUlﬁfﬂﬁfl:"-lﬂ.pdf.

9 Dept. OF Higher Edveation, MHRDY, /M Indiz Suney on Higher Edducation 2015 16, hiepe/
mhrd govin,/sives/apload_Bles/mbrd/files/statistics/ AISITE2015- 16.pdE
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There are many more contemporary ways in which technology is bringing a change
in the cducation system but that is sort of out of the scope of this paper.

The Indian Giovernment too has come up with the Digital India Initistive. Almaost
every sector has high bopes from the Digital Indiz inftiative, which is extensively
based on faster communisanon faclides such s National {Iptcal Tibre Network
and adoption of Interpet epabled devices such as smart-phones and tablets The
government of India focussing upon Digital India initatve is &rying to put in the
E-model of education in the higher Educaton. “When the country is adopung
digital in most sectors, keeping ellucation away is not the right approach. Pure
online courscs—adopted and aided by Indian institutes—will push quality higher
cducation to the masses” said a human resource development ministry official.™

The offidal said the promation of massive open online courses (MOOCS) was the
first step and it was tme o take the initative forward Tu the past year-and a- half,
the government has ssked top Indian institutons to devclop MOOCS on varous
subjects for supplementary koowledgr, These are in the pature of short-term,
subject-specific eapsule courses, available online to all."" Indian has 799 universites,
39,071 colleges and 11,923 stand-alone instinitions eatering to around 30 million
students, Despite the size of the sector, the gross enrolment in higher educanon is
just 24%, way below leading economies. With limited government spending on
education, online education could spur the sector'”

Health Care Sertor

“The bealth of peaple &5 the foundation upor which afl their happiimess and ali their powers a5 a
staie depend”

-Benjamin Disraeli, Britisk Prime Minister
In the health sector, we have observed many changes over the past few years. The
hospitals and the clinic are gerting more and more digitalised to provide the best
of services to the patients and other stakcholders. This partion of the paper does
ant focus npon the role of wchnology in inventng equipments and devices which
arc uscd in surgetics and other medical processes hut focuses upon the role of
information and communications technology {(ICT) in the health secror and how
beneficial it bas proved over the years.

‘The storing of information in the digital form, the accessibility of the same, and

16 Prashant K MNanda |, Gome fremine palicy e push onlipe educafion, Livemint (Wedneday, Jul 05
2017}, heepef foarseu liverrdat. comyTiducation f i BeHed 103k ASP25£3) fiove framing. policy
te-push-onling -education. himl

11 Iaid

12 Iied
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the amount of casc that it provides can’t be denied “The data and the systems once
dipitalised are helpful 1o the people from outside the couventional care centres to
Fulfil some basic needs like fetching various test-reports. Rapid commmnication via
e-mails and patient portals, retnieving of lab-reports via websites, online consultation,
online medical records, online medicine supply, pan-India exchange for patent
information, etc, are all a part of the F-healthcare scheme.

Wotldwide usc of computer technology in medidne began in the early 19505 with
the rise of the computers. In 1949, Gustay Wagmer established the first professional
organization for health informades in Germany Health informatics also called
Health Information Systems is a discipline at the intersection of"information science,
computer science, and health care. It concerns with the resources, devices, and
methads required for optimizing the acquisiton, storage, retrieval, and use of
information in health and biomedicine."

Tele-healtheare can be defined as the use of ICT to support the delivery of health
care directly to people outside the conventional care centres. Thiz can enable health
telated information in the web, create PPP model, help customer contact, allocare
paticat to different level of health care, provide electronic foram for patient
interaction and build e-prescripton systern. it is high dme to explore bow doctors
and 11" personnel can work together to roduce health cate cost, deliver high quality
service and cover rural mass.™

The introduction of the telemnedicine hubs in the health-carc sector to provide
medical facilities to people in the remote areas has been a very crucial move. The
Wotld Health Organizaton (WH{()) defines Telemedicine as, “The delivery of
healtheare services, where distance is a critical factor, by all healtheare professionals
using information and communicztion technologies for the exchange of valid
information for diagnosts, treatment and prevention of disease and injuries, research
and evalueton and for the contimming education of healthaare providers, all in the
interests of advancing the health of individuzls and their communinies.™® This came
as 2 boon for people covenng long distances and spending money on travelling
and accomumodation for the treaument. In the past the ITnion ministry alseo signed a
memorandum of understanding (Moll} with ISR(Y i expand #s telemedicine

13 Awan loypital ITealthcare And Management, hitps:/ /araacasianhhm comfarticles /role
hbonms titn-technolomy-medical -seiences,

14 Sobash {handra Mohapaus , Rama Knishoa Das and Maoss Raopm Paoen, Current & Goversone
Seevarin in Healthoare secror of Iadia, Conppaser Seciegy of Taudiaflijowrnaldl, hop:f fororocst-
sigegovorg epovernance _pdf/ 15121127 pdf.

15 Aparajita Dhaspupta and Sewmyn Dich, Talemdicae: 1 Mew Hordgon is Poblic Heclth in Tedia,
Todian Journal of Commuonig Medicine, hregps:/ fararacnchi. olm.nib.gor fpmc/acticles
PMI2782224
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network to remote places and pilgrimage centres.' {nidally this tele-health service
was proposed to be in the field of medicoe, orthopacdics, respiratory and cardiclogy
disciplines. Some states have also individually tied up with private players under the
public-private parinership (PPP) mede]. “Himachal has tied up with the Apolle
Group and they have nodes running successfully in Lahaul and Spiti. They consult
thefr owm specialists and the model is working fine”, said Jitendra Arora, director
(F-1icalth), Health Ministry."”

Health Sector is ane of those sectors which is most impacted by the Thgical India
move of the Indian Crovernment. Technology can solve a lot of problems that
exist in this sector like- lack of Informeton/kncreledge about vamous health
schermnes, access to various health serviees, transparency in the implementadon of
vardous sehemes, knowledge about the stocks in the hospitals, etc. Recentdy the
Uttar Pradesh govemment announced the digitisation of some government hospitals
where tegistration to all repornts will be available online, also keeping an eye wpon
the stocks of oxygen and medicines available at each hospital. The Digieal India
move fosters the goal of a healthy ladia.

With the storage of informaton of the patients, the pattern of a particular discase/
health in a particular area can be easily assessed and essential steps can be taken to
eradicated the problem or improve the simation. But, it's not always a positive
impact. There are also varicas issnes that have anisen with the increasing technological
shift in the health sector. This will be discussed later in the paper. ‘The govertrnent
is also planning to bring a lepislation tegarding the e-health services which will
include provisions for data privacy, security, comprehensive remedies (civil and
criminal) for data breach and enforcing nodal body”

Law Enforcement Sector

The enforcement of law in a State majorly depends upon the functioning of the
Police of the State. The Police department 1s the one which provides security to the
people from-the cimes and criminals 2nd maintaing Law and Order in the sodety.
50, they need to ‘be tmained in such a way and equipped with such tocls and
technologies that they can identify, restrain and wegulate the activides of the people
in order to promote the peaceful living in the society. With the crimes gettdng more

16 Rythma Kaul, Wb 105 reoires, gowd soreads felpredicime somork soross cowatry, Hindustor oo,
http:/ fararw hindustantimes.comfindia news fadth- 105-centees-gov-spready-telemedicing -
nerrork - across-country S story-U L g ZRni{ )X 4z)g M dzkB1himl.

17 I&d

18 Cesvermmani sef o bring  omi  c-health  fepiclatien, Economic ‘Times, hups://
econonﬁrtimm.indiafum:.nm,ﬂ’mrsfpnﬁﬁcs-and-naﬁxmfgnvm‘nmmt-sc:—m-bﬂng—cm—c-hﬂhh-
legistation/argcleshow /556 20788, cons.
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complex with involvement of scveral techoological instruments and methods, the
importance of technology in policing cannot be overlooked.

Information and communications technolopy has caused everything from business
te governaoce to change and so polieing cannot be kept far from its influcnce.
With the increase in awareness and role of media in todays sodcty and incrcased
pressure from all the stake-hoiders in the sodicty for prevention, detcction and
investigation of crimes, the only resort is to shift v more lonovadve policiog
methods by the inclusion of information and commmnicatons technology. The use
of wireless radio, CCTVs, tracking soft-wares and rools, and phone-tapping are
well knerwrn instruments used for modern day policing, Police can use a number of
ather methods for detecting crimes and identifying criminals, Fke-

- Any clectronic communication by the person can be used for his electronic
identification. E.g- Digital sipnature of a person, bank account, PAN,
c-mal accounts, 1P addresses ete.

. The Biometric technologies and fingerprint readers can be used to identify
and trace the chminals and suspects. HEven a lot of online verifications these
days usc the fingerprint scans.

. Sodal networking sites and mobile application like Toritter, Whatsapp and

Facchook and others are being resorted to connect with people for giving
information about crimes and rrace the criminals,

. In a large peographical area which is very hard to check and administer, the
Global Positioning Systern (GPS) and Geographical [eformadon System
{(7IS) are used to track the informabon about a particular area and
movemert of suspected pesons and terrorists ete. with the available data
and video. The available information provides the ability to coorndinare ali
the activitics for better tracking, reporting, and taking action™.

. E-Police will help to built ctizen confidence. The first step to using ICTs
would be in the interface of police with the public. Police is the body to
scoure the life and property of the public. Through ICT public will be able
w view information regarding starus of their complaints and the polee
will be able to provide feedback on the same™ The feature of Online
FIRs has been a boon to people for reporting incidents of mobile, laptop,
and other small thefts and lost cases.

19 Balbir Kumar, Rok of Iefrmation and Comsnisication Techaohey Tn Indian Podice, | GIAN JYOTL
EJOURNAL, Tssue 2 Jan — Mar 2003} , hup:/ fwwwgimt.com/ N6.pdf.
H Thad.
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. The use of Big Datz and ncreased interest in crime analytics, which involves
stoting and analyzing huge vohmoes of informaton in real time, helps in
ilentifying the areas which are prone to crimes.

Several initiatives have been introduced in the past to leverage IT tn police functioning,
Some of these initatives include centrally initiated programs such as the NCRB-led
CCIS (Crime and Criminals Information Systeam) and CIPA (Commen Inteprated
Police Application}, and State-led initfatives snch as ¢-COPS {in Andhra Pradesh),
Police IT {in Karnataks), Thata Tracking System in West Bengal), CAARUS (n
Tamil Nadu) and 11D ITTS (in Gujarai).?

CCTNS Ctime and Criminal Tracking Network & Systems (CCTNS) is a plan
schemme conceived W the lisht of experience of a non-plan scheme namely -
Common Integrated Police Appbeaton (CTPA). COTNS is a Mission Mode Project
under the National e-Governance Plan (NeGP) of Govt of India. COTNS aims
at creating 2 cornprehensive and integrated system for enhancing the cfficiency and
effectivencss of policing through adopting of principle of &-Govemance and
creation of a nationwide networking infrastructure for cvolution of I'I-ensbled-
state-pf-the-art tracking system around Tnvestigation of crime aod detection of
i inals =

Further, the Cyber Cells have been established te put a check upon the cyber-
telated offences as there is a substantive increase in the cyber offences and Police
Personncls and specially trained to tackle these new generation crimes.

CONCERNS/CHALLENGES FOR E-GOVERMNANCE

Through this paper the idea is to present the cons of the introduction of
technological insttuments and methods. But, there are always two sides of a coin
5o there sre also many 1ssues of concems that have ardsen due to the dependence
of the government departments upon the informaticn and communications
technology, Some of the Issues or challenges are enlisted as under:

Trust Deficit-India as a country has a very tarnished image in the field of corniption
and misuse of power or authbrity among its own population and citizens. lior a
government to implement its e-services there are two stages involved. Hirst is the
coming up with schemes and the second is the participation of the masscs towards
the successful implementation of the schemes The user must be confident in,
trusting and comfortable with the different wools and techniques the government is
coring up with that any information that is provided o the government can’t be

21 Crime and Crimisal Trackioy Network & Systones {CTNSF), Natiooal Crime Records Burean,
htp:f {ncrb.povin/ BurcanDivisions/ cotnsnew/indes bl |
22 Thid
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used for any fraudulent transactions which can be of a dettiiment to the user in 20y
way. Recently, the making of Aadhaar compulsory has been etitiasced npon by a
large amenmt of Indians as Aadhaar is not being a fool-proof method of storing
information by the government. The fear of misuse of data is stll keeping away
people from the Aadhar project.

Resistance to change- Tn a country where Iynching happens over carrying meat,
oppositon to sex educadon for preservation of culture are a common, 2 change in
the mindset of people is very difficult to be brought to shift to an electronic mode
of working

Digital divide- Digital divide refers to a substantial symmﬁt;‘y between twa or
more population in the distrbution and cffective use of informaton and
communication rescurces. @ TRAI data recognises that while uthan Todiz has 61.9
Internet subscriptions per 100 people, tutal India gets by with just 13.7.* India
being the country with highest oumber people living below the poverty Bne this
divide scetns a very difficult one 1o be bridged. Not only financial problems but
also the unawarencss among the people of varous government initiatives and
schemes keeps the divide alive.

Privacy and Security-There will be three basic levels of access exists for
e-government stakeholders: no access to a Web service; limited aceess to a
Web-service or full-access to a Web service, however when personal scositive
data exists, the formation of the security aceess policy is amuch more complex
process with legal consideratjon. With the implementation of e-poveroment projects,
effective measutes must be taken to protect sensigve personal informaticn. A lack
of clear secutity standards and protocols can linit the development of projects
that contain sensitive information such as income, medical history.™

Iradequacy of techrical advancement- 1t is a general connotation that the
criminals/wrongdoers stay one step ahead of the policc and the enforcement
authorities. Even newly brought up project of Aadhaar has got frands accorded to
its profile.® The ctime can be detected and the crirninals can be busted but the
effects of the crime cannot be erased once the crime has been commided. The

23 Ipsita Panda , Dhrdlav Charan Chhatar , Bablo Mharana, A Brigf 1w 2o Digftad Divide in Indion
Joemarip, 3 International Journal of Sciennfic and Frsesrch Poblicatioms f Tigoe 12, Dec. 2005,
b/ S ljsoporg Sreacarch-paper- 1213 /ijsrp p2471.pdf.

24 Aarafi Krishoan , How maey Tedions b Infermedd, The Hindu, dep:ffwearacthebinde eomf
business /how-many-indians-have-internet farticle } 7668272 coc.

25 F.poversance in India: Comeepe, Twirasives and Irewes, hoope/ forwecingiphesonindia com/2004,/11
23 fe-gowermance-india-concept-initatves-ssoes .

26 Cmnar Rashid, Take Aadbaar nond network: buried te Kawpwn, The Hindn, hop: / foerstthebindwecm f
mews notional futtar-pradesh-police- busts-fake-aadhaar-card -networly arcle 1966014, oo,
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government inigatves aced to compulsorily equipped with clear security standards
and protocols so that the sensitive informadon like the medical history, bank
account details, hiometrics of the people can be safe.

Aadbaar: An exemplary case study

Aadhar has been one of the most controversial steps of the present government in
the field of storge of citzen’s information with the government authority (the
UIDAT). Reason for selecting this project was that zpart from being a very positive
step of the government tewards the good govemance goal, this project has raised
a lot of secunty issucs in the minds of Indians. As 2 resuit a lot of opposition to
making Aadhar compulsory and linking it with other systems has been cbserved.

The whole idea behind the linking of aadbar is to keep a track of the financial
activities of each and every individual to keep a check upon the frauds, cormptlons
and llegal activities. Tt was used as an identity proof for getting benefit from a lot
of government schemes such as:

. Aadhaar based Direct Beoefit Transfer (LP(G Subsidy)
» Jan Dhan Yojana

- Passport in 10 days

- Digital Locker

. Voter Card Linking

» Opening new bank account

- Digital Life Certificate

But it raised a grave Papary Comeers; the Aadhaer {Targeted Delivery of Tinancial
and Chther Subsidies, Benefits and Services} Bill, 2076 was passed with no public
consultation about the privacy safeguards for the information stored as database. A
lot of Aadbar based fransactions are dependent upon the thumbprints and in the
past we have heand of people creating replicas of thumbprints for illegal activities™.
Then the ncxt concern is over ‘personal integrity’ which is under threat when one
has to share his information which will be avzilable to institunons with which they
dom’t want to share with. The databases which are siored with the UTDAT can be
used for permanent surveillance of the residents without invoking any spedial
powers. This impedes upon the rght to privacy of individuals guaranteed by our

27 Musab Oam, Yor sl be plved o #hin Muwba collooed siwdents tick Mvmectrie spsiem, TThindustan
Times, hiop:/ ,.r'mhim:lu5tmﬁm:s.mm!mumbaj-nm;’ynu-will-bc-gluad tep thiz mumbai-
college-s-smdents-trick-biometsic-systemn /story- W4 jdMroox KDmnl2 1 kel himl.
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constitution. Repeatediy the Aadhar data breaches have been occurring™ and the
Act is very weak to tackle the issues arising

This project is an example of how the ghitches oocur tn an B-povernance mechanisim
and the nced to be more cantious with the data storage and transfer in cverg o
scheme the povernment is coming up with. 'The mere resort to c-governance is not
the solution but also there should be thoughtful analysis of possible 1ssues that may
arise. A whele fool-proof mechanizm 15 needed for such projects to be functonal
and successful

CONCLUSION

With H-povernance mechanisms being bult in the India the eall for ‘cinimum
governiment and maxitomtn governanes” i geting louder. As mentoned in the
article the importance of Information and Communieatdons Technology (ICT) in
govemance is increaging day-by-day. India’s ¢fforts towards rcaching even the most
remote areas and successhil implementaton of its policies necds = lot of more
efforts 1o be put in to remove the burdles like the Digital Divide. In a country
where educanon is a distant dream in many remote areas, the internet facility is sull
not availabie in many places, and e-governance preparedness is less, lot more
efforts need to be put in, As earlier roendoned, there alzo needs to be certain level
of protection and cyber security that has to be assured before any more e-
governance policies are brought in. Absence of the privacy laws and data protection
Eaves has already raised concerns over many c-govermenent mitiarves, Apathy toseards
these issucs cannot kead to 2 peod-governance system and for development of a
country Like India, every cHlort pat in towards improving povernance has to coincide
with the general concertts of the populaton

28 Righe w0 priway & fowdamenial rightz 7 Aedbeer controversier that vaived oweverr, Findustan Times,
hetp: / f wwrac hindystan demes com findin -news ftight-to-privacy-a- ondamenta - nighe - T-aadhaat -
controversies-that. raised- concerns/ story- UG T K b Da Wrnnya B2 el bimal.
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ROLE OF TECHNOLOGY IN FACILITATION
OF COMMERCIAL ARBITRATION

¥ivek Sharma*

ABSTRACT

International commerdal arbitration ic considered to be 1! Dorady for tnwyers ol over the morid
When fnsmes, irrespectivg of thetr complescities, avive betmeen parfies, they cosentially mani & put
am end o all the disputes and in order Lo do so, sbml them to arbitration, wsuatly because of the
birding watnre of fhe arbitration agreement, which was ewigred into before the parties started
dealing in busiress. This paper succnctly desiribes the relaiionship between buwans, Rechnolyy and
despate resolution mechaniom. It alio throgy kght on the dymamic aspects of buwan interacions
with inmopations and making ithe seader reafine the indorriiable spirit of inwovations that the
peaple are believed fo hawe im ol the previous gencrations.

e dispuies are eper-aviving, the alterngly dishute resolution mechawiver i desrited in detail It
entazls the reason and procedure a5 to phy peaple go for arbitration and what is the provedure 1o
do the same. The differcnces are atso noved between Ltipation and arbitration with a spedal focus
ont the parly antomommy. The way the ivo proper lavy and ihe qirial low works in international
commercial dispates iy expilained by Leeping in mind the categorivafion of arbilration inte domertic
and rmtsraational,

The research paper discusses in detat! the werits of asing fechmolopy int arbitration and atso bow i
Jacktates the whole process. | 'iden sonferending and quick chat applications art examples divussed
in the research paper whith tan substamtially redsce the cost of arbitration and alic ease the whole
process of communication bedween the concerned parties. The bencfits of trandgferring of data
throsgh the medism of twiernet are divcussed. Asthor describes bow iwper-fait franslmitons o
reduce the cast of arbitridion and would make 7t fess e consuming

The rerearch paper aleo discusses the demerits of wsing technolygy in arkiivation by piving varions
real Kfe exanmies of eyber-afiacks, dals breath and round the ciock sarveiflance by wire-tapping.
The rivk of losing confidential daia by the nte technology is arficuiated by disoussing the cate of
China’s plamted code of data breach at the aebiite of the Pormanent Conrf of AArtatration. The
amghor cowelides by remarking the imporiance and the nesd of the bowr of wsing technology to
resolve disputes betmeem the partics but ale makes it cear that the substamtil eave which
Zechnology provides may come at a wost of losing confidential information.

*  XMYTAR BALLE [HONS) STURDENT, AMITY LAW SCHOOL, RELIE
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INTRODUCTION

The very basts of any creation by bumans is technelogy. Technology has been
known to humankind as = measure through which lives of the people become
smooth and efficient Inigally, techoology was developed when humans started
interacting with their environment and using the svailable marerials in z sharper and
accurate mannct through which the daily life became very well-organized. Ikrwever,
with time the humans started experimenting with creativity and invented magnificent
entities. This is the reason why in every century people thought that they atre living in
the most advanced centuries of all time as they inherited the already invented iterms
and started working with the available resource (technology) 16 help bring in more
progressive and profident entitics into being. That is why thei,r say that technology is
atything that wasa’t around when you were born

WHAT IS ARBITRATION

Arbitration is one of the mechanisms through which disputes are resolved between
two partes. It is essentally different from litigation in terms of the autonomy given
to the parties when the disputes are either antidpated or ate being arbitrated upon
and also on the basis of appointment of the adjudicatory body. These ape the main
reasons why arbitration is known as an altcmate dispute resolution mecheanism
Many itmnportant practices of litigation are not followed in arbitration. Flowever,
the principles on which these praciices or procedures of litigatdon developed, are
tollowed in arbitration and at times these principles are of indispensable narure.

Asbitration is purely based on mutual understanding and cooperation. It requires a
formal agreement which has to be entered into before the arbitral proceedings
start and that is the reason why arbitration is of contractual natare, unlike litigation,
where there is not an agreement to settle the disputes. Both the partics apree to
arhitrate unly when they both Gnd seme benefit in doing so and this is the wason
why arhitration leads 1o 2 win win siuation, net in torms of its end result or fna)
order like in mediadon but it may o happen that the parties do not waot o litgate
the matter and want the dispute to be reselved in a manner where the partics weak
points o sitategies are not set to be known to the public. In tovernatonal commercial
arbitration, very often than not, the compantes which apree to arbitrate are facing
siff competition from other compantes in the market and they want o resolve the
dispute withcout making their strategies or weak points known to thelr competitors.

Arbitration is less formal than lifigation and the parties have the freedom to choose
the laws which would govern the whole process. Fssentially, commeieial arbitration
agreement specifics three kinds of law which would govern the whole process.
Firstly, proper law of the conoact, which is the law that poverns the contract
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entered into between two partes. Second, the proper law of the arbitration
agreement, which is the law that governs the arbitration agreement alone and not
the contract cven if the arbitration apreement is in the form of a clause entered in
the main contract. Thirdly, the curial law or £ @it which is the procedure which
governs the architration proceedings.

According to the Arbitration end Condbiation Act, there are two types of arbitration
~ domestic and intemationai. The domestic arbitration is done between two parties
when both the parties are Indian and when cither of the parties is non-Indian then
that athitration is termed to be international in nature.

Hencc, the three laws mentioned in the arhitraton agrecment gains importancr in
international commercial atbittation as the party of ope country may not want the
disputes to be resolved through the laws of the country where the other pary is
situated, and they can choose the law which suits boih of them. This the reason
why party autonomy is given due recognition and acceprance in arbitration as it
helps to resolve disputes according to the mutual understanding of the parties.
Moreover, the patties can also choose a law that none of the countrics in which the
companies are sitated follows. For instance, a IFrench and a Germen company
may make an arbitration agreement where the law agreed upon to be followed is
DBritish.

Party autonony is the guiding principle in determining the procedure to be followed
in an international commercial atbitration. It is a principle that has been endorsed
not oply in national laws but by international arbitral institutions and organizations'.
The parties” freedom to agree on an arbitration regime of their cheice and to
prescribe the procedure to be followed is subject to few limitations. The arbitration
agreement must be 2 valid one sccording to the law which governs it This will
usually be the law goveming the substantive contract, in which the arbitration clause
is cmbedded, but is pot necessarily that law The possibility of déperage arises
begause the arbitration agreement is regarded as a scparate agreement to the
substantive contract,in which it is contained®, .

Efficiency and feasibility of using technology in arbitration

The inpovations made by humans have helped technology to be considered as an
ever-growing field The truth which everyone is aware of i5 that ever-evolving
technology has both merits and demerits. Metits of using technology are that it is

1 REDFERN AND HUNTHR, WTTH BLACKABY AND PARTASIDHS, LAW AND PRACTICE
OF INTERNATK WAL COMMERCIAL ARBITRATION, 4th Edition.

2 FOUCHARD, GAILLARD, GOLDMAN, TNTEENAITONAL COMMERCLIAL
ARBITRATTON 212 (Fdited by Caillard and Savage){1999).
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cost efficient as less labour needs to be employed for the produetion of the
desired output by the producer.

It Ieads to easy access to mformation a5 today the internct provides humongous
datz on almost everything and it also influences behaviour and reactions of the
majotity community by providing cheap access to information. It encoursges
innovatioo and creativity as more aod more people use the available technology w
create more aod o create it efficienty. This is evident from the fact that the new
secior of the economy, which is tertiary, is essentially based on skills which can only
be demonstrated, exhibited and honed only by using technolopy which is created in
ihe recent past. T

Improved communication

Improved communication is again a ment of using technology. The considerable
imptovement of communication 15 purcly based on the will and desire of the
people who innovate and slso on the demand for it In voday’s world, a person can
eagily commmumicaic to another person with substantial case and convenience. Quick
chat applications sueh as Whats App and Facehonk messenger have made Email 1o
be considered as an cld techneloey used 25 a means of compavnication, which is
now mainly nsed in formal communications.

Convenience of travelling

Another merit is the convenicnee of taveling both physically and virtually. The

longest fhight in terms of distance covers 14,200 Jom and akes aboui 17 hours
which i 2gin an achievemnent'. Virtually 2 person can be present anywhere in
today’s wotld because of video confergncing. The first concepts of video
conferencing were developed in the 18705, as part of an exension of audie
devices,
The first actual developments of the video telephone began in the lare 1920: with
the AT&T Company, Bell Labs and John Logie Baird. AT&T expetimentad with
video phones in 1927, Early video conferencing cxpetitnents took place to the lare
1930z in Germany, This eatly video technology over phone lines incuded image
phones that would send still photos. AT began using video conferencing for its
picture phone service in the carly 1970s*.

The abowe-mentioned merits of technology can also be realized when latest
technology is used in arbitration for dispute resolution, From the beginning when

3 Krimier A3ED from Db o NE maker bapest mon-stmp fphe, BRGC NEWS, Mar, 3, 2016,
4 The bisory of 1ideo Confersncing, BUSINESS MATTERS, fan. 8, 2015,
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the agrcement of arbitration is entered imto to the final award given by the tribunal,
latest technology usage would result in efficient and convepient arbitraton for both
the parties as well as the arbitrators.

Travelling to a different country is expensive. It becomes a burden on the company
to first hire 2 lawyer for the adjudication of disputes and chen to send the lawyer as
well as the other persons of the company to witness the arbitral proceeding, It
doesn’t stop there. It includes the expense of lving in a different country and many
times the tribonal sits in intervals of months due w which the company has to bear
the expense of traveling and living in a different country. This is of course only
possible in international commercial arbitratton when the partes have decided to
g0 to a neutral place to arbitrate or when one of the parties is at the venue of the
arbairvation

The above mentioued problem can be solved to a reasonmable extent by using
videw coofercncing for cerain people who are expected to be present in the
arbitral proceedings. For example, if two parties are arbitrating and both the
parties don’t live at the venue of the arbitration, then they can scend thelr lawyers
and legal consultants to the arbitration venue and can view the arbiral proceedings
through video conferencing, Such a move can be of imroense benefit to the parties
whose arbitration is happening with long intervals, This will substantially reduce the
cost of arbitration for the parties. Almost all the institudomal arbitration centres
have audio and visnal conferencing faclities including the MCIA® and DAC® in
Mumbei and Delhi respectiecly

The testimony of withesses tan also be taken through the above technology which
again has the potential to reduce the cost 1o a subsiantal extent. This may happen
when two parties have many disputes lined up before the arbitral tribunal 2nd the
reasonable step in such a sitvaton is not to send the withesses to the veanc of the
arbitration to record their tesumony, bui to make use of the easily available
technology that is aundio and video conferencing by which the testimonies can easily
be tecorded. ~

Transfer of files and data through software

The tribunal which sits for the arbitration of the dispute may not neccssatily be
qualified in the fieid in which the dispute Hes. This is because customarily the
tribunal is more of a judicial body and locks into whether the cssentials of dispute
resolution mechanisms and the rules of arbitration of an institnte are followed or
ot

5 hop/ /mcia.otping preedses f Baedlites
&  hopy feanwdacdelbi org/topices.aspxrmid=1.
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Hence, the tribunal appoints professional analysts, who try to quantify the damage
or loss te a party and make it more understandable to the wrbupal as to what are
the intricacies involved in the process of quantfying such damage.

Iowever, this is not the ooly job of the analysis as they also help the tibumal w
comprchend complex practices which are undertaken by the parties 0 do business,
of which, some are intrinsic alone to 2 partdeular field or rask. The analysts make
use of the technolopy available to simplify the complex problem and present it in
a mannct which iz casilly comprehensible.

Many disputes which go for international comsmereial arbitration ate complex in
nature and require gigantic files to be transferred to both the trbunal and the other
party in the dispute. To ptint all the relevant fiics would be time-consuming and
costly as they have to be coutiered to the party. ‘Technology can help make this task
easier and less time consuming as therc are numerous websites which help in
transferting these files through a seftware for a nominal charge.

DETRIMENTAL EFFECTS OF TECHNOLOGY ON ARBITRATION
Cyber-attacks

Lawr birros and chambers of the lawyers have an enormous amount of information
aboui the clients and zct as repositories of their clients’ data and doouments.
Custemarily, 4 law firm is expected to follow a code of conduct while dealing
with clients and which is the reason why communications that a law firm has with
its clients are ordinarlly covered by privilege or a duty of confidentiality.

As the people who deal in arbitration are often associated with a faw firm as well,
it 18 expected that these peaple would keep the conversations private and confidential
which they have with thelr clients including the conversation which happens not
face tor face but through some other mediom with the help of technology such as
cmail, telephone and text messages.

When the lewvers deal in arbitration it is very likely that they are a target of cyber-
attacks. This is done in order to get controversial and confidential informadon
Cyber-attacks usually happen when the arbitration is abowt to end and the final
order has to be given by the tribunal. This is because over the period of arbiration
all the information which is collected is examined by the tibunal and a draft award
is drafted. This way only the most confidential, dispute irking and controversial
information is separated from the rest and that the hackers have to attack once
steal the draft award. Henee, achitrators have to be careful before opening any
particular site or even an email when using their official laptops.
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A 200 Iaw firm study” released by Logic Force (a cybersecurity consulting firm)
found that all firms had been subjected to hacking attempts. The Logic Force
survey revealed that 40% of firms were actually unaware of the hacking attempis
untll the stwdy was conducied and corresponding investigations made. Further,
3% of firms were not fully compliant with their own data govetnance and
cybersecurity policies 2nd only 23% had an adequate eyberatrack insurance policy in
place.

However, lawyers and their law firms are not the only rargets of cyber-attacks. The
arbitral instittions which are now present in almost every comrerdial hub of the
world ate also the prime vietins of cyber-attacks. These institutions do not upload
anything on their websites such as the names of the parties, nature of the dispute
ot the arbitrater’s name. However, they still remain prme targets. ‘This is because
the website of these instimtions have other important information which the lawyers
regularly have to check and keep themselves updated.

The hackers plant technical rodes to get all the available data on the person’s laptop
whenever he visits the website. As the depository of sensitive data, institutions arc
highly exposed to cybersecurity tisks, including in terms of reputation magagement
and compliance with the rapidly evolving regulations. In Jnly 2015, the website of
the Permancnr Court of Asbitration in The Hague was hacked during a hearing of
a sensitive maritime border dispute berween China aod the Philippines. ‘The website
was impiznted with 2 malicions code that posed a data breach risk to anyone wha
visited a specific page devoted to the dispute®.

An interesting case which happened in the International Centre for Settlement of
Investment Disputes arbitration was that one of the parties was the Republic of
‘Turkey and had contracted with a ptivate entity. In the duration of the arhitraton,
the Republic of Turkey started using its police and intellipence agendies to tap the
phene calls of the lawyers and the directors of the private entity. The matter got
wide attention from around the world and showed that technology can also be
used in 4 mafiner which is prejudicial to the interests of the other party When the
issue of witetapping and survcillance was raised before the tribunal, the tribunal
started investigating the matter. In the circumstances, the tribunal observed:

&kt any other internations tribunal [the Tribunal] wzust be regerded as endowed with the
tnbierent Powsrs roquired to preserve the inferily of sts pwnm processes — evem 5 the remedies open

7 Law fiem cyber secunity scovecard, brips:/ ferewlogiclorce.com//repors/ detil Aoyber security-
yl.

8 Clawe Morel de Westgaver, Kluwer Arbieeation Blog, 1 Neersigy Asd -An Opporsniey Tor Arbitral
Institutions, {yberrecarity T Intormational Arbitutips, butp:/ facbimationhlog khwerarbitration, comy
2017110406/ cyber- security /.
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#p it are necessarily deffersnt from those Hhat might be availoble o 2 dowmestic court in an (51D
Mewber State . . . . Parties have an obligation to arbitraic fairly and in pood foith and _ . . an
arbitral ifbunal has the fnberent jurisdicion fo cnsire that this ebipation is complied yth; this
principle applies in all arbitration, inclading fnvestment arbilration, and fa ol pariies, including
Statee (evew in the excereise of their sopereigm powers)

Nevettheless, the tribunal declined to grant the draconian sanction of “summary
judpment” requested by the claimant. Instead, it accepted the host povermment’s
assurances that no privileged information had been misused, and fashioned a series
of orders essentizlly intended to ensure that this remained the case™.

Job Loss o -

New technology is thrilling, but we shouldn’ let that weil the fact that we wotk in
an industry built on people. lu a lnw firm, apart from representing the case before
a coutt or tribunal, there are mumerous other things that a lawyer does and that
makes the profession more competitive, difficult and busiling The life of 2 lawyer
is considered to be difficult and busy because the very esscmce of honing one’s
skills in the field of Iaw is to research, debate and articulate which is not only tirme
consuming but alsc requires a long span of attentiveness.

However, with developing technology the work of a lawyer is andcipated to
decrease and with a decrease in work, the very demand for the workforce will also
decrease, rendering many people jobless. Around 114,000 jobs in the lepal sector
are likely to become automated in the next 20 years as technology transforms the
profession. Automation, chanpes in the demands from clients and the rise of
millennials in the worlplace will alter the types of skills soughr after by law firms,
according to the ncw study by Deloirte which predicts a dpping point for Jaw
firms by 2020. Technology has already contributed to a reduction of around
31,000 jobs in the sector including roles such as Jegal secretaries, the report said, as
it predicted that another 39 percent of jobs are at “high nisk” of being made
redundant by machines in the next two decades™.

Yet with, rising legal costs and clients who are increasingly unhappy with the length
of time an instruction may teke to complete, new technology is paving the way for
the use of ardficial intelligence in law, promising to produce answer: to legal
questions in half the time and at half the cost to clients.  Ardficial intclligenee can
perforom tasks which save the average assodate solicitor hours in billable fime—

9 Libaoxoco Toldings Co Limired v, Republic of Torkey, 081D Case No ARB/06/2,

10 Mealeys International Arbitrabon Reporr, Sepr. 2006,

11 Jane Croft, Dolsite report predices mahiner sell digilace Rgal Fop-skilled pobr, TINANCTAL TIMES,
Mar. 16, 2016,
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such as automating the drafting of lengthy commerdal contracts and undercaking
due diligence and other time-saving processes—allowing them to ger on with the
important legal work. While such innovative breakthroughs in ardficial intelligence
are ground-breaking in today’s legal context, new technologies quickly become the
indispensahle norm™.

Impact or economy

The most experenced phenomenon recently in India is that of casc law reading All
the lawyers who have spent a substantial portion of thar lfc studying in the
libraries, reading voluminous commentaries and then locking for the relevant year's
AIR sull believe that the best way to find 2 case law is through commentary.
However, that perception is fast changing 25 the now tech-savey lawvers in India
find their case laws on the intemet using paid websites such as Manupatra and SCC
Online. {t 15 ecasy, convenient and tme-saving, Even the courts provide the judges
with the Iatest technology to make their work less hectic especially considering the
backlog of cases before the lodian Judiciacy.

However, arntdst the tme saving and convenient environment people have failed
to notice that when AIR was being used in full swing or rather were the ounly
resource available, it employed many people for its research, producnon and
transportation. The money circulated from the hands of the lawyers to the printer,
researcher, binders, papermakets, transporters and booksellers. One of the essential
roles it played was to keep the library up and beaming with life. All this has
declined to a major extent because of computerization of Iczal research and this
way the economy of the particular sectors of the country has also been affected.

Impact on entvironment

The technology that will facilitate the process of arbitration is most likely to be
charged by lithium-ion batteties. The lithivm-ion batteries are also known as Li-on
hatteries. ‘'These are the batieties which are rechargeable and are found almost in
every gadget=such as ¢ell phonc, laptop, and tablets. These batteries are known to
poflutz the envireoment when not disposed of properly. The best way o dispose
eof these batteries is o recycle them.

If one promotes mass usage of Iatest technology in arbitradon, in a sense, that
person 15 also encouraging the use of Lithium-ion batterics which more often than
not {and in a garbage dump 2rea and are not recyeled. This leads to spatks and
fircs in garbage dump areas and is hazardous for the people whe enter the area to

12 Charles Kertigan and Tsabel Parke, Lewyers and Rodes, LEXISNUXIS BEPURT, bopf
wrorw lexisnexis.co.uk S pdf/lawnyers-zad -robots. pd £
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clean it Cities likc Dhaka, New Deihi, Mumbai and Manila where arbitration
centres are expected to grow do not have adequate infrastructure to recycle these
batterics and this way the electronic waste pollutes the city and the neighbouring
arcas a5 well

TECHNOLOGY AND TRANSLATIONS IN ARBITRATION

A challenge which any crass-national company dealing with alternate dispie
tesolution mechanism is bound to face is that of translagon. When parties who
dea] in business have different langnages mastly make an agrecment about the
languape which would be used in arbitral proceedings. A langinge clause in arbitration
agreement vitiates the possihility of a dispute over language usage or the situation
where the parties want to arbitrate in different languages.

As arbitration can be costly if every word and document, said and produced in
arbitration proccedings is translated, a Janguage clause helps in this respect. However,
even if a language clause is inserted in the arbitration agreement, translators arc sl
required to translate evidence and other matctiols produced on record. This is
because the evidences may be in a language which is different from the language
agreed upon by the patties for the arbitration of disputes.

An inherent challenge of eross-national business endeavours is that, once a deal or
business relationship is in place, the actual terms of the contract will be carried out
in diffcrent countries. Diespite the fact that the trans-national agreement or contract
was written it one language and that the terms of the agrecment likely specify that
such. language is the “controlling™ language in the evcnt of a dispute, the execution
of the terms of chat contract will, in almost all cases be carried out in differcat
languages.

For example, a Chinese company may have a contract to provide certain gadgerts
tx 2 (retman company, which will then add value to the product and then scll
them in Germany. Let us say that the contract was negotiated in English and also
wiitten in Foglish. However, once the negotiations are complete and the Chinese
company starts supplying the product to the German company, the (rerman
company’s re-sale efforts will not be conducted in Bnglish. The (German company
is servicing German customers on German sofl. ‘Thus, the transactions will be
conducted in German and the documentation will reflect that - the invoices,
receipts, customer agreements, website, terms of use, and every other conceivable
document will be in German.

1f the {hinese company and the German company in this example ever become
embroiled in a contract dispute that relates, for example, to whar the German
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company feprescnts (o its own customers about the Chinese products, it is likely
that most of the docwmentary evidence, in this case, will be in German, Both sides
are left with a problem. A dispute betwren a Chinese company and a German
compauy with 2 governing contract that is writien in English will almost cortainly
be tried by an English-speaking judge, arbitrator, or tribusial. The challenge will be
in how documentary evidence, which almost certainly is written in (erman, is
prescatod

llaving two or more languages of the arbitration will notmslly increase time and
cost. Consideration should be given to whether the use of two or more languages
truly justifies the additional titne and cost. On the other hand, wherc there is 4 single
language of the arbitration, the use of an additional language should be considered
if it would reduce time and cost.

For example, where appropriate, the parties can agree that documents, legal materials
and witness testmony in 2 particular liopuage need not be translated inte the
langmage of the arbitration. If the partics have agreed, or the arbitrzl tribunal has
decided, that the arbitraion will be conducted in two ot mote lanpuages, the
partics, and the arbitral tribunal shewld consider agreeing wpon practical means to
avoid duplicaton. In cases where the members of the arbitra) tribumal are fluent in
all applicable languages, it may aot be necessary for documents to be translared
(onsideration should also be given to aveid having the ‘lerms of Reference,
procedural orders, and awards in mere than one lanpuage. If this cannot be
avoided, the parties would be well advised to agree upon the language that will
prevail".

As is evident, arbimral proceedings which require translations of speeches and
documents still axc heavily dependent on humans to translate. The need of the hour
is to have 4 super-fast translation sofiware which can expedite the whole process
of arbitradon in eases where the partics have wished to arbitrate in rwo different
languages or the evidence produced is in a lanpuage different from that of the
langmage agFeed upon by the parties The problem the softwarc makers will face is
how to make the material an input for the software where the files are in hardeopy.
But as they say, science fiction is nothing but 2 prediction of what will be invented
in future. The case of super-fast ixanslatdon software also scems to be of such a
natnte and would be invented hopefully than not in the pear funre.

CONCLUSION

‘Technology and innovation are ever-growing and ever-evolving The daily lifc of

13 Prowediagr involring tve or move lamgwages, Controlling fime and atr in arbitrairon, 16 COMMISSION
REPORT, (2 ed).
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human is heavily dependent o technelogy and soon the arbitration which happens
int areas which are not comparatvely economically powerful, would soon be highly
tech savvy. This is what technology does to humans, it serves thern initially and later
it becomes their master. Similarly, we see examples of how most of the work
which needs to be done in today’s world, can't be done without using the latest
techaology and softeare

In arhitradon, the parties come tir resolve disputes and the whole process gets
easier with using gadgets to expiain how the cost is evaluated, bow the damage is
calculated and other things of same natre. In future, it is very likely that we have
super-fast transiations softemre which would decrease the cost of arhitration. The
dependency on technology today is frightening but at the same time can’t be
dispensed with. Therefore, with such an ever-evolving and indispensable nature,
humans tend to experiment with technology as when the latest armives And in
doing so realises that loppheles just can’t be done away with. Hence, issucs of data
breach and leakage of confidential informatton are bound to adse. In the end, one
has to make the decision about using technology in arbitraton s the substantial
ease which technology provides may come ar a cost of losing confidential
informadon.
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CASE COMMENT: SHREYA SINGHAL V, UOI

Lubhansks Rai®
INTRODUCTION

The Supreme Court of India on March 24, 2015, delivered a landmark verdict in
the case titled “Shreya Singhal V. Union of Indta” (writ peddon (criminal) no 167
of 2012). This event happened t be, 25 a high point in the legal enlarpement of
the Freedom of Speech and Fixpression™ and primarily the constimtional scope
of its restriction™. The leading gist of the judgment is that # has interpreted the
scape of the fandamental right guaranteed to us by the constimton of lodia to
express ourselves freely, and lirnited the ezercise of a rght available to the state in
curtailing this freedom to absolutely necessary ciroumstances.

I this caze, Shreya Singhal, the petiioner, filed 2 wnt peddon in the Supreme
Court, nnder article 32 of the Constitution of India, challenging the constititional
validity of Secaon 60A, 6%A and 79 of the “Informadon Technolopy Act, 20007
and Section 118(d) of “Kerala Police Act, 20117, on the grounds that the drafred
sections are averbroad, have not been adequately specified for its proper applicazion
and the overbroad terms of the Section 66A of IT Act and Section 118(d) of
#erala Police Act, are not covered within the scope of Article 1923, thus, the said
sections are in violation of the right to Freedom of Speech and Expression. Thus,
these sections are liable to be declared sofd and séve wrer of the consttution of
india.

In the judgment, the Supreme court declared Section 664 of the nformation
Technology Act, 2000 a0d Secton 118(d} of the Kerala Police Act, 2011, as soéd, in
their entirety, being repugnant of Artidle 19(1)(z) and not saved within the scopc of

*  2nd Year, Amity Law School, Deli (Affiliated 0 {3(GSIF1Ty

249 INTMAN CONST, At 1%2) - Nothing in sub cavse (@} of clavse { 1 ) shall affect the
operation of any existing law, or prevent the Stre from toalong any by 3o so far as such Lw
imposcs reaspoable restrctictons oo the enjoyment of the right puaranteed by the sid sub
clavsc in the interests of the soverignty and integricy of Indis, the scrority of the Stare,
frieadly selations with forcign Staves, public order, decency or mocdlity or in relation to
crmtempt of court, defamation or incitement o an oifence,

250 Central Covernment is zroed with the sight ko issue directions for Blocking the contear ander
certain Circomsances, read with section 87{2(%) of the Act, in exercise of which, Procodare
& Jafepuards for Blocking for Access of Information by Public, Rules 2009, wore laid down.
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Asticle 19(2). However, “Consdrutionally valid™ stamns was given to the Section
G9A™! and 795 of TI' Act

Whole esscoce of the case moves arcund strildng down of Secnon 664, the most
delibernted, argued and analyzed by the division bench, comprised of J. Chelameswar
and [R.E Marman, due to its natare of testricting the freedom of speech made
through computer resources (covered the opinions expressed through socid media
on internet}. In this comment as wcll, the very same Section in context of the main
issue the scope of restdiction of freedom of speech and expression is going to be
discussed primarily.

BACKGROUND . -

-

IT Act, 2000 confers legal recognition upon the transactions made through the
compnier resources. This law was made, to elevate the T1' industry, administer
e-commerce, promote e-governance and anticipate cybercrime. 1o 20098, Sectdon
60A was inscrted into the Act to penalize offensive texts made through computer
resources or other commumication tools. Provision- any person who sends any
information, by means of 2 computet resource or a communicaton device, which-

A, is grossly offensive or has menacing character

B he knows to be a false aod meant for the putpose of causing annoyance,
inconvenience, danger, obstruction, insult, injury, criminal intirmidation, comity,
hatred or 1l will, persistently by making use of such computer respurce or a
commumicaton dovice; or

(.. ony clectronic mail or electronic mail message for the purpose of cansing
annoyance or inconvenicnee or to deceive or to mislead the addressee or
recipient about the orgin of such messages, shall be punishable with
imprisonment for a term which may extend to three years and with fine™.

25T Sovctien 7% was held valid by dae beach, subject 1o Section T9(3)(b) has o be intermpreted, o
mocan that an intermediary upon recehving acoal knowledge Bom 2 court oeder of on being
notibed by the appropriste govemment ot it sgency thae unlawtiol aces relatable o Anicle
T2} arc going to be committed then fails o expeditionsly remove or disable access to such
msterisl. Somilarly, the Informatien “Technology (Intermediary Cuidelines) Rules, 2021 are also
valid subject to its Bule 3 sub.rule (4 has to be interpreeed in the same manoer

252 The genealogy of this Sectivn may be traced back to Scodon 10824 of the UK. Post (Hfice
(Amendment] Act, 1915, which made it an offencs to send any messape by welephonc which is
grossly offenzive or of an indecent, obycone, or menacng character. Section 66 of the UK
Pose Odfice Act, 1953, way cysentally the reproduction of the earher provision. Lager, this
Sortiem was teplaced by Section 49 of the Bonsh Telecommumication. Act, 1981 and Scction
43 uf the British Teeccmmmunicaton Act, 19584, In the UK, currently it is Secdon 127 of the
Telecommunmcation Ace, 23,
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The atrests that were made using the power of Section 66A of IT Act, spatked
the debate on the scope of the section and its application, finally leading to
challenging the constmtional validity of the said section.

Some of the incidents which were significant encugh to posc the challenge to the
section: when two Palghar girls, Shaheen Dhada and Reon Srinivasan wete allcgedly
arrested under this seetion in November 2012 for postng on their facchook,
critically questioning why the entire city was closed down. for merely the funeral of
Shiv Sema leader Bal Thackeray: same when 2 businessman from Puducherry, Ravi
Srinivasan, was arrested in October 2012, for allepedly posting ‘offensive’ contents
on Twitter about Karti Chidambaram, son of Congress leader P Chidambaram,
and when the Police arrested CPE-M worker Rajeesh Kumar in Anpust 2014, for
posting offcnsive comments and pictures on facebook about Prime Minister
Nateadra Modi. And, so many cases of the same nature actually did take place.

Most of the arrests, in fact, were made for commenting on the political leaders or
promineat personalities, which posed 2 serious doubt on the objective and legality
of the section.

Accordingly, certain rules of procedure were issued hy the central government,™
aimed to check such arrests, including that advance permission from the TDeputy
Commissioner or Inspector Cencral of Police is necessarily to be taken before
recording a complaint under Scetion 66A. And, Supreme Coutt too endorsed these
directives in May 2013. Since, the matters reiated to ‘police” and ‘puhlic order” lic in
the state list, 2 Supreme Court mandate was required for the applicaton of these
gudelines across the country, [However, the Section could not be modified.

In 2013, a Prvate Member Bill™ was brought in Lok Sabha, suggesting some
amendments to the Scction. The Bill, aimed to make impugned section parallel
with the available provisions of the lndian Penal Code (IPC), 1860 on cortain
aspects, because disparinies between the provisions of two acts had led w doubie
penalties for the same, single offence. As per the statement of the Bill, thete were
even inconsistencies and disparitics between the two laws in respect of duration of

253 O Now 29, 22 the Minister for TT, Mr, Kapil Sibal calied for o meetng of swmkoholders
with rEpresentatives of government, businesses and civil society o brzk the deadlock on
Section 664 of the IT (Amcodment) Ace of 2008,

254 The Information Technolegy (Amcndmens) Bill, 2002 By Shri Baifayaot ‘fuy” Panda,
MR, A BILL fartber fo amend the Informeton Techuolgy <dcy 2000

233 A peivate members resobatinn was moved by MP P Bajeeve on Dec, 14, 212 0 amcnd the
dracoplan scction 66(A} of TI' act, but it was withdrown on the assurpnees feom Telecom
Minister Kapil Sibal that the resolution will be ken up afrer the Supreme ¢ourt of Indiz rules

ou i
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impnsonment for the same offence, as two years punishment has been prescribed
in TP( for the offence of threatening someone to injure through email, while it's
three years under the IT Act for the same offence. Bur the Bill was eventually
withdrawn.

The very same year, again an attempt was made as “Private Members resolotion™
was moved in the Parhament, which recornmended cenain changes i the Act,
which were:-

. Tir make Secton 664 consistent with part H1 of the Constitution,

*  “To it the aperation of the Section to commupicatios between, two persons
anly, )

= To accurately demarcate the offences covered by the Section, and

= To lower the penalry and make the offence a non-cognizable one, 5o that any
arrest could not be made without a warrant,

However, this resoluton also could not be taken fisther and was eventually
withdtawn. By then, PHL had already been filed by Shreya Singbal in the Supreme
Couty challenging the constitutionalicy of the Section.

ANALYSIS

In this milestone judgment, the Supreme Cowt enlarged the scope of right to
speech on social media and limited the grounds on which, this precious right czh
b curtailed, by abolishing the draconian, stringeat Section 68A of the IT Act
calling it open-ended and wnconstitndonally vague, and further expressed that the
wnpugned Section “arbitrarily, nnnecessary and disproportonately™ indercopt with
the dght o foe speech, nght o disscor, dght to know, and had a “chilling effec™
ot the constinutional mandates.

Decision of the {Lourt was quite appropriate with the all legal reasoning behind the
unconstrutonality of the impugned Secton, as this sccton had been widely misused
for merely a political purpose by police in various states 1o arrest Innocent persons
for posting critical comments sbout social and politicel issues. 1p many cases,
section 66A was just used as a tool to punish the political opposition for remarking
upon political and notahle personalities.

Thiz drew the attention of the Court, The scope of this section is too wide that
even innocent persons can be casily trapped within its requitcment, and thus this
section i3 hiphly volnerable to fis mimse. Respective bench in the same context

130



TS5M 2249-442] UG Approved Jourmal Mo, 42056

touched upon the point that the terms of the Section are such, not cven capable of
guiding the implementing anthorities properly.

Thus, it was expressed by the respective bench, that for proper applicaton of any
Lre, langmage and the terms of the particular provision should be comprehensive
enough that- #rtd, people, who all are to be governed, should be able 1o draw a
ine between legal and illegal acrs and should be able to comprehend the prohibited
acts a5 per that particular law and sewwdh, the concerned law should be able to
provide proper guidance to the administering authorities in regard of procedures
and safepuards to be undertaken, while applying the law®". And section GOA is
actually in a defect on both the aspects.

Term ‘liberty” has been embraced in our Constitution and happens to be of
patamount significance. In this judpment, Supreme Court has reterated the
importance of Freedom of Speech and Expression citing the previous judgments™.

Bench concduded that the ¢content of the specch has to be analyzed for detexmining
the role of Artide 193}, as any speech can be of three types, frst merely disoussion,

256 [o the preseot case, booch took an American case for reforence “Dusser v Uk, 72 L. Ed.
S62{1M3)” and analyzed the coocept of TLS.A- The 115 Suprerw: Court has sepeatedly held
m a sunics of jadements that where po reasopable standards are 1zid down to defne puilt in a
Section which covares am offtmes, aod where oo elear pundance is piven to ather law abiding
dfizcos or tn authonties and cours, 3 Section which creates an offence and which is wague
must be strock doan as being arbitrary and woressonable. Seoe role being applicd in pomient
tase, however this coocept is not absolutely sppheable in Todia, was admined by the hench.

257 Romesh Thappar v State of Madras, [1950] SCE 594, In Sakal Papers (M Ltd SO0 w
Union of Tndia, [1962] (3) S.C.R842.

258 Komeshwar Prasad & O v The State of Bihar & Aor, 1962 Supp. 3 5.CR 369, 2od
Indian Express Newspapers (Bombay) Privace Limvted &Chrs v Union of Indis & O, [1985)
2 SCR 287, The pattern of Acticde 19 (1) {a) and of Arbcle 19 (1} fg) of our coasitution iy
different Bom the pattern of the First Amendment to the American Constioution which is
almast abzolorte 10 :i‘IEL'DI:l'IIIS. appears to has conferred oo porwer oo the Copgress to Impose aoy
restriction on the exercise of the puaramtced right, soll &t has always been  perceived that the
freedom assured, ik subject to the police power - the scope of which bovaewer has not been
demarcated with. precision o wmformly, Tt is duc to thiz police pewer to cartadl the frecdom,
that the laws inperdictng libels, and theme relating to sedifion, or to obsvene publicadons ewc,
have been sustained constmtooally The resultant fhexdbility of the restictions that condd be
validly inposed remders the American concept of counts” decisions inapplicable 1o Indian cizes
in the present case as well, beneh has dred some American judgments 1o emphasize the
significance of thizs Fundamental npght, bot at the :ame dme has also expressed that the
Amevican coorept can't be applied abschuely in presont mse, 35 in Amenca, the conceme:d
right has beeo interproted 1o subject to “pencral public mterest”, whide in India, there are omly
elghr coaditicms provided n amicle 19¢2), and nothing apart fromm or above these condidons
has been recognized o India by the Courts.
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second argumentative, these two are saved within the scope of Ardcle 1913 (),
while third onc is instigative where article 19¢2) comes into picture.

Now, It ean be conchuded from the previous applications of the concerned provision
that section 664 is not capable to demarcate the speeches of these three kind, as
any discussion or argument may be sometimes annoying, highly offensive of may
canse inconvenience or even insult someone, but uldmately all these are saved
within the ambit of *freedom of speech and expression” and can only be restricted
if it falls within the meaning of those terms, incorporated in article 19(2), which
arc- sovereignty and integrity of India, the secutity of the State, friendly relations
with fareign States, public virder, decency or monality or in rel#tion to contempt of
court, defamation, or incitement to an offence. Thus, the bench rightly said that the
section violates the people’s rght to know as well.

It can be easily interpreted that the terms, such as security and integrity of lodia,
security of state, and relation with the forcign states, have got rothing to do with
the section 66A of the IT act. Now the remaining four rerms- public order,
decency and morality, defamation, incitement to an offence, mechanically fall within
the ambit of the terms used in the Secdon 66A due to its open ended scope. Bu
words of scction 66A do not fall within the scope of article 19(2). It can casily be
explained in a way: there are two clrcles, one small circle of ardcle 19(2) which lics
within the bigger circle of secion 66A.

S0, this Section just paves the way for the state authorities to deprive people from
their fundamental aght on unreasenable grounds Fven if this section trics o create
some offences like insult, for which the section has not been framed properly, with
the wrong choice of words, lack of specifications, withont any stipulatons and

safeguards.

Supreme Court went o1 to pronounce, citing 2 judgment of Sakal Papers (P) Ld
8:0rs. v Union of India, [1962] 3 S.CR. 842, that apart from the constitutional
grounds, there can’t even be ‘general public interest’ an acceptable ground to
restrict the nght to specch™ Karieshwar Prasad & Ors. v The State of Bihar &
Ant., 1962 Supp. (3) S.CR 369, and Indian Fxpress Newspapers (Bombay) Private
Limited & Ors. v. Union of India & Ors, (1985) 2 SCR 287, The paitern of
Articie 19 (1) (a} and of Artide 19 (1) (&) of our consttution is different from the
pattern. of the First Amendment to the American Constitation which is abmost
absolute in its terms, appears to has conferred no power on the Conpress to
impose any resitiction on the exercise of the guaranteed ripht, still it has always

259 Tinformation disscroinated may be to ooc individual or several individuals, This Section maloes
no distinetion between mass dissemination and disscrmination to one person,
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S0, the test here is, does a speech prohibited, leads to cause disturbance to current,
normal life of the community or society or does it merely interfers with an
individual’s life, leaving the society peaceful and undisturbed. Another test is thar.
does a message tead to bother the public order®™, Section 66A has failed to answer
both the questions.

It was intended to create an offence of defamation through the Section, bt in its
language Section is not even concerned with injury to reputation at all, which is an
essential ingredient of the offence defamation.

Ewen if 1t was tried to bring the section within the ambit of “Incitement to an
offence” or “Decency and Morality”, 1t could nor be done as Section has failed to
characterize the information which has a tendeney to incite and the information
under the Section is not required to be obscene at all

The apex court provided all the legal and logical reasoning that why the Section
604 could not be covered within the scope of amicle 1%(2) and thus, is altogether
“uitra mres” of the Consdrution of India.

And these offences like criminal intimidation, defamation have already been inclieded
in IP(C in 2 proper way, which are enough to deal with the cases even committed
through computer rescurces.

And moreover, terms like annoyance, inconvenience, grossly offensive, etc, which
all have keen incorpotated i the section 66A, can’t be the offences in themselves,
however, they collcctively do form some of the offences, as ingredients in IPC. If
they are made offences in themselves, it would be highly offensive to the basic
fAghts of the people.

The fact, that the social media is more vulnerzble to the abusive information or is
mare convenient way to abuse people, should not be & reasonable or satisfactory
ground 1o curb the freedom of speech and expression of the dtizenty on social
media,

Though, The Supreme Court has abolished the Section 66A, bt it has recopnized
an intelligible differentia between internet 2nd other mediums as the platforms to
share information, and upheld that padiament is very much empowered to make
new law ot amend the IT act to add new provisions with proper safeguards and
procedures in this repard.

263 Proalty for causing prave vicladon of pubbc order or danger. Aoy pemon whe,- Cases
ANNOYanoe to any peIsm W a0 indecent memnet by smoements or verbal or comments or
telephone calls or calls of any rpe ot by chasing or seoding mcssages or mails by my means;
shall, on convicrina be punishable with impriscament for a torm which may oxtend to three
years or with fine not cxccoding ton thewsand rapers or with bk,
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It also cutlawed a provision: “Section 118{d} of the Kerala Police Act™, parallel to

section 66A, on the very same prounds, being inconsistent with Article 19{1){z) and
nor saved by Article 92V,

But it upheld the validity of Section 69A and Secton 7% of the IT act, stating thar
unlike scction 664, these provisions are narrowly drafted, with the proper safeguards
and procedures, with the conditon that section 79 o be read dowm as the
“knuwledge™ referred of in the section 79(3)(b), must be acquired through the
means of the court order.

CONCLUSION

Here in this case, the consdtational validity of the four major provisions, was
challenged which are section 664, 69A and 79 of the Information Technology Act,
2000 and section 118(d) of the Kemlz Police Act. In which, Supreme Court has
struck down the section 66A of I'T Act and section 118{d) of the Kerala Police
Act, on the same grounds of “Ovwerbreadth and Chilling Effect™, while it upheld
the validity of other two provisions of the T Act, thus it maintained the halance
between the parties.

Moreover, it acknowledged, analyzing the American casc laws, that unlike USA,
vapueness is not an absolute ground for declaring a law invalid in India but Indian
courts are required to narrow down and specify the langnage of the provision or
lawr under consideration, to an extent, it is possible. And, this mle is acwally being
applied here by the court, as it can be understood from the all reasoning that it
provided for stoking down the secdon 66A and even “why” it can’t be saved
anyhow, aiving a reason that, if 2 law which is otherwise invalid, can’t be saved by
the undertaking from the Government

While the bench specified the interpretation of Section 79%(3)(b) on its own, deelaring
it as constitutionally valid, because it was possible in this case as the whole section
was otherwise constiutionally valid, so could not be declared w#d just for minute
Tagire thing“\;rhich was actnally very much capable of getding corrected and so the
court did, standiog up to the expectations and its duties.

The verdict of the Supreme Court is of colossal significance in protecting galine
free speech against arbitrary powers of the state. But unfortunately, the Section
G5, which was declared uwoconstimtonal, still has been nsed in many cases as a
punitive measure against online speech, discounting the value of the Suprome
Court,

264 Sectivn 79 brloogs oo Chaprer XIT of the Act in which intermediarics arc exempr from liahiliy
if they ol the cooditonz of the Sectioo.
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